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HP WOLF SECURITY

Enterprise-level protection
against malware designed
for small and medium-sized
businesses.

Powerful, simplified protection for small to medium-sized organizations

Defend your small to medium-sized business with next-generation security from HP. HP
Wolf Pro Security' software provides multi-layered protection against modern threats
through a combination of hardware-enforced threat containment, next generation Al
malware protection, and password phishing protection in a single package, and is designed
to replace or complement the customer’s existing antivirus protection suite. The offering
is optimized for midsized organizations or branch offices with or without dedicated IT-
management.

After a simple self-service on-boarding and installation process, HP Wolf Pro Security
begins protecting the PCimmediately. HP product support is included with HP Wolf Pro
Security to help get the most from your new, powerful security software.

Simplify protection with a smart design

A simple end user desktop console presents settings, features, and local security alerts
to the end user. This allows you to view how HP Wolf Pro Security is protecting you by
identifying the filetypes and websites with wrongful intentions toward your PC.

HP Wolf Pro Security manages background updates to keep protection up to date,
guarantines malicious files and protects your browsing experience, all without end user
intervention.
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HP WOLF PRO SECURITY

Enterprise Security made for SMB

HP Wolf Pro Security protects your PC with browser-based threat containment, Al-based malware scanning, and anti-phishing credential
protection.

HP Wolf Pro Security does not require contacting HP to update security protection. The triple-threat protection is orchestrated by the HP
cloud service, which provides updates and new security profiles in the background, while users work uninterrupted. Security settings are pre-
configured, and protection begins the first time you activate the software and deploy the agent.

An intuitive dashboard provides a list of threats or items potentially attacking your PC and how threats were halted. The dashboard provides a
filename, date and how the file was safely handled on your PC.

HP Wolf Pro Security enables runtime isolation of quarantined files — enabling users to safely view those files in a virtual safe zone —and helps
determine if a file is safe or needs to be deleted from the PC.

* Threat Containment — powered by HP Sure Click Pro?, a hypervisor-based virtualization software, protecting against malicious websites and
file downloads, even if no overt threat activity is detected.

 Malware Prevention — powered by HP Sure Sense Pro?, an advanced version of HP Sure Sense, an anti-malware solution that leverages deep-
learning Al technology.

« Identity Protection — HP Wolf Pro Security features an anti-phishing engine with the ability to scan and warn users about suspicious websites
they click to that may attempt to harvest user website credentials, login and password data. The Identity Protection feature can prevent
users from entering their password into a detected malicious site.

HP WOLF PRO SECURITY DASHBOARD

HP Wolf Pro Security provides a single dashboard, with a simple ‘tabbed view’ layout. Each tab presents a variety of parameters for security
features, settings and threat reports.

Dashboard features include but are not limited to:

STATUS TAB
Presents summary threat protection state data for HP Wolf Pro Security

. Current protection status
«  Number and date of scanned files on your PC

*  Number of websites visited and protected

ALERTS TAB
Provides an active list of detected malicious files, websites and credential phishing dialog boxes

e Includes a list of harmful files downloaded or placed on your PC via USB Key, browser,
email attachment or other download. Users can view the threat name, detection date,
file type and choose to view the file in a hardware-enforced isolation session or delete
the file)

SUPPORT TAB
About Information — Version number

«  HP Wolf Pro Security will automatically update to the latest version when connected to an
active internet connection

Advanced Settings

*  Enable and disable security (HP recommends to always leave security software on
and active)

*  Logging - ability to capture, send and clear activity-log files if support is required

*  Live Containment View —real-time view of isolated websites opened by your browser

*  GetHelp-Links to HP Support information
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HP WOLF PRO SECURITY SPECIFICATIONS

Supported Platforms Available on HP and non-HP notebooks and desktops that meet the minimum system requirements listed below.

Security Software Elements HP Wolf Pro Security client for Windows
Supported Operating Systems Windows 11 64-bit, Windows 10 Pro 64-bit; Windows 10 Enterprise; Windows 10 Enterprise LTSC (64-bit only)

Supported Processors Intel® Core™ i9, Intel® Core™ {7, Intel® Core™ i5, Intel® Core™ i3, and AMD® Ryzen or newer processors

Memory/Disk Space Required Minimum 8 GB RAM / 10-20 GB of free disk space

Language Support (endpoint) English, French, German, Spanish, Swedish, Italian, Brazilian Portuguese, Japanese

HP Support HP supportincluded. Support is provided by HP Support Agents via chat or phone during the term period. Support
times may vary by country.

Management Features Not available at this time.

Terms of Service HP Wolf Pro Security includes HP Sure Click Pro and HP Sure Sense Pro and is available as a yearly subscription.

for HP Wolf Pro Security Every year, the credit card you provide will be automatically charged $36.00 + tax per quantity ordered unless you

Subscription cancel your subscription. You may cancel your subscription by emailing smbcs@hp.com with “cancel WPS” in the

subject line; or, beginning in early 2022, you will also be able to cancel your subscription within your online account
by going to My Subscriptions, then Manage My Subscriptions. Cancellations must be submitted at least two (2)
business days prior to your auto-renewal date. For complete terms of service see https://www.hp.com/us-en/shop/
cv/wolfprosecuritysubscriptionstermsofservice.

Learn more at hp.com/go/computersecurity.

THP Wolf Pro Security includes HP Sure Click Pro and HP Sure Sense Pro and is available as a yearly subscription. Every year, the credit card you provide will be
automatically charged $36.00 + tax per quantity ordered unless you cancel your subscription. You may cancel your subscription by emailing smbcs@hp.com
with “cancel WPS" in the subject line; or, beginning in early 2022, you will also be able to cancel your subscription within your online account by going to My
Subscriptions, then Manage My Subscriptions. Cancellations must be submitted at least two (2) business days prior to your auto-renewal date. For complete
terms of service see https://www.hp.com/us-en/shop/cv/wolfprosecuritysubscriptionstermsofservice.

2HP Sure Click Pro requires Windows 10 or Windows 11 and Microsoft Internet Explorer, Google Chrome, or Chromium are supported. Supported attachments
include Microsoft Office (Word, Excel, PowerPoint) and PDF files, when Microsoft Office or Adobe Acrobat are installed.

3HP Sure Sense Prois not sold as a standalone product and requires Windows 10 Pro or Enterprise, or Windows 11 Pro or Enterprise.

© Copyright 2021 HP Development Company, L.P. The information contained herein is subject to change without notice. The only warranties for
HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. Intel and
Core are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other countries.
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