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Practical Use Case  
A KRMC-Hosted ADVANCED Account is ideal for organizations 
that require a high-level of security along with certain network 
integrations, but may not necessarily be required to meet heavy 
regulations.  Organizations such as Education or Research, Large 
Business, Enterprise and Corporate may benefit best with the 
ADVANCED Account security features. 

Available in 1, 2, and 3-Year Packages.

Advanced Package - On-Premise Edition

New to KRMC?  See this introduction to 
Kanguru’s remote management platform:

See Introduction

Kanguru Remote Management Console™ (KRMC)™ is a powerful 
security application designed for remotely managing Kanguru 
Defender® hardware encrypted data storage devices.  With the 
KRMC-Hosted Advanced Package, an Administrator or Data 
Security Officer can monitor a variety of security aspects for 
Kanguru Defender encrypted devices belonging to their 
organization, creating a highly-secure data environment. 

The Advanced Package includes:
• All Standard Package Features:

• Remotely Enable & Disable Lost or Stolen Drives
• Strong Password Management
• Access Control Restrictions
• SSPM (Self Service Password Management)

• Advanced Package Features:
• Secondary Administrative Accounts
• Auditor Accounts
• Device Groups
• Single Sign-On (Via SAML)
• Connection to a SIEM Server for Event Monitoring

Additional Features of the Advanced Package: 

Device Grouping and Multiple Administrators
The Administrator can manage devices by placing them into 
groups. Groups can be configured independently from the global 
set, allowing custom settings for each group. This account also 
allows the Administrator to assign multiple administrators to 
manage each group.  As the Super-Administrator, permissions can 
be configured for each administrator. 

Event Generation
The Super-Administrator can view an event stream of the entire 
device fleet and multiple administrators.  Receive updates for 
logins, logouts, failed attempts, and know when devices are added 
to the account.

Connection to SIEM Server
Administrators can keep track of all devices in the centralized 
logging server. KRMC supports Splunk, Graylog, Syslog. More are in 

development.  Event timelines are ideal for auditing and event 
timelines. 

Single Sign On (SSO)
Use your existing single sign on capabilities from your business, 
we support Okta, Azure, Duo, any SAML 2.0 provider with ease. 
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