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NpaBoBasa oroBopka kopnopauumn Schneider Electric

Kopnopauwus Schneider Electric He rapaHTUpyeT HagexXHOCTb, 6e30LNMBOYHOCTL 1 MOMHOTY NPeacTaBneHHON B
HaCTOALLEM PYKOBOACTBE MHpopMaummn. [laHHOe nsgaHme He sSiBMsieTca 3aMeHom nogpobHoMY onepaTyBHOMY
nnaxy, pa3paboTaHHOMY C Y4ETOM KOHKPETHbIX YCIIOBUI MOHTaxa. Takum obpasom, kopnopaumsa Schneider Electric
He HeceT HUKaKoW OTBETCTBEHHOCTY 3a yLLepO, HapyLLEeHWs 3aKOHOB, HEMPaBUIIbHO BbINOMHEHHbIN MOHTaX, cOom
cucTeMbl 1 Apyrne npobnemsl, KOTOPbIE MOrYT BO3HUKHYTb B CBA3M C UCMOMb30BaHNEM HACTOSALLENO U3aaHUs.

NHdbopmaumsi, cogepkallascs B HacTosILLEM U3AaHnW, NPeAoCTaBnsSeETCs B BUAE «KaK €CTb» UCKIIOUUTENBHO
Onsi pacyeTa U NPOEKTMPOBaHUS BbIYMCITUTENBHOMO LeHTpa. MHopmaums ana aaHHoro naganms beina
nobpocoBecTHO cobpaHa kopnopaumen Schneider Electric. OgHako He gaeTcsi HUKaKoWn rapaHTUm, BbIPAXKEHHON
Uy nogpasymeBaeMon, B OTHOLLIEHMW NOMHOTbI M TOMHOCTM NPEACTaBNEHHON B M3gaHUM MHAOpMaLuK.

KOPMOPALIUA SCHNEIDER ELECTRIC UINU NIOBASA FrOJIOBHAA UMW AOYEPHAA KOMIMAHUA N
OUINNAT KOPMOPALIMMN SCHNEIDER ELECTRIC UMM COOTBETCTBYIOLLME CITYXALLMUE,
PYKOBOOUTENW, COTPYOAHWUKN HE HECYT OTBETCTBEHHOCTMW 3A NIOBbIE NPAMbIE, KOCBEHHbIE,
NMOBOYHbIE, LUTPA®HbLIE, OCOBbIE N CITYYAUHBIE YEbITKU (BKITKOYAS, B TOM YUCHIE, YBbITKU
Mn3-3A YTPATbI NPEANPUATUA, PACTOPXXEHUA OTOBOPA, MOTEPU BbIPYYKW, OAHHbIX,
NH®OPMALIUX UMK NPEPbIBAHUA OEATENbHOCTHY), BOSHUKLUUE B PE3YIBLTATE UITU B CBA3U C
MCMNOJNIb3OBAHUEM HACTOALLENO U3OAHUA UITUM HECMTOCOBHOCTU EIFO UCMNONb30BATb, OAXE
ECINN KOPMNMOPALIUA SCHNEIDER ELECTRIC BbIJTA HEMOCPEACTBEHHO YBEOOMJIEHA O
BO3MOXHOCTU TAKUX YBbITKOB. KOPMOPALIUAA SCHNEIDER ELECTRIC OCTABJAET 3A COGOU
NPABO UBMEHATb UMM OBHOBNATL COOEPXAHUE U ®OPMAT HACTOALLENO U3OAHUA B NNIOBOE
BPEMA BE3 YBELOMJIEHUA.

ABTOpCKME, MHTENNEKTYarbHbIE N MHBbIE UMYLLECTBEHHbIE NPaBa Ha cogepXaHue (BKM4vas, B TOM Yucne
nporpamMmmHoe obecnedeHune, 3ByKOBbIE 1 BUAEOMannbl, TEKCT U dhoTorpacmm) HacTodLLero nsgaHus
npuHagnexar kopnopaumn Schneider Electric unu ee nuueHsnapam. Bce npaBa Ha cogepxaHue, He
npegocTaBneHHble ABHbIM 06pa3oM B HAacTOSILLLEM JOKYMEHTE, 3allmiLeHbl. HMKkakve npaBa He nepegatoTcs, He
OTUYXKOAKTCHA N HE NEePEXOaaT nuuam, NonyyarLmm JOCTYN K JaHHON MHopMaLumu.

HacTosiwee nagaHvue Luenukom unm niobasi ero YacTb He noarnexar nepenpogaxe.
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BBeneHue

OnucaHue npoaykra

PyHKUUMN

Yka3aHHbIE HUXKE DIIEKTPUIECKHE TUIaThl ceTeBoro yrpasnenus Schneider mst 1-da3ubix u 3-asHbix
ycrpotictB UBII Easy (AP9544 u AP9547) npencrasistoT coboil BeG-POyKThI, UMEIOIINE
ceprudukar [IPv6 Ready. YcrpoiictBamu ¢ ycranoBneHHbIME Tu1aTaMu ceteBoro ynpasierus (IICY)
MOJKHO YTIPABJISATh C MOMOIIBIO CIISIYIONNX HECKOIBKUX OTKPBITHIX CTAHIAPTOB.

[IpoToxon nmepeaayu runepTeKcTa Ha ypoBHE be3omacHsIit KoMaHHBIN Tiporieccop (SSH)
samuieHHBIx cokeToB (HTTPS)

Secure Copy (SCP) be3onacHast 3arpy3ka ¢ KOpHEM J0BEpHUS AJIs
MOBBIIIEHNS 0€30M1aCHOCTH

RADIUS Pactmpsiemsrit mpotokon ayreatudukanuu (EAP) mo
moxanbHOM ceTn (EAPOL)

CereBoii mpotokonr BACnet (Building Automation  [[IpocToii mpoTOKOJ CETEBOTO yIpaBieHUs] BEpCHid 1,

and Control Networks Protocol) 2cu 3
Syslog Telnet
Modbus [TpoTtokon nepenauu runeprexcra (HTTP)

[MpoTokoxn mepenaun daiinos (FTP)

[Inatel ceTeBoro ynpasneHust AP9544 u AP9547
* Oo6opyznoBansl ogauM USB-A moprom xocra.
* IlpenocraBnsioT JaHHBIC U XKYPHAJIBI COOBITHI.

* [lo3BONAIOT HACTPAUBAThH YBEIOMIICHUS C TIOMOIIBIO PETUCTPALIH COOBITHH, 3MEKTPOHHOM MOYTHL,
cucTeMHOro XypHana (Syslog) 1 SNMP-nipepriBanuii.

* Tonnepxusatotr [T1O PowerChute® Network Shutdown. IPUMEYAHME. Ha 3-da3ubix
ycrpoiictBax UBII Easy ruiata AP9547 noanep>kuBaeT TOIbKO OTKIIOUEHHE MOAKITIOYEHHBIX CEPBEPOB
Y 3alyLIeHHbIX Ha HUX NpuiokeHnid. OHa He ToAIepKUBaeT oTKIItoueHne ycrpoicts UBII.

* TlonnmepxuBaloT HCMONIB30BAaHHUE CEpBEPa MPOTOKOJIA TUHAMUYECKON KOHPHUTYpaLluK y3J1a
(Dynamic Host Configuration Protocol — DHCP) min ipoToKoita HaqamsHO# 3arpy3Ku
(BOOTstrap Protocol — BOOTP) mist mpenocrasnenus cereBbix 3HaueHuit (TCP/IP) TICY.

e IIpemocTaBistoT BOZMOKHOCTB DKCIIOPTA MOIL30BATEILCKOTO (haitra KoHpuTyparuu (.ini)
C HACTPOCHHOM IJIaThl Ha OJIHY HEHACTPOCHHYIO MJaTy WU Oosee Oe3 mpeobpaszoBanus (daiina
B JIBOUYHBIN (aii.

*  OO0ecreuuBarOT BHIOOP MPOTOKOJIOB 3AIIUTHI U ayTEHTH()UKALIMH UK IHPPOBAHUSL.

*  Ob6ecmeunBarot cBs3b ¢ Struxure Ware Data Center Expert, StruxureWare Operations uiu
EcoStruxure™ IT.

» TlomnepxkusaroT mporokon Modbus TCP/IP.

MPUMEYAHUE. [Ins noctymna K HEKOTOPBIM U3 3TUX TPOTOKOJIOB U (DYHKIIUH HEOOXOIMMO
IPUOOPECTH JTUIICH3HIO.

JIoTOSTHUTEIbHBIE CBEICHHUS CM. B IOKyMEHTaX «JIUICH3UI» U «
» Ha BeO-caiite APC.
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NMoppepxuBaembie yCTpoucTBa

ITnara cereBoro ynpaenenust ais UBII Easy coBmecTuma c:
e I-azaemvu ycrpotictBamu UBII Easy (Tomsko AP9544);
e 3-cazaemvu ycTpoticrBamu UBII Easy (Tonsko AP9547).

Cmucok ycrpoticts UBII, ¢ KOTOpBIMH COBMECTHUMBI IIJIATHl CETEBOTO YIIPABICHUS, CM. B CTaThe
0a3bl 3HAHUHA Ha

MUcxopnHaa HacTpowuka IPv4
Yro6st IICY morna pabotath B ceTH, He0OXOAUMO HACTPOUTH clenyronie napamerpsl TCP/IP:

e [IP-ampec IICY;

e wmacka noacetu misd IICY;

» [P-agpec numro3a o yMom4aHuro (TpeOyeTcs TOIBKO B TOM CIIydae, €CIU MPEBBILICH Pa3Mep CErMEHTA).
MPUMEYAHME. Ecnu nutio3 o yMoI4aHUIO HEOCTYIICH, UCTIONb3yiiTe IP-aapec kommbroTepa, KOTOPBIi

KOTOPBIH OOBIYHO paboTaeT W HAXOMUTCS B TOH ke mozaceTH, uto u [ICY. IICY ncmonp3yeT nnmo3 1mo
YMOJTYaHHIO [Tl IPOBEPKU CETU NPU HU3KOM Tpaduke.

NMPUMEYAHUE. [Tnara cereBoro ynpasienus umeet npedpuxc MAC-aapeca 00:C0:B7 nnm 28:29:86.
Uro6s1 mpoBeputs MAC-aapec I[ICY, nepeiinnure B MEHIO . Orot npedpuxc MAC-anpeca
MOYKHO HCTIOJIB30BaTh I HAcTpoiku ciyx061 DHCP.

[NPUMEYAHUE. He ucnions3yiite anpec ooparroii cs3u (127.0.0.1) B kauecTBe aapeca 1uiro3a mo
YMOITYaHHUIO0. DTO TIOBJIEUET 32 COOOHN OTKITFOYEHHE TUIaThl. B 3TOM cily4ae Hy>)KHO BOWTH B CHCTEMY
C MOMOIIIBIO MTOCTEeA0BaTebHOr0 HHTep(eiica n ycraHoBuTh napamerpsl TCP/IP Ha 3Hauenus mo

YMOJIYAHHUIO.
Kongurypauus napamerpos Hactpoiiku TCP/IP npuBoaurcs B IIJIATBI
cereBoro ynpasnenus 1 UBIT Easy Ha U B II€YaTHOM BHJIE.

[TonpoOHbIe cBenenus 06 ucronb3oBannu cepepa DHCP s nactpoiiku mapamerpos TCP/IP Ha
IJ1aTe CeTEeBOro ynpasieHus cM. B pasaene «Ilapamerpsr orBeroB DHCP».

UcxopnHasa HacTpouka IPv6

Kongurypauus cetu IPv6 obecrieunBaet yHUBepcaabHble BO3MOKHOCTH ISl BBITOTHEHUS TPeOOBaHUIHA
nojib3oBarens. [Pv6 MoxHO UCTIONB30BaTh B JIIOOOM MeCTe, TIe B 3TOM HHTepdeiice BBoautcs [P-anpec.
HacTpoiiky MOXHO OCyIIeCTBIATh BPYyUHYI0, aBTOMaTH4eckH WiH ¢ momomisio DHCPv6; cm. «Okpan
Hactpoek TCP/IP s [Pvoy.
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CeTeBoe ynpaBneHue ¢ UCNONb30BaHUEM APYrUX NPUIOXeHUN

OTH NPUIIOXKEHUS, YTUIIUTHI U pecypcbl paboTatoT ¢ MBI, koTopsrit monkimodaercs k cetu yepes [ICVY.

CereBoe BrIkoueHHe PowerChute — aBToMaTndeckoe KOPPEKTHOE OTKITIOUEHHE KOMITBIOTEPOB,
MOAKJIIOYEHHBIX K ycTponicTBam UBIT.

APC PowerNet® MIB — nHpopManms o goctyne K yerpoiictBam MBII mo mporokomry SNMP.

StruxureWare Data Center Expert — ymnpaBiieHue 3J€KTPOINMMUTAHUEM Ha YPOBHE TIPEIITPUATHS 1
yrpasienue arenHtramu SNMP, Takumu kak ceteBbie ycTporicTBa MBII u natunku okpy:karomien cpenpl.

EcoStruxure IT — o6magnoe 110 myist MOHHTOpHHTA, TIO3BOJIAIOIIEE OTCIIEKHUBATh ycTpoicTBa UBII
yepes npoTtokoiasl SNMP u Modbus.

Mactep HacTpoiiku [P-koHpUTYparuu yCTpOCTB — HACTPOWKa OCHOBHBIX TApaMETPOB OAHOHN HITH
HECKOJIBKUX TUIAT CETEBOTO YIpaBJIeHUs B ceTH; cM. «Mactep HacTpoiiku [P-xkondurypamuu
YCTPOUCTBY.

Security Wizard — co3ganue cepTU(PHUKATOB cepBepa 0€30MaCHOCTH Ha TPAHCIIOPTHOM YPOBHE
(Transport Layer Security — TLS) u xoct-kimtoueii Secure SHell (SSH), koTopbie HOMOTarOT 3alUTHTh
IIEJIOCTHOCTh U KOHPUACHIIHMATEHOCTE CBs3H ¢ [ICY.
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®YyHKLUUN BHYTPEHHEro ynpaBreHus

O630p

Hcnons3yiite BeO-unTEpdeiic monp3oBarens nwim uaTepdeiic KoMaHIHON CTPOKH IS TPOCMOTPA COCTOSTHUS
WBII, ynpasnenus WBII u IICY. MoxHo Takxke ncnonab3oBatk npotokosl SNMP s konTposns cocrostausa MBI

Bonee nonpodHyro nadopmaryio 06 naTepderice noap3oBaresis cM. TOKyMeHTHI «llonbp3oBarenbekuii
BeO-MHTEpPEHCH U « TIaThl CETEBOTO YIIPaBICHUS
st UBIT Easy» na . Cm. paznen «Ixparbl SNMP» 15 ormyyennst nagpopManim

o koHTpore aocryna k IICY no nporokoay SNMP.

anIOpI/ITeT AocCcTyna npu Bxone B CUCTeMy

MO>KHO BKJIFOYUTH BO3MOXKHOCTh OJHOBPEMCHHOTI'O BX0OJia B CUCTEMY HECKOJIBKHUX HOJILBOBaTeJ'IeI‘/'I, KOTOPBIC
06J'Ia,[[aIOT PaBHBIMU IpaBaMu JOCTYyIaA. CmM. pasacia <<31<paH «praBJ'ICHI/Ie CCaAHCOMM»).

Tunbl y4yeTHbIX 3anucen

[ICY obnanmaeT pa3nuyHBIMU YPOBHAMH JAOCTYIa — MPUBHJICTHPOBAHHBIH [T0JIB30BaTENb, aIMUHUCTPATOD,
[IOJIB30BATEINb YCTPOMCTBA, TOIBKO YTEHUE, TOJIBKO CETh!

HpHBHﬂeerOBaHHLIﬁ MoJb30BaTEJIb MOXCT HCIIOJIB30BAaTh BCC MCHIO PIHTCp(bCfICEI IIOJIB30BATECIISA

1 BCC KOMaHbI B HHTep(l)eﬁCG KOMaHZ[HOfI CTPOKHU. HpI/IBI/IHGFI/IPOBaHHHﬁ IIOJIB30BATCJIb TAKKE
OMpCACIACT JONOJHUTCIIbHBIC YYETHBIC 3allCH MOJIb30BaTEeIICH 1 YCTaHaBJIMBACT NEPEMECHHBIC IJIA
Apyrux MOJIb30BaTEIICH. HpI/I NEPBOM BXOJI€ B CUCTEMY KaK UMS MOJIB30BATCJIA, TaK U MApOJIb 10
YMOJIYaHUIO apcC. ITocae BXOJa B CUCTEMY 6y,I[6T MMPEAJIOKCHO BBECTU HOBBII napoJib.

HpnMeanne. HpI/IBI/IJIeI‘I/IPOBaHHOFO TOJIL30BATEJId HEJIB3s IEPENMEHOBATH WJIN YAAJINTh, HO MOXXHO
BBIKJIIIOYUTD. PCKOMGH,Z[yeT C4 BBIKITFOYUTDH YUYCTHYIO 3allMCh IMPUBHWICTHUPOBAHHOIO ITOJIL30BATEIIA TOCIIC
CO3aaHUs JOTIOJIHUTCIIbHBIX YUCTHBIX 3armcein AAMUHHCTPATOpPA. Hepez[ BBIKIITFOYCHUEM IPUBUIICTUPOBAHHOTO
TI0JIb30BaTCIIA YGG)Z[I/ITCCB, YTO CO3/1aHa KaK MUHMMYM OIHA YYCTHAasd 3allCh aIMUHHUCTPATopa.

AJIMHHHCTPATOP MOXET UCIIOJIB30BaTh Bce MEHIO HHTEpdeiica Moab30BaTeNst U BCE KOMaH/ bl B
nHTepdelice KoMaHTHON CTPOKH. [1o yMOT9aHUIO MCTIONB3YeTCsI UM TIOJIB30BATENS 2P C, a Iepex
aKTHBAlMEH yYETHOM 3aIMCH MOJIh30BaTElsI HEOOX0IMMO YCTaHOBUTE TAPOITh.

[Tonp30Barens ¢ mpaBaMu MOJIb30BaTeIs1 YCTPOicTBA 001agaeT npaBaMu JOCTYIIA U YTEHUS U
3alMCH K 3KpaHaM, OTHOCAIIUMCS K YCTpOUCTBY. DYHKIIUN aIMUHHUCTPATOPA, TAKUE KaK yIPaBICHUE
ceancamu B MeHI0 «be3onacHoctb» 1 «bpanamaysp» B MeHro «KypHanbl», 3a0I0KHPOBaHbI.

Ilo YMOJIYaHUIO UCTIOJIB3YCTCA UMS ITOJIb30BATCIIA devi ce, a rnepen aKTI/IBaI_II/ICf/i yquHoﬁ 3aIlucCu
TIOJIB30BaTCIIA HCOGXOZ[I/IMO YCTaHOBUTH ITAPOJIb.

[Tonk30Barenb ¢ mpaBaMu TOJIBKO YTeHHUsI 00JIaacT CIEIYIOIUM OrPAaHUYCHHBIM JOCTYIIOM:
— JlocTyn TOJNBKO Yepe3 nHTepdeiic oIb30BaTeNs.

— JocTyn K TeM e MEHIO, 4TO U JIs TIOIb30BaTelisl YCTPOWCTBA, OIMMCAHHOTO BBILIE, HO Oe3
BO3MOXKHOCTH M3MEHEHUS HACTPOCK, YIIPABICHUS YCTPOUCTBAMH, YAAJICHNUS JaHHBIX TN
UCIIOJIb30BAHUS N1apaMETPOB Mepeiauu (gameB. CchulkH Ha TTapaMeTpbl KOH(pUTyparuu
oToOpakatoTcsi, Ho HeakTUBHBI. (IIpu oToOpaXkeHnH KypHAJIOB COOBITHI M JaHHBIX KHOIIKA
OYMCTKH XKypHaja IJIsl JaHHOTO MOJIb30BaTelisl He 0TOOpakaeTcs. )

[To ymomgaHuro HCTIONB3yeTCA UMS TIONb30BaTelNs readonly, a mepen akTUBAMEH YUETHOH 3ammcu
MOJIb30BaTeNsI HEOOXOAMMO YCTaHOBUTH MapOJIb.

[Monp30Barens ¢ MpaBaMu TOJbLKO C€Th MOXKET BBIIOJTHATEH BXOJI TOJILKO C IIOMOIIBIO BeO-nHTEpdeiica
noJb3oBarens U uaTepdeiica komananoi crpoku (Telnet/SSH, a He mocnenoBarenbHbIid OpT). UMst
MOJIB30BATENS U MAPOJIb 10 YMOIYaHUIO OTCYTCTBYIOT.

[To yMONMUaHUIO YYETHBIC 3alIMCU aIMUHUCTPATOPA, ITOJIb30BaTENs YCTPONUCTBA, TIOJIh30BATEIIS C
MPaBaMU «TOJBKO JUIS YTECHHS» U TIOJIb30BATENS C JOCTYIOM «TOJBKO K CETH» OTKITIOYEHBI. Mx
HEJb3s aKTHBUPOBATH JIO TEX MOP, MOKA Mapoiib MO YMOIYAHHIO [T YYSTHOU 3aUCH
CYIEpIIONB30BaTeNs (apc) He OyaeT H3MEHEH.

Hudopmariuro mo Ha3HAYCHUIO U JUISl yYETHOU 3amucu
aJIMUHHCTPATOPA, MOJIB30BATENSI YCTPOMCTBA U MOJIB30BATEINS C IIPaBaMU TOJIBKO ISl YTEHUS CM. B
pasnene «JIokalbHbIE MOIB30BATEINY.
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Copoc HacTpoek NCY B cnyyae 3abbITOro napons

HOPUMEYAHHUE. [Ipu copoce HacTpoek [ICY npousoiier BO3BpaT K KOHPUTYPAITUH 110
YMOJTYaHUIO.

Ecnu BB 3a0bU1H CBOM NMapoiib, AT yIAJICHUS HACTPOEK BMECTE ¢ IapoJieM UCIoNb3ylTe KHONKY Reset
(Copoc) na nepenneii nanenu [ICY. Haxxmure Ha kHONIKY cOpoca Reset i He oTnyckaiite ee B Tedenue 20-25
ceKyHJ. YOemurech, YT0 HHIMKATOP COCTOSIHUSI MUTAET 3€JICHBIM B TEUSHHE BCEro YKazaHHOTro Bpemenu. Korna
WHUKATOP COCTOSIHUS CTAHET KEJTHIM WIIN OPAaH)KEBBIM, OTIIYCTHTE KHONKY cOpoca. IICY 3aBepmuT mporecc
nepe3arpysKH.

[Tocne nmepesarpy3ku [ICY nHeobxomnmo noBTopHO HacTpouTh IICY. [l momydenus 6osree moapoOHoH
UHPOPMAIIHU CM. marsl cereBoro ynpasienus uis UBIT Easy unu crarsro
B 0a3e 3HaHMI Ha BeO-caiite APC.

Jis mpeoTBpaleHus MOTEPH JJAHHBIX B CBSA3U C 3a0BITHIM mapojieM rocie Hactpoiiku [ICY
pexkoMeHTyeTcs skcoptupoBarh INI-daitn. Cm. «Ilomydenne u axcopt INI-datinay.
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KomnoHeHT OnucaHue
1 Paszsem Base-T 10/100/1000 Ionxmrogaer IICY k cetu Ethernet.
[onnepxka momomautensHoro Wi-Fi USB-yctpotictBa APC (AP9834).
2 | Iopr USB Cwu. pazgen «Okpan Wi-Fi (tonpko it AP9641, AP9643, AP9544,

AP9547)».

Honxmrogaet IICY K 10KaNbHOMY KOMITBIOTEPY C IIOMOIIBIO KaOes
micro-USB (zomep xommorenTa APC 960-0603) mits HacTpoiku
MCXOIHBIX ITapaMeTPOB CETH WJIN JUIA I0CTyIIa K nHTepdeiicy KoMaHTHON
crpoku (CLI).

3 Konconsusiit USB-nopt

OcymiecTBisieT copoc HHTEpdEiica CeTeBOrO yIpaBICHHUS.
4 Knormka copoca HNPUMEYAHHUE. D10 He BIHsSET HAa BRIXOOHOE IIUTaHUE YCTPOUCTBA,
B KoTOopoM yctaHoBneHa [ICY.

CBeTOIMOTHBII UHIUKATOP
5 axktuBHOCTH ceT Link-RX/TX Cwm. «Muaukarop aktuBHOCTH ceTh Link-RX/TX (10/100/1000)».

(10/100/1000)
CBeToAMOIHBIN HHIUKATOP CBeTOIMOHBIN MHIUKATOP ABISIETCS HCTOUHUKOM cBeTa. CM. «HAMKATOD
6 COCTOSIHUS COCTOSIHUS.
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OnuncaHue MHoU KaTOpoOB COCTOAHUA

MHpaukaTop cocTosiHUA

OTOT CBETOMUOIHBIN HHIUKATOP yKa3biBaeT cocrosinue [ICY.

CocTosiHue OnucaHue

Bo3moxxHa o1Ha U3 CIIENYIOIUX CUTYALUN:
* Ha maty ceTeBoro ynpaBieHus He TOJAETCS BXOJHOE MTUTAHHE.

Brxirouen « [Inata ceTeBOro ynpasieHus paboTaeT HenpaBmiIbHO. BeposTHo, TpeOyercst
pemoHT min 3amera. OOpaTuTech B CIIyK0y TeXHHYECKOH moaaepxku. Cwm.
pasnen «[mobanpHast ciryk0a TexHUUeckor moaaepkku APCy.

HenpepbIBHBIN 3e1€HBIN [Mapamerpsr TCP/IP B miate ceTeBoro ynpasieHuUs 3aJaHbl IPaBHIIBHO.

Bo3MoxHa 07JHA U3 CIICAYIOMINUX CUTYAIIHN:
* B rutare cereBoro ynpasieHus: OOHapyKeHa anrmaparHasi HEHCIPaBHOCTb.
OO6patuTech B Cy)0y TeXHUYECKOH moaepkku. CM. pasnen « YeTpaHeHue
mpooIIeM».

* [ICY naxonmutcs B pexkume Bootmonitor. bosiee moapo6Ho cM. pazmen
«®Daitnel Mmomyns npomneky (Kapra cereBoro ynpasineHus 3)».

HenpepbiBHEBINM OpaHKeBbIT

Muraromuii 3eneHbIi B nuare cereBoro ynpasieHUsl HEMPaBUIbHO 3aJJaHbl TapaMeTpPhl TCP/IP.!

[ICY naxomutcs B pexxume Bootmonitor. JIonmoTHUTENBHBIC CBEICHHS CM. B

Muraromuii opaHKeBBbII . N
pazzaene «daitnbl MOgyNIEH MUKPOIIPOrpPaMMBD».

Ecnu cBeTonmoqublii MHAUKATOp MUTAET ¢ HU3KOU yactoTol, [ICY BeImonHsAET
3aMpoCkl DHCP?.!
Ecnu cBeToaqmoqHblii MHAUKATOP MUTAET 4acTo, TO BhINONHsETCS 3amyck [ICY.

[TonepemMeHnHo MurarouIMit
3€JIEHBIM U OpaHKEBBIN

1. Eciu cepsep BOOTP mmm DHCP se ncnions3yercst, Madopmariio o Hactpoiike mapamerpoB TCP/IP o IICY
CM. B niatsl cereBoro ynpasienus s MBI Easy.
2. 06 ucnonn3oBannu cepsepa DHCP cwM. paznen «I[lapamerpsr orBeToB DHCP».

INMPUMEYAHMUE. Eciu Bo Bpems 3arpy3ku [ICY noakirounTts kadens micro-USB, TICY oyner oxunars 90 cexyH, 4TOObI
JIaTh BpeMsl A1 TOJy4eHHs TOCTyIIa K MOHHTOPY 3arpy3ku. Cwm. pasnen «Mcnoms3oBanne XMODEM mist oGHOBIEHHS
oxuoit [ICY». Ha npotsskeHun 3101 3a1epKK1 CBETONUOAHBIE HHIUKATOPEI OyyT HEaKTHBHBI. PeKOMEH/TyeTcsl OTKIIFOYUTD
kabenp micro-USB, ecnu nokasHBIH JOCTYN K HHTEpdelcy KOMaHIHOH CTPOKH HE TpeOyeTcs.

MHankaTtop aktnBHocTh cetu Link-RX/TX (10/100/1000)

OTOT CBETOMUOHBIN MHIUKATOP yKa3biBaeT cocrosinue cetu [ICY.

CocrosaHue OnucaHue

Bo3MokHa OfIHA U3 CIICOYIOIINX CHTYaLHi:
* Ha nnmaty ceteBoro ynpasieHHs He IONAETCS BXOIHOE IHTaHHe.
* OTKIIIOUEH WM HEUCTIpaBeH kabeus, coequnstomuii [ICY ¢ cerblo.
Brixmouen * OTKIIIOMEHO WK HENPABUIILHO paboTaeT yeTpoiicTso, coeaunsitomee [ICY ¢ cetro.

+ [ICV pabotaer HenpaBHiIbHO. BeposiTHO, TpeOyeTcst peMOHT MJIHM 3aMEHa.
OO0parutech B CiTy:)k0y TexHUYecKor noaaepxku. Cm. paszaen «[mobansHas
ciryx0a TexHU4eckol rmonepkku APCy.

[ICY noakiroyeHa K ceTH, Kotopast padoraet co ckopocTbio nepenaun 10-100

HenpepuipHbiii skentoiii Merabut B cekyHny (Mout/c).

[ICY noakiroyeHa K ceTH, Kotopast paboraeT co ckopocTbio nepenadn 1000

HenpepuiBHELN 3e1eHEIH
pep MerabuT B ceKyHay (Mowut/c).
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CocrosHue OnucaHue

IICY MIPUHUMACT WIN NCPEAACT MAKEThI JAHHBIX CO CKOPOCTHIO NIEpEaAavn

Murarommii JKeIThIiH 10-100 M6uT/c.

IICY MIPUHUMACT WIN NCPEAACT MAKEThI JaHHBIX CO CKOPOCTBIO NIEPpEaAavIn

Murarommii 3eIeHbIH 1000 M6uT/c.

PYHKLUM 3aLUTDI

0630p

s o0Hapy)eHrs BHYTPEHHUX HEMCIIPABHOCTEH M BOCCTAHOBIICHUS pab0Yero COCTOSHHUS TTOCIE BO3IECHCTBUS
HEIIPETyCMOTPEHHBIX BXOAHBIX curHaioB B [ICY 3 ucmonb3yeTcst BHyTPEHHHN 00IEeCHCTEMHBIN MEXaHU3M
3amuThl. [Ipu mepes3amnycke nmocie BHYTPEHHETO cO0s B )KYPHAJ PETHCTPAIU COOBITHI 3aIHChIBACTCS
cobbiTie Cuctema: CereBoii nHTepdelic mepe3amyieH.

MexaHu3m ceteBoro uHtepcgenca Watchdog

[ICY 3 ucnonp3yeT cpencTra 3aliuThl, 9TOOBI 00€30IaCHTh Ce0sl OT CUTYAIlUU, KOTIa JOCTYII K CETH
HeBo3MoxeH. Hanpumep, ecniut [ICY 3 He npuanMaet ceteBoi Tpaduk B TeueHue 9,5 MuHyT (psiMoit Tpaduk,
takoi kak SNMP, miiu MHOTOaIpECHBIN TpadUK, TAKOH KaK 3alpoc MPOTOKoJa pa3perieHus ajapecos [ARP]),
TO CUUTAETCS], YTO CYLIECTBYET IIpodiemMa ¢ ceTeBbIM HHTEP(ENCcOM, U IPOUCXOIUT IePEe3aIyCK IJIaThl.

COpoc Tanmepa cetn

Uro6w [ICY 3 He nmepesamyckaiach IpH OTCYTCTBUU CETEBOW aKTUBHOCTH B TeueHue 9,5 munyr, [ICY 3
MBITAETCSl 0OPATUTHCS K IUTIO3Y M0 YMOIYAaHUIO KK s1e 4,5 MUHYTHI. ECiti 3TOT UTI03 OCTYTIeH, OH OTBEYaeT
[ICVY 3, uto nmpuBOAMT K cOpocy 9,5-MUHYTHOTO TaitMepa. Ecii ayist Barmero mpriIokeHUs IIUTI03 HE TPeOyeTCst
WJIH OTCYTCTBYeT, ykaxxute [P-anpec koMmproTepa, paboTaromero B CETH U HaXOSIIErOCs B TOH JKe MOJICETH.
CerteBoii Tpaduk OoT 3TOr0 KOMIBIOTEpa OyAeT cOpackBaTh 9,5-MUHYTHBIN TaliMep AOCTATOYHO YaCTO JUIS
MpeaoTBpalleHus nepesamycka miatsl NMC 3.

ABTOMaTM4YeCKUIN BbIXOA U3 CUCTEMDI

I[To yMoT4aHHIO TTOJIB30BATEIH ABTOMATHUCCKH BBIXOIAT U3 BeO-uHTEpdeiica u nHTepdetica KOMaHIHON
crpoku [ICVY mocine 3 MUHYT OTCYTCTBUSI aKTUBHOCTH. BpeMst BBIXO/1a U3 CETH M0 YMOIYAHHUIO [T KaX0TO
MOJIL30BATE sl MOXKHO HACTPOUTH C TIOMOIILIO BeO-uHTepderica:

Konpurypauus > bezonacHocts > JlokaJjibHbIE 10JIb30BATEIH > YIIPaBJICHUE.
— IllenkHUTE TUNIEPCCHIIIKY HMEHH NOJIB30BATEN YIETHOM 3aMIUCH, KOTOPYIO HY’)KHO U3MEHUTD.

— B wmenmo «lIpeBbimeHo Bpems OXXHUIaHAS CEAHCA» U3MEHUTE BPEMs B MUHYTaX.

ABTOMaTUYECKUI BbIXOA, MpoaonkutenbHOCTb
13 cucTembl (MuH.)

Hactpotiiku no ymon4anuto | 3

MuHumym 1

Maxkcumym 60 (1 gac)

Mnata ceTeBoro ynpaeneHus ans 1-cpasHbix u 3-cpasHbix UBI Easy. PykoBoacTtBo nonb3oBartensa 8



Beb-nHTtepdgenc nonb3oBarens

BBeneHue
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Be0-untepdetic momp3oBaTens npegocTaBisieT napameTpsl st ynpasinenus MBI u nnaroii cereBoro
ynpasnenus UBII 3 (IICY 3), a raxxe cpeactsa npocmotpa coctosiHust MBI

CwM. pazzgen «9KkpaH BeO-I0CTyIa», B KOTOPOM MIPUBOJIATCS CBEICHHUS O BRIOOpE, BKIIOUCHHUH U
OTKJIFOUEHUH NIPOTOKOJIOB, YIIPABJIIOMIUX AOCTYIIOM K HHTep(delicy monp30BaTess, a Takxke 00
oIpeneseHUY IIOPTOB CETEBOro HHTepdeiica BeO-cepBepa It IPOTOKOJIOB.

NMopaepxxnBaemble Be6-6pay3sepbl

Be6-unrepdeiic [ICY 3 coBMecTM CO CIICAYIONIMME Opay3epamu:
*  OmnepallMOHHBIE CUCTEMBbI Windows®:
— Tocneanuit Bemyck Microsoft® Edge®
[pumeuanue. Dxpan ooHoBIeHUs npomuBky MBI1 HecoBMecTum ¢ Opayzepom Edge®. CwMm.
pasnen «Kiuentsl cereBoro BeikiroueHust PowerChute».

* Bce onepanmoHHble CUCTEMBI:

— Tlocnemuue BHITYCKH Mozilla® Firefox® wmu Google® Chrome®

MoOKHO HCIO0JIL30BaATh Apyruce O6H.[€Z[OCTyHHLIC 6paysep},1, HO OHU HE OBLIN B IMOJIHOM MEpEC MPOTCCTUPOBAHBI.

IICY He MOeT paboTaTh ¢ IpoKcu-cepBepoM. [lepen ncnonszoBanuem Opaysepa Ui JOCTyHA K
nojb30BarenbckoMy HHTepdeiicy IICY HeoOX0AUMO BBINOIHUTE CICAYIOIINE NEHCTBUS:
» Hacrpoiite 6pay3ep Ha OTKIIFOUEHUE IPOKCU-CEPBEPa AJIS IJIaThl CETEBOro ynpanieHus IICY.
* Hacrpoiite mpokcu-cepsep, 4ToObl OH He 0OpabarsiBai ykasanHsiii [P-agpec IICY.

Bxoa B cuctemy

0630p

MoskHO ucIonb30Bath qoMeHHOE UM DNS nmu cucremusiii [P-anpec IICY mist URL-anpeca uaTEepdetica
mosib3oBares. [ Bxoma B cHCTEMy HCIIONB3YyWTE 3aBUCSIIEe OT PETUCTPa UMSI TTOTH30BATENS U TapOJib.
Wwmsa mons30Barens mo YMOITYaHUIO 3aBUCUT OT TUIIA y‘-ICTHOfI 3aIlIuCH.

*  apc Uil aIMUHUCTPATOPa U MPUBUIETUPOBAHHOTO TOJIB30BATENS.

* device A4 NOJAB30BATENS YCTPOMUCTBA.

* readonly JUIS IOJIB30BATENS C IPaBaMU TOJIBKO JUJISl YTEHUSI.
Tak xe cm. pasgen « TUIbl y4eTHBIX 3alUCEn».

[Ipu BXoze B crucTeMy MOXKHO 3aJ1aTh S3BIK HHTEp(Qeiica Moib30BaTess, BHIOPaB ero U3 pacKphIBAIOIIErOCs
MeHro f3bik. CM. pazaen «CMmeHa si3pika HHTep(eiica moabp30BaTesD).

Ecnu mpotoxon HTTPS Bxitouen, [ICY co3naet coOcTBEHHBIH cepTH(HKAT. ITOT cepTUHUKAT
comiacyercs ¢ MmeTogaMu mudpoBanus Opaysepa. s momyuenus 6osiee nmonpodbHoi nHGopManuu
cM. Ha
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PopmaTtbl URL-agpeca

Ha6epute umsa DNS unu [P-anpec TICY B mone URL-aapeca Be6-Opay3epa u HakmuTe ENTER. [Ipu ykazanuu
noprta BeO-cepBepa, OTIIMYHOTO OT UCTIONB3YeMOro 1o yMonuanuto, B mojae URL-anpeca o6o3peBarens Internet
Explorer HeoOXoauMo 100aBUTh K HEMY http:// WM https://.

IHNPUMEYAHHE. ITporoxon HTTP orkirouen mo ymonganuto, a nporokoa HTTPS BkmtodeH no yMon4aHuio.

PacnpocTtpaHeHHble coobleHusi 06 owmbkax B 0603peBaTensax npu BXxoae B CUCTEMY.

CoobuweHue 06 ownbke

bpaysep

NpuunHa own6KKn

«This page cannot be displayed.» (He ymaetcs oToOpa3uTh
JAHHYIO CTPaHUILY.)

Internet Explorer

«Unable to connect.» (He ynaercst yctaHOBUTB
COeIMHEHHE. )

Firefox, Chrome

WnTepHeT-nocTyn
HeBo3MoxkeH, uian URL-
anpec yKazaH HEeMPaBHIBHO.

Mpumepbl cpopmaTta URL. Cwm. taxke «Ikpan Hactpoek TCP/IP myst IPv6».

Mpumep n pexxum pgocrtyna

dopmart URL

DNS-umsa Webl

HTTP

http://Webl

HTTPS

https://Webl

o ymomdanwuio (80)

IP-ampec cucremsr 139.225.6.133 u mopT BeO-cepepa

HTTP

http://139.225.6.133

HTTPS

https://139.225.6.133

He 1o ymordaauto (5000)

IP-anpec cuctembr 139.225.6.133 u nopt BeO-cepBepa

HTTP

http://139.225.6.133:5000

HTTPS

http://139.225.6.133:5000

opt BeG-cepepa He 1o ymomuanuio (5000)

Anpec IPv6 cuctemsr 2001:db8:1:2c0:b7£f£:£e00:1100 u

HTTP

http://

[2001:db8:1:2c0:b7ff:£fe00:

11007 :5000

lNMepBoe nogkno4vyeHne

[Tpu nepBom nogxmtouennn k [ICY Bam OymeT mpenyioxeHo U3MEHHUTD Mapoiib (apc), YCTaHOBJICHHBIHN TI0
YMOUYaHUIO, JUTsl YIETHOW 3aIlTUCH CyTeproib3oBaTels. [locie moakmoueHus OTKPOETCs 3KpaH ¢ OOIUMHU
cBenenusamu o konpurypanuu (Configuration Summary Overview). Ha skpane coneputcst uHpopMmariysi o
BCEX CHCTEMHBIX MTPOTOKOIAX M UX TEKYIIUX CcTarycax (Harp., BKIIOUEH/BBIKIIOYeH). MOXXHO BEPHYTHCS Ha

3TOT 3KpaH Mo3Xke, UCTIoNb3ys cienyromuil myTs: Configuration > Network > Summary.
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JloMmanrHu# 3KpaH

O630p

MyTb: Hayano

Ha skpane Hauasio uarepdeiica MOXXHO IPOCMATPUBATh aKTHBHBIE CUT'HAJIBI TPEBOTH U MOCIIEIHUE COOBITHS,
3amicaHHbIe B )KYypHaJIe COOBITHH.

OnMH WM HECKOJIBKO 3HAYKOB BMECTE C COITPOBOIUTEIILHBIM TEKCTOM YKa3bIBAIOT Ha TEKyIIee pabodee
cocrosuue UBII:

O6o03HaueHne | OnucaHue

Het curnasioB TpeBoru: curaains! Tpeord orcyTcTBy0T; MBIl u [ICY ¢pyHKumornpyoT
HOPMAaJIBHO.

IIpenynpesknenue: aBapuitHbIi CUTHAI TpeOyeT BHUMAHHMS, TOCKOJIbKY HE YCTpaHEHHAs
BOBpEMsI IpoOIeMa MOKET IPUBECTH K ITOTEPE JaHHBIX U ITOpYE 000PYyTOBAHUS.

KpnTnueckoe cocTosinue: KpUTHYECKUI aBapUITHBINA CUTHAI, TPEOYIOIINIA HEMEIEHHOTO
TIPUHSTHUS MeEp.

B\

B BCPXHEM MPABOM YTy KaXXKAOT'O 9KpaHa TaKHUEC K€ 3HAYKU COO6H_IaIOT o coctossauu MBII. HpI/I HaJIM4Ynun
00010 KPUTHYECKOI'0 UK NPEAYNPEAUTE/IBbHOI0 CUTHAJIa TPEBOI'U TAKKE 0To6pa)1<aeTc;1 YHUCJIO aKTUBHBIX
CHUI'HAJIOB TPEBOI'U.

Jli1st mpocMoOTpa BCero )KypHaIa COOBITHH MeTKHUTE J0moTHUTeIbHbIE COOBITHS.

3HA4YKM U CCbINKH

YtoOBI YCTaHOBUTD 000 9KpaH B Ka4€CTBC TOMAIIHCIO 3KPaHa, 0T06pa>1<aeM0r0 IIpu BXOJAC B CUCTEMY,
OTKpOﬁTG OTOT 3KpaH U MCJIKHUTC 3HAY0K - B BerHeﬁ npaBoﬁ qacCTu.

[enxuuTe ® , 4TOOBI BOCCTAHOBUTH O0TOOpaKeHUE JJOMAIITHETO SKpaHa P BXOJIE B CUCTEMY.

B HIKHE J1eBOi YacTH Kax 101 CTpaHUIsl HHTepdeiica MpeayCMOTPEHBI TPH HACTPaUBAEMBIE CCHUIKH Ha
roJie3HbIe BeO-caitTel. [1o ymomganwio 3t ccbutku copeprxkar URL-anpeca aiis ciaenyronux BeO-CTpaHwuII:

* Ccpuka 1: cTpanuna 6a3bl 3HaHUIH BeO-caiiTa C TOJIe3HOH HH(pOPMAITUEH 10 TTOUCKY
U YCTPaHEHUIO MPOOIIEM.

* Ccspuka 2: cTpanuna nH(popManuu o MpPoayKTax BeO-caiita C COMPOBOIUTENBHON
uHpOpMaIuel mo 060pyI0BaHUIO.

* Cchika 3: cTpaHuna 3arpy3kn Beb-caiita C JOCTYIHBIM IPOTrPaMMHBIM 0OeCTiedeHIeM
¥ MHUKPOIIPOTPaMMaMHU.

[lepenacTpoiika 3TUX CCBIJIOK OMHCaHa B pazfene «DKpaH KOH(QUTYPHPOBAHUS CCHIIIOKY.
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MoHuTopuHr UBI1: meHro «CocTosiHMe»

Mento «CocTossHEE» TIPEIOCTaBISIET CBeNeHUs 0 TeKymieM coctossauu MBI u cetn.

Mosxuo HactpouTs MBII 1 ceTh ¢ moMomIb0 mapaMeTpoB MeHIo KoHpurypanuu. CM. pa3aens
«Hacrpoiika mapamerpos: 1» u «HacTtpoiika mapameTpoB: 2.

CwM. cienyromntue pas3essl:

¢ «HWBII B MeHIO COCTOSTHHSY

*  «O030p B MEHIO COCTOSTHHSI»

o «/3MepeHHs B MEHIO COCTOSTHUSDY

¢ «CeTb B MEHIO COCTOSHUS

* «Texamueckoe 00CITy)KNBaHUE B MEHIO COCTOSTHHSDY

NUBI1 B MeHI0 COCTOAAHUA

MyTtb: CocTosiHue > UBI

[IprBeneHHbBIE HUXKE BAPHAHTHI OTHOCSTCS TOJIBKO K OAJCPKUBAaeMbIM 1-(ha3HBIM yCTpOKCTBaM
WBII Easy ¢ ycranoBneHHOM maroit AP9544.

3mech oToOpakaroTcst cBenmeHus o Harpyske MBI, 3apsae OaTapen, HanpsoKEHAW U ApyTast ToJIe3Hast
HHpOpMAIHS.

Mone OnucaHue
N3mepeHuns Ha Bxoae UBI
HanpsixeHue HanpsixeHne nepemeHHoro Toka (B), nonyvyaemoe UBIT.
YacrtoTa YacToTa BXOQHOro HanpsXXeHusi B repLax.
MakcumanbHoe Camoe Bbicokoe BxogHoe HanpsihkeHue Ha WBI, 3apernctpupoBaHHoe
HanpsXXeHue MUHYTOWN paHee.
MuHumanbHoe Camoe Huskoe BxogHoe HanpsihkeHne Ha WBI, 3apernctpupoBaHHoe
Hanps)XeHue MUHYTOWN paHee.

N3mepeHus Ha Bbixoae UBI

HanpsikeHne nepemeHHoro Toka (B), kotopoe MBI nogaeT Ha NOAKMOYEHHYO

Hanps:xeHune
Harpysky.
Tok Tok (A), nogaBaembIvi Ha Harpysky.
MpoueHTHOE
OTHOLUEHne AKTUBHas MOLLHOCTb B NPOLIEHTaX.
aKTUBHOM MOLLHOCTM
YactoTta dakTMyeckoe 3Ha4YeHNe YacToTbl BbIXOOQHOIO HanpsKeHus B repuax.
MpoueHTHOE
OTHOLUEHME NONHOMN [MonHasi MOLHOCTL B NpOLEHTaXx.
MOLLHOCTH

U3mepeHuna 6atapeun UBI

Hanpsi:xeHne

HanpsixeHne nocTosiHHOro Toka Ha Batapesx.
baTapeu
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Mone

OnucaHue

OcTaBLiasicsi
eMKoCTb 6aTtapeu

MpoueHTHOoe 3Ha4YeHne emkocTu Gatapeun MBI, goctynHom Ansa nogaepxku
NOAKITKOYEHHON Harpyaku.

MocneaHsAsa 3ameHa
6aTapen

MocnenHss gata 3aameHbl 6atapeun B hpopmate MM/OO/T.

HomuHanbHoe HomunHanbHoe HanpsbkeHue b6atapen VB, HanpskeHne NoCTOSIHHOMO ToKa,
HanpskeHue KoTopoe B6aTapeun JomkHbl obecnednBartsb, korga VBl ncnonbayet ceoto 6atapeto
6aTapeu ONS BbIXOOHOTO HanpshKeHUs.
BHyTpeHHAA

yTp Temnepatypa BHyTpUY UBIT.
TemnepaTtypa

OcraBlueecs BpemMsA

npO}J,O.I'I)KVITeJ'IbHOCTb BpeMeHun B Hacax N MUHyTax, B TeH4EHUEe KOTOPOro B
MOXET noaaep>KmeaTb CBOKO HArpy3ky npu pa60Te oT 6aTapeV|.

Tok 6aTapen

Tok Ha BbIxoae 6aTapen.

EmKocTb O6aTapeu

[MpoueHTHOe 3HavyeHne emkocTu BaTtapeun VMBI, goctynHoe anga nogaepxaHus
NoaKnyYeHHoro o6opyaoBaHuS.

Iduana3oH yacToT 6amnaca

HwxHun npegen

HwxHuii npegen ananasoHa yacTtot 6arnaca B repuax ('u).

BepxHui npegen

BepxHun npegen avanasoHa YactoT 6annaca B repuax ('u).

Owana3oH HanpsxxeHua pexuma Eco

HwxHun npegen

HwxHui npegen ananasoHa HanpsikeHnsa pexuma Eco.

BepxHui npegen

BerHI/IIZ npenen anana3oHa HanpsaXxXeHuna pexmmva Eco.

CraTtyc komnnekrta 6atapen UBI

KomnnekT 6atapen N

Cratyc komnnekTta 6atapen yctpornctsa UBI. Hanpumep, YctaHosneHo,
He ycTtaHoBneHo.

UpeHTudcpukartop
baTapeu

MaeHTudukatop komnnekrta batapen.

OG30p B MEHIO COCTOSAHUA

MyTb: CocTtosiHne > O630p

HpI/IBeL[eHHLIC HHUIKE BApHUAHTBI OTHOCATCS TOJIBKO K IMOAACPIKUBACMbIM 3-(1)33HLIM YCTpOﬁCTBaM

WBII Easy ¢ ycranoBneHHO# maroit AP9547.

10T pasaci npeaoCTaBidCT 0630p yCTpOfICTBa I/IBH, BKJIIO4Yasi aKTHUBHBIC aBaprIHLIC CHUT'HAJIbl, CMKOCTb

Oarapeu U IPYyTyo MOJIE3HYI0 HH()OPMAIIHIO.

Mone

OnucaHue

BLICTI)OL‘ COCTOsIHHC

Harpy3ska

I'padux Harpy3Ku NOAKIIOYEHHOTO 000pyROBaHUs, KoTopoe nogaepxusaet UBII,
B IIPOLICHTAX OT HOMHHAIBHON MOIITHOCTH.

Emxoctb 0aTapen

I'paduk, oToOpakaronIwii mporeHT oomeit emkoctu barapen UBII, monnepxuBaromeit
paboTy MOIKITIOUEHHOTO 000PY/IOBAHHS.
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Mone

OnucaHue

BxonHoe HanpsikeHue

HanpsoxeHne mepeMeHHOTo ToKa, IpuHIMaeMoe Mexay ¢dazamu UBII.

BrixoaHoe HanpsiKeHHe

Hanpspoxkenue nepemenHoro Toka, koropoe MBI noxaer Ha Harpys3ky.

OcraBuieecst Bpemsi

[TponomxuTen-HOCTD BPEMEHH B YacaxX M MUHYTaX, B TedeHue kotoporo MBIT moxer
TIOAJEP)KUBATH CBOIO HArPY3Ky Ipu pabote oT Oarapewn.

Hocaeagnuii mepexon Ha
O0arapero

[puumaa 1715 BRIMOTHEHUS MTOCIICAHEH OTlepaliy epexoa Ha muTanue ot oarapen MBII.

Temneparypa
OKPYsKalolie cpeabl

Temneparypa BuyTpu UBII.

[Mocaennune coObITUSA YCTPOIicTBA

Cnicok cambIx nocienuux coosituii UBI1 B 06paTHOM XpoHOMOrndeckoM mopsiike. it mpocMoTpa BCero KypHania
coObITHi menkauTe /lomonnuTenbibie cOOLITHS.

U3mepeHnss B MeHI0 COCTOSAHUSA

[IpuBeneHHBIE HUKE BAPHAHTHI OTHOCATCS TOJNBKO K TOAJCP)KUBAEMBIM 3-(ha3HBIM YCTPOWCTBAM

UBII Easy ¢ ycranoBneHHoM mnatoit AP9547.

MyTb: CocToAAHME

> UamepeHun > Bxopg

Mone Onucaxune
Yacrora YacroTa BXOAHOTO HaNpsDKEHUS B Feplax.
Hanpsxenue Hamnpspkenue nepeMeHHOTO TOKa B BOJIBTaX, IoilydaeMoe kaxaon ¢azoit UBII.
Tox Tok B ammepax, mogaBacMblii BXOIHBIM HANPsHKEHUEM JUTS KKI0H (a3l

MyTb: CocTosiHME

> U3mepeHus > baunac

Mone Onucanue
Yacrora YacToTa BXOIHOTIO HanpsbkeHus Oaiinaca B repuax.
HanpskeHue nepeMeHHOro TOKa B BOJILTaX, M3MEPEHHOE MeKAy (azamu Bxona Oaiinaca.
Hanpsixenue

Hanpsoxenne Mexny $a3oit 1 HeWTpaibio HE U3MEPSETCS.

MyTb: CocToAAHME

> UamepeHun > Bbixon

Mone

OnucaHue

OO0Omast akTuBHaAs
MOIIHOCTH

Harpy3ka, nogaBaecmas Ha Berxoa VIBIT ¢ moMOIIBI0 TTOAKITIOUEHHOTO 000PYIOBaHNS,

B KBT.

OO0mas moaHast
MOIIHOCTH

Harpy3ka, nogaBaecmas Ha Berxoa VIBIT ¢ moMOIIBI0 TTOAKITIOUEHHOTO 000PYIOBaHNS,

B KBA.

OO0mas Harpy3Ka Ha
BBIX0/I€ B MPOLIEHTAX

HomuHanbHast MOIIHOCTE (Harpy3Ka) HOAKIIOYEHHOTO 000pyA0BaHHS, KOTOPOE
nonaepxusaeT MBI, B npouieHTax OT HOMUHAJIBHON MOITHOCTH.

Yacrora

dakTHYecKoe 3HAYCHHME YaCTOThI BBIXOAHOT'O HAIPSI?KECHUA B replax.

HomunanbHasi mojHast
MOIIIHOCTH HA BbBIX01€

310 MakcuMmainbsHoe 3HadeHue (B KBA), nocrymHoe st UBII. Ecnu Harpyska npeBsiiiaeT
9TO 3Ha4Y€HHUE, 3ByUUT aBapUUHBINA CUTHAI O IIEpErpy3Ke.
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Mone

OnucaHue

Hanpsixenue

HanpsoxeHue mepeMeHHOTO TOKa B BOJIBTaX, IoaBaeMoe Kaknoi ¢asoit MBII Ha
HarpysKy.

Tox

Tok B ammiepax, IoaBaeMbIii Ha HATpy3Ky KaxIou (a3oi.

AKTHBHAasl MOIIIHOCThH

Harpy3ka, nomaBaemas Ha kaxayto a3y MBI ¢ moMOIIpio MOgKITFOYEHHOTO
obopynoBaHwus, B KBT.

IloHast MOIIHOCTEH

Harpy3ka, nogaBaemas Ha kaxayto ¢a3y MBI ¢ moMOmIpio MOIKITFOYEHHOTO
obopynoBaHus, B KBA.

MyTb: CocTosiHMe > U3mepeHus > BaTtapes

Mone

OnucaHue

OcraBuieecst Bpemst

IIponomxuTeNbHOCTh BpEMEHH B Hacax U MUHYTax, B TeueHue kotoporo MBII moxet
TOJIZIEPYKUBATh CBOIO HATPY3Ky MPH paboTe OT OaTapeu.

OcTaBHasicsi eMKOCTh
O0arapeu

Texymuii 3apsin 6atapeu B MPOIEHTAX OT IMOJHOHN 3apsTHON €MKOCTH.

Bpemsi pa6oThbl OT
OaTapen

IIponomkuTenbHOCTh BpeMeHH, B TeueHne kotoporo UBIT pabotan ot 6arapeu, a He OT
OCHOBHOTO HCTOYHHKA IIEPEMEHHOTO TOKA.

Hanpsixenue 0arapeu
(+/-)

daxTrYecKoe 3HAYCHUE N3MEPEHHOTO HAMIPSHKEHNS IOCTOSHHOTO TOKa Oarapen.

Toxk 6arapen (+/-)

dakTHYeCcKOe 3HAYCHUE U3MEPEHHOT0 TOKa Oarapew.

Temneparypa 6atapeu

dakTHyeCcKOe 3HAYCHHE TeMIIepaTypbl OaTapeu.

IMocaexunii pesyabrar
TeCTUPOBaHUs 0aTapeu

Pe3ymiprar aBTOMaTHYECKOTO TECTHPOBAHUS OaTapen.

IMocaexnnii nepexon Ha
d6arapero

[TpuanHa 1715 BEITIOTHEHHS MTOCIIETHEH onepanny nepexona Ha nutanue ot 6arapen UBII.

MyTb: CocToAAHME

> UamepeHus > [pyrux napameTposB

Mone OnwucaHue
VYka3ssiBaet, BKIroueH win otkimoueH pexxum ECO. Korma UBIT HactpoeH Ha paboty
Pesunt ECO B DKOHOMHYHOM PEXHME, a TapaMeTphl CeTH HaXOAATCS B penenax gomycka, BIT
paboTaeT B pe3epBHOM pexXHMe HEMOCPEICTBEHHO OT ceTH (Ha Oalinace) ¥ BO3BpaIlaeTcs B
PEKHMM «OHJIAMH» (Ha HHBEPTOpE), KOTJIa TaApaMeTPhl CETH BBIXOIT 3a MPeJIesIbl JIOMyCKa.
Tun UEII Vka3bIBaeT, Kak HacTpauBatoTcs napaMeTpsl KoHdurypaunu UBII: onuHOYHbIH,

pe3epBHbIit 1+1, mapannensHbI U1K napanaensHsii 3:3.

Cetb MEPEMECHHOT0
TOKaA

YKka3bIBaeT, UCTONb3YETCs JIU CETh IEPEMEHHOTO TOKA B KAU€CTBE UCTOUHUKA JJIS
mpeoOpa3oBaTeisl MOIIHOCTH.

Cocrosinne
MepeKJIIYaTes
CTATHYECKOro 0aiimaca
UBII

OtoT nepexitodarens BcrpoeH B MBII 1 mo3BosnseT pacnpeaenuTeasHOMy YCTPOICTBY
nepexmounts WBII Ha Galinac. Koraa nepexioyarens cTaTHuecKoro Oaifraca 3aMKHYT,
HCTOYHHUK oOecIieunBaeT oady MUTaHUs Ha HAarpy3Ky U pacipeIeuTeIbHOe yCTPOHCTBO
MoxeT nepermounts BII Ha Gaiinac. Korma nepekiroyarens crarudeckoro Oaiiraca
pasomkHyT, UBII oOecnieunBaeT nojady nuTaHus Ha Harpy3Ky.
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CeTb B MEHIO COCTOAHMA

MyTb: CocTtosiHMe > CeTb

Ha skxpane cetu comepxarcst HacTpoiku 1P, menn nomeHa u mopta Ethernet. CBegeHwmsI 10 TIOISAM CM.
B pazznene «CeTb B MEHIO COCTOSTHUS.

TexHUn4yeckoe obcCcnyXxmnBaHme B MEHIO COCTOAHUA

MyTb: CocTosiHMe > TexHM4Yeckoe ob6CnyxmBaHue

[IprBeneHHbIE HIXKE BAPHAHTHI OTHOCSTCA TOJIBKO K MOLIECPKUBAEMbIM 3-(ha3HbIM yCTPONHCTBaM
WBII Easy ¢ ycranoBneHHOM miaroit AP9547.

DTOT paznen nmpenocrapisieT 0030p ycrpoiictBa MBI, Bkirouas akTHBHEBIE aBapUIfHBIE CUTHAIIBI, EMKOCTh
Oarapeu U IPyryro MoJe3HY0 HH(OPMAIIHIO.

Mone OnucaHue

uHK.\l TEXHUYECKOI'0 Oﬁcvl}'}l\'llB‘dHlHl

Konpencarop

[{uKT TEeXHUYECKOTO 00CTYKMBAHUS KOHICHCATOPA MTOCTOSIHHOTO TOKA.
MOCTOSTHHOI0 TOKA

Konpencarop

[{uKI TeXHUYECKOT0 00CTYKMBAaHUS KOHICHCATOpa IEPEMEHHOT0 TOKA.
nepeMeHHOro ToKa

JlomosTHUTENbLHBIH

HI/IKH TCXHUYCCKOI'O O6CJ'Iy)KI/IBaHI/I§I BCIIOMOT'aTCJIbHOI'O UICTOYHHKA ITUTAHU.
HCTOYHUK IUTAHUSA

Bo3nymHbiii puasTp I{MKT TEXHUYECKOTO 00CTYKHBAHUS BO3ILYITHOTO (DUIETPA.

Barapes [{uKT TEXHUYECKOTO 00CTYKMBAaHUS OaTapeu.

lapanTHiiHBIA UK

Il'apanTus I'apantuitaeii nukn MBI

Bpems pabothl

Konnencarop

Bpemst HapaOoTKH KOHJEHCATOpa EPEMEHHOI0 TOKa ¢ MOMEHTA €T0 MOC/IeHEl 3aMeHBI.
NnepeMeHHOro ToKa

Konpencarop

Bpemst HapaOoTKH KOHJEHCATOpa MOCTOSHHOIO TOKa C MOMEHTA €ro MOCIEAHEH 3aMEeHBL.
NMOCTOSTHHOI'0 TOKA
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YnpasneHue UBII

OYHKIIMY MEHIO YIIPABIECHUSI IO3BOJISIIOT MIPEANPUHUMATE HEMEIJIEHHbIE AeiicTBuUsI, Biustomye Ha UBIIT.
Cpenu HEX €CTh TaK)Ke HEKOTOphIe (DYHKIIMU 0E30MaCHOCTH U CeTeBbIe (DYHKIIHH.

CwM. crenyromue pas3iesbl:

* «UMbII B MeHIO yIIpaBICHUD)

¢ ««be3onmacHOCTH» B MEHIO YHOpaBJICHUS»

¢ ««CeTrb» B MEHIO YHOpaBJICHUS»

UBI1 B MeHIO ynpaBneHus

MyTb: YnpaBneHue > UBI

[IpuBeneHHBIC HIXKE BAPUAHTHI OTHOCSATCS TOJIBKO K MOIICPKUBACMBIM 1-pa3HbIM yCTPOHCTBAM
WBII Easy ¢ ycranoenenHo# miatoit AP9544.

Ecnu BBIOpaTh mepeKIrouaTenb U MENKHYTh «/Jlameey, Ha CIeIyIoeM dKpaHe MOsSBUTCS KpaTKuid 0030p
BBINOJTHEHHBIX ecTBUl. [lenkHuTe «IIpuMEeHUTH» 7151 TPOJOJIKEHUS IEUCTBUS.

DeiictBne OnucaHue
IpoucxoauT mepesamyck MOAKIIIOYCHHOTO 000PYIOBaHHUS ITyTeM BhIKIOUcHMs/BKITtoueHus MBI,
Jns ynpasieHus nepe3arpy3Koil HCIONB3YHOTCS CIIeAYIOIHUE TapaMeTpBl.
gg}?amym“’ * 3a/1epKKa BBIKITIOUCHHS.
* MuHNManbHAS EMKOCTh OaTapeu.
* 3aneprKka BO3Bpara.
BuIKa109HTH Hemennernnoe BeikirtoueHue BerxogHoro HanpspkeHust UBIT 6e3 3anepxkn BerkmrodeHus. MBII
HUBIIT 0CTaeTCs BHIKIIOUCHHBIM, TIOKa He OYIET BHIITOJHEHO MIOBTOPHOE BKITIOUCHHE.
UBII nepeBoauTCs B CISIILUN PEKUM 3a CUET OTKIIFOYEHHUS €r0 BBIXOAHOIO HANIPSKEHUS Ha
omnpeneneHHbI nepuos Bpemenu. llenkuure «lanee» 1t npocMoTpa AONOIHUTEIBHBIX
CBEJICHUM 0 CHHXPOHHU3AIMU U 3aJIepHKKaX.
HepeBecTu UBII * IBII oTkit04aeT BEIXOAHOE HANPSKEHUE 110 UICTEUEHUH BPEMEHH, 3alaHHOTO B IapaMeTpe

B CISIIUMI pesKuM

«3aL[ep>KI<a BBIKJTIOYCHHUSA)) .

 [Tocne BoccranoBnenus Bxoquoro nutanus MBII BkiroyaeT BEIXOAHOE MUTAHUE T10
UCTEUEHHUH JIBYX 3aJJaHHBIX IEPUOJIOB BpeMeHU: «BpeMs B crisiiiieM peskuMe» U «3aliepikka
BO3BpAaTay.

Ilepesectu UBII
B pexxuM Oaiinaca/
BbiBecTH UBII u3
pexuma Oaiinaca

OTH napaMeTpsl YIPaBIIOT UCTIOIb30BAaHUEM pPeXKMa Oainaca, 4To MO3BOJSAET BBHIIOIHSITh
obciyxxuBanue WUBII, He oTKIIO9as MUTaHNUE.

Curnana I10
PowerChute®
Ha BBLIKJIKYEHHE
cepBepa

Bri6epure 3TOT (hi1askoK A7l yBEAOMIICHHUS BCEX CEPBEPOB, HACTPOCHHBIX KakK «KimeHThI
ceteBoro BeIKIoueHNsT PowerChute», koTopsle oOMeHUBaroTCs nHpopMarueit ¢ 3tum UBII,
YTOOBI BBITIOJHSATE BHIKITIOYEHIE B COOTBETCTBUH CO 3HAYCHUSIMU, HACTPOCHHBIMH IS pa3zerna
«ITapamerps! BerkiroueHnss PowerChutey.

Orta dyHKIMs He OyleT yBeAOMIISITh CEPBEPHI ITPU BBITTOIHEHUH ASHCTBHUI IO YIIPaBICHHIO
B pexxuMe Oaiinaca.
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«be3onacHoOCTbL» B MEHIO ynpaBJrieHUsA

MyTb: YnpaBneHue > besonacHocTb > YnpaBrieHMe ceaHCOM

Ha skpanax npencrasieHbl HOAPOOHBIE CBEACHUS O MOJIb30BATENAX, BEITOIHUBIINX BXO, HCIIOIb3YEMbIi MU
uHTepdetic (BeO-uHTepdeiic monp30BaTeNs Wik HHTepeiic KOMaHAHOW CTPOKN), ux [P-agpec u JUTENHHOCTD
IPUCYTCTBHS B CUCTEME.

[Tpu HaMMYUK HEOOXOJUMBIX TPaB MICTKHUTE UMS JJISl IPOCMOTPA CPENICTB ay TCHTU(DHUKALIUH, UCTIONB3YEMBbIX
JUTS IPOBEPKH JIMYHOCTH MOJIB30BATENA. MOXKHO TaKKe UCTIONB30BaTh KHOIIKY 3aBepIINThL Ceanc A BbIBOJA
II0JIB30BATENS U3 CUCTEMBL.

«CeTb» B MEHI0 ynpaBrieHus

MyTb: YnpaBneHue > CeTb > COpocutb/nepesarpy3uTtb

Ucnonesyiite 3T QyHKUIUM 11 cOpoca pa3nuiHbIX QYHKIMH IJIaThl CETEBOrO YIpaBiIeHUs U HHTepdeiica
MIOJIb30BAaTEs.

DeiictBue OnucaHue
Ilepe3arpy3ka Ilepesarpy3ka untepdeiica ynpasicHus (HanpuMmep, BeO-uHTepdelica moip30BaTens,
unrepdeiica nHTep(eiica KOMaHIHOH CTPOKH) IyTEM BBIXOZa U3 CHCTEMBI.
YnpaB/I€HUs UBII u nnata ceTeBOro ynpasiieHHs HE Mepe3arpyxKarTcs.

OCTOPOKHO: TIPH BBHITIOJIHEHUH 9TOH OIEpaIlMi BCe HACTPOCHHbIC 3HAYECHUsSI Oy/1yT

COpOIIIEHBI K yCTAaHOBJICHHBIM 110 YMOTYAHUIO.

* Ecniu He BoIOpan napamerp nckiounts TCP/IP, Bce HacTpoeHHBIE 3HAYEHUS U
napameTpbl cOpPachIBaOTCS K YCTaHOBJIEHHBIM 110 YMOJTYaHHIO, BKJIIOUAs ITapameTp,
OTIPEIEIISIONIHNHI, KaK JaHHOE YCTPOMCTBO JIOJKHO MOYYaTh 3HAYSHUS] KOH(HUTYpaIiK

Cépocuts Bee ! TCP/IP u xoudurypaunu EAPoL. Tlo ymonuanuto s napamerpoB koHdurypaumu TCP/
IP ucnonssyercs DHCP, 3nauenue nocryna k EAPoL, «oTKiTIoueHO.

* Ecii BBI BEIOEpeTe mapameTp nckiaounts TCP/IP, Bce cymecTBytonye 3HaYCHAS U
HACTPOWKH, 32 UCKIIIOYEHHEM TapaMeTpa, KOTOPBIN ONpeAenseT, Kak 3TO yCTPOUCTBO
nmomkHO nony4yuthb cBoit TCP/IP, u 3Hauenus kondurypanun EAPoL copacrBatoTcs k
YCTaHOBIIEHHBIM 110 YMOJIYaHUIO.

TCP/IP: cOpoc mapaMeTpa, KOTOPHIN OMpeNeNnseT, Kak YCTPOWCTBO JOJDKHO ITOTydaTh CBOU
3HaueHus koupurypauu TCP/IP, Bkirodas konpurypanuto EAPoL, kotopas Bo3Bpariaercs
K 3HAYEHHIO «OTKIItoYeHOo». [1o ymomuanuto s napamerpa koudurypauuu TCP/IP

Toabko | | mcnonssyercs DHCP, 3nauenue goctyna k EAPOL — «oTK/I104€HOY.
nepe3anycTuTh

Kondurypauus codsiTusi: cOpacsiBaeT COOBITHS K HACTPOHKaM 1o ymordanuio. Jlroboe
KOHKPETHO HACTPOEHHOE COOBITHE MM TPYTIIa COOBITHI TaKXKe BEPHETCS K 3HAUCHUIO 110
yMom4aHuto. CMoTpute « MEHIO yBEIOMIIEHUIY.

1C6poc HACTPOEK MOXET 3aHATh okosio MUHYTHI. HactpoenHoe umst MBI He Oyner cOpomeno
(cM. «ITmanupoBaHMe BBHIKITIOUCHUS ).
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HacTtpounka napameTtpoB: 1

C NOMOIIBIO 3JIEMEHTOB MEHIO KOH(PUI'YPaLUH MOXHO YCTaHOBUTh 3HAYEHHSI OCHOBHBIX Pabounx
napametpoB UBII u TICY.

Cwu. caenyromue pas3nensl U pasaen «Hacrpoiika mapameTpos: 2».
*  «Hactpoiiku nuraHusi B MEHIO KOH(PHUTYpAITHIDY
*  «Oxpan «UBII: obmiee»»
*  «Oxkpan «Pacnricanre caMOAMArHOCTHKID»Y
*  ««BbIKIIIOUCHHEY» B MEHIO KOHPUTYPALIUNY
* «[lmaHnpoBaHUE BBHIKITIOUCHUS
e «Kimentsl cereBoro BeikmoucHUss PowerChutey
*  «Menro «be30macHOCTE»»

MNPUMEYAHMUE. Hekotopsle mapameTpsl KOHQUTYpalul MOXKHO YBUAETh Ha SKpaHe ¢ 0030poM
rxoH(purypanun Configuration Summary (Configuration > Network > Summary).

HacTpouku nutaHna B MeHIO KOHdpurypauumm

MyTb: KoHdurypauma > Hactponku nutaHums

[IprBeneHHbBIE HUXKE BAPHAHTHI OTHOCSTCS TOJIBKO K OAJEP)KUBAaeMbIM 1-(ha3HBIM yCTpOKCTBaM
WBII Easy ¢ ycranoBneHHO# miatoit AP9544.

HomuHalibHOE BBIX0HOE HAIIPSIZKeHUe — 3TO HAIPsDKEHHE NepeMeHHOro Toka, kotopoe MBI nogaér Ha
Harpy3Ky npu pabore ot 0arapeil. MO)XHO HacTpauBaTh CJIEAYIOIUE HIEMEHTHI, 3aBUCAIINE OT yCTPONCTBA!

* Bbicokoe U HU3KO0€ JOIYyCTMMOE HallpsizkeHne: BBICOKOC 1 HU3KOC JOITYCTHUMOC HAIIPSZKCHUC
B BOJIbTax MEPEMEHHOI'O TOKA.

* Bpixonnasi yacToTa: BRIXOAHAS yacToTa B repuax (I'm).

AKkpaH «UBI1: obwee»

MyTb: Kondurypauumsa > UBI

[IprBeneHHbIE HUXKE BAPHAHTHI OTHOCSTCS TOJIBKO K OAJEP)KUBAaeMbIM 1-(ha3HBIM yCTpOWCTBaM
WBII Easy ¢ ycranoBneHHO# miatoit AP9544.

Mone OnucaHue

Umsa UBII Wwms ans npentudukanun UBIT.

Mocnennsis 3amena 6arapeu Brox Mecsma u roga mocnenHeit 3amensl 6atapeu MBI

KomnmuecTBo 6arapeit, nckirodasi BCTpoeHHEBIe Oarapen, mMetoruecs B BI1.
KosimuecTBO BHEIIHUX Ha HexoTopBIX yCTpOWCTBAX, B KOTOPBIX UCIONB3yeTcs Oomee 16 OGaraped,
Oarapeii HY>KHO H00aBIATH o 16 Oatapeit (16, 32, 48 u T. A.), HO 3aTeM ATO YUCIIO
MOXHO CKOPPEKTHPOBATh JI0 HY)KHOTO 3HAYCHUSI.
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MyTb: Kondurypauua > UBI > MowHocTb

IIpruBeneHHbIE HIDKE BAPHAHTHI OTHOCSITCS TOJIBKO K IOAJEP)KUBAEMbIM 3-(ha3HBIM YCTPOUCTBAM
WBII Easy ¢ ycranoBneHHOM maroit AP9547.

CurHajibHBIE TIOPOTOBBIE 3HAYEHNST OCHOBAaHBI HA JIOCTYITHOM BPEMEHU pa0OThI, pe3ePBUPOBAHUH TUTAHHUS,
a Taxke Ha Harpy3ke MBII. MoxHO HacTpOUTh MOPOTrOBOE 3HAYEHUE ABAPUITHLIN CUTHAIL B CJydyae
MPeBBIINEHNs] HATPY3KH, KOTOPOE IPUBOUT K cpabaThIBAHUIO aBAPUIHOTO CHTHAJIA, €CIIM Harpy3Ka
MpeBbIIIAET 3aJaHHOE 3HaYeHue B KBA.

JKpaH «PacnucaHme camoamarHOCTUKU»

Mytb: UBMN > KoHdurypaumsa > PacnucaHne camogmarHoCTukm

MpuBeaeHHbIe HKe BapuaHTbl OTHOCATCS TOMNbKO K nogaepXXusaembiM 1-gpasHbIM YCTPONCTBaM
WBI Easy c yctaHoBneHHon nnaton AP9544.

[na noctyna k atomy akpaHy TpebyeTtcsa nuueHans Standard nnm Premium. Cwm. pasgen «JluueHansa».

Hcnonp3yiite 3TOT napaMeTp AJi1 HACTPOWKH BPEMEHH 3amycka camoguarHoctuku Ha UBIL.

«BbIknoyeHue» B MeH0 KoHcpurypaumm

MyTb: KoHdurypauusa > BbiknroyeHue

Hcronp3yiiTe 3TOT SKpaH I HACTPOHKH apaMeTpoB BeIKTIoueHUs VIBI1, cM. cemyronryro Tabauiy u pasaent
««KoHTponupyemoe paHHee BBIKIIOYEHNEY U «3aBEPIICHNAE BBIKIIIOUCHU.

Havyano BbIKknoYeHus

OHpeHCHCHI/Ie 3aICPKCK U HpO,[[OJDKHTGJII:HOCTGfI, HCIIOJIB3YCMBIX ITPU HCO6XOZ[I/IMOCTI/I BeikroueHus WBII.

Mone OnucaHue

Jlst BT, paboraromero ot 6arapen, 3TOT MapaMeTp ONpeAesseT IOPOroBOe 3HAYECHHE OCTABIIIETOCs
BpeMEeHH paboTsl, TI0 UcTedeHnH kotoporo Ha MBIT Bkiro9aeTcst CocTosIHIE HU3KOTO YPOBHS 3apsaa

Iponomxnresib- Oarapen. Harpumep, eciu st mapamerpa «IIpomgomkuTenbHOCTh paboThI IPH HA3KOM 3apsijie
HOCTBH padoTeInpu | OaTaper yCTaHOBJICHO 3HaueHUe B 10 MUHYT M IPOTHO3UpyeMoe ocTaBleecs Bpems padotst 1bI1
HH3KOM 3apsijie nocturaet 10 MUHYT WM MEHEe, BKITIOYaeTCsl COCTOSTHUE HU3KOTO YPOBHS 3apsina Oarapeu. Ecnu He
Oarapen BoccTaHOBUTH mutanue MBI oT ceT, OH BBIKITFOUUTCS, KoTia Oarapest pa3psiIuTcs.

B cocrosiHuM HU3KOTO YPOBHS 3apsia Oarapey Bce KIIMEHTHI ceTeBoro oTkimodeHus PowerChute,
cesi3anHbIe ¢ [ICY, OyayT BBIKITIOUCHBI.

PaccuuTeIBaeTcs 3amepikka, HeOOXoAUMAs TSI TOTO, YTOOBI y Kaxkaoro kiuenta PowerChute
ObLUTO BpeMs It MATKOTO BBIKITIoueHwst, ecinu MBI ninn kmuent PowerChute 3amyckaet msarkoe
BBIKJIFOUCHHUEC.

* DTO MaKCUMalbHas 3aJIepXKKa BBIKITIOUCHNUS, HE0OX0ANMas! II0OOMY U3 CEPBEPOB B CITUCKE

KJIMEHTOB ceTeBOro BhIKiItoueHus: PowerChute.

Makec. Tpedyemast » OHa pacCUUTHIBACTCS IPHU BKIIOYCHNH WM cOpoce nHTepdeiica ynpasnenus UBII win mpu
3a/iepiKKa BBIOOpE Mapamerpa Buinyoicoennoe coanacoeanue U KHONKH «[IpuMeHNTHY.
CwM. pazgen «DyHKIHH 3aBeplIeHNe BEIKITIOYCHUS TTO3BOJISIOT YCTAHOBUTD yCIOBUE U BPeMs
3a1epKKU 1 citydaeB, korja MBI1 MoxkeT cHOBa BKIIFOUMTHCS MTOCIIE BOCCTAHOBJICHUS MTUTAHUS
IIEPEMEHHOTI0 TOKa B ceTH. B 3aBucumoctu ot Mmonenu MBII MOXHO yKa3aTh 3HaYCHHE
MuHuMasIbHas eMKOCTb 0arapen Wi MUHUMallbHOE BpeMsi aBTOHOMHOM pabOoThI Ha BBIXOZE JI0
noBTopHOro BitoueHus: UBIL».
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I'Ipop.onxcmen bHOCTb BbIKITHO4YeHUA

OmpeneneHue nepruosa, Ha KOTOpsId BeIkItogaetcs MBII.

Mone

OnucaHue

Bpems B cnisiem
pe:xxume

Omnpenenenne nHTEpBaNIa BpeMeHH, B TedeHne kotoporo UBII coxpaHseT BRIXORHYIO
MOIITHOCTH BBHIKJIIOYEHHON TIPH NCIIONB30BaHUU KOMaHBI crisimero pesxuma st MBI

Korzma MBII BeIxiogaeTcsi, OH CHOBA BKITIOYAETCsI OCIIE 3aJaHHOTO 3/IECh BPEMEHH B CIIIIEM
pekuMe ¢ oOaBIeHHEM BpeMeHH Bo3Bpara. Ecim mutanne ot cetu He OBLIIO BO30OHOBIICHO
K 3ToMy MoMeHTy, MBII momoxneT ero BO30OHOBIIEHHS 10 BKIIFOYCHUS.

Komanny crisitiiero pesxkuma MOXKHO monaTh ¢ nomotibio aucies: MBI, « UBIT B MeHto
ynpasieHus», komanasl SNMP nim nporpammsl PowerChute Business Edition.

MapameTpbl BbiknoyeHnss PowerChute

MyTb: Kondurypauma > PowerChute > KoHdumrypaums PowerChute®

370 HaBUTAUMOHHBIHN My Th A7 3-aszueix ycrpoticts UBIT Easy.

Ortu QpyHKIUU K0CTynHbI He 1ist Beex MBI

OHpCZ[CJ'ICHI/Ie napaMeTpoOB BBIKIIFOYCHUS, UCITIOJIb3YEMBIX IIPU CETCBOM BLIKJIFOUCHUN PowerChute.

Mone

OnucaHue

Makc. Tpedyemast
3a/IepiKKa -
Bbiny:KaeHHOe
coriacoBaHue

[Ipu BKITIOUEHNH TTapameTpa BeinyorcoenHoe coenacosaniie BRIIOTHIETCS cOpOC 3HAUCHUS
«Makc. TpeOyemast 3a7epikka» Ha 3HaYeHHE mapaMeTpa «[IpogonKuTenbHOCTh padoThI IpH
HU3KOM 3apsne 6arapem». [ICY ormpasinseT makeT 0OHOBICHHOTO COCTOSHUS Ha BCE
3apeructpupoBanHbie areHTHl PowerChute. 3arem nporpamma PowerChute cpaBHuBaeT
MIPOIOIKUTEIEHOCTE Pa0OTHI TIPH HU3KOM 3apsizie OaTaper, OTIPaBICHHYIO B 3TOM IaKeTe,
¢ 00mMM TpeOyeMBIM BpEMEHEM BBIKIIOUEHHS U YBETHIHBAET COOTBETCTBYIOINM 00pa3oM
3HadeHne «Maxc. Tpebyemas 3aepKka» N «3afepikKKa Mpy OTKIIOYCHUH MTUTAHUS TS
TPYIIIBI PO3ETOK, B KOTOPOI OHA 3aperucTpUPOBAHa.

ITporpamma PowerChute BBITTONHSIET TPOBEPKY OCTABIIETOCS BPEeMEHH paboTHI OT HaTapen
kaxasie 30 ceKyH]I, CpaBHHUBAS ITPH 3TOM 00IIee TpeOyeMoe BPEMST BBIKIIIOUSHHUS C
NPOAOJDKUTEIBHOCTHIO pabOTHI IPH HU3KOM 3apsijie Oarapeu, yctaHoBiaeHHOH Ha [ICY.

ITpu BeIOOpE BBIHYXICHHOTO COITIACOBAHMS 3a/I€PXKKa IIPH OTKIIOYCHUH MUTaHUS T BCEX
TPYIII PO3ETOK COPACKIBAECTCS HA TAKOE )K€ 3HAUCHHUE, YTO U MPOLOKUTEIBHOCT PAOOTHI IPH
HU3KOM 3apsjie OaTtapen.

Jnst pacuera 3HaueHUs1, HeoOxonumoro BceM kimeHTam PowerChute, koTopsre
3apeructpupoasl Ha [ICY, QyHKIMH BBIHYKICHHOTO COIIACOBAHUS MOXET ITOTPEeOOBaThCA
JI0 IeCSITH MUHYT. JIOTIONTHUTENIbHBIE CBECHNUS CM. B paszaene « DyHKINHU 3aBeplicHue
BBIKJTIOYEHHUS TI03BOJISIIOT YCTAHOBHUTD YCIOBUE M BpeMs 3a[iepKKH Ul Cirydaes, korna MBII
MOJKET CHOBA BKJIIOUUTHCS II0CJIE BOCCTAHOBIICHHS IUTaHUsS IEPEMEHHOIO TOKa B ceTU. B
3aBucuMoctH ot Mozesin UBI1 MoxkHO yka3aTh 3HaueHrne MUHUMabHasi eMKOCTh OaTapen uiiu
MuHuMaIbHOE BpeMsl aBTOHOMHOM pabOTHI Ha BBIXOJIE 10 TOBTOpHOTro BKitoueHus: MBIL.» Ha
cTp. 25.

MaxkcumaabHasi
corjiacoBaHHast
3aJiepiKKa

MaxkcuMaibHas COrTacoBaHHAs 3a/1epyKKa — TO MaKCHMaJIbHAsI 3a[IepKKa BEIKIIOYCHNUS,
HeobOxomumas JITo00My U3 CEPBEPOB B CIHCKE KIIMEHTOB CeTEeBOTO BhIKIIoueHUs PowerChute
JuTst 6e30macHoro 3aBepiieHus padotsl, kormaa MBIT nHUTMUPYET KOpPEKTHOE 3aBepIICHIE
paboThl. DTa 3aaepiKKa MepecunThIBACTCS KXKIBIA pa3 P BKIIOYCHUH HHTep(eiica
ynpagienust UBI1 nnm npu copoce.

IloBenenune B
pesxume
«OT daTapen»

Omnpenenenne nosenenust UbII nocie BIKIIOUEHUS TUTAHMSL:
* [Tepesarmyck mociie BO30OHOBIICHUS MUTAHHUS — ITOCJIC BO30OHOBIICHUS MUTAHUS OT CETH
WBII nepezamyckaercs.
* Beixuttouenne 6e3 nepesanycka — VMBI octaeTcst BBIKIIOUEHHBIM JAaXe IOCIie
BO300OHOBJICHUS ITUTAHUS OT CETH.
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Hmsa noabn3oBarens BBCHI/ITC HMs TTOJIB30BATCIIA, KOTOPOC 6y,IlCT HCIIOJIB30BAaThCA OJIA PowerChute.

®pa3a Ora ¢paza ucnonsyercs ans ayreHTrdukanun mexxay PowerChute u IICY Ilo ymonuanuio
ayTeHTH(UKAIHH sTa pasa mycta. Ee HeoOxoanmo BBecTH 1o akTuBanuu PowerChute.

IIporokoJibl cBA3U

PCNS Bribepure mportokon cBsizu ais cesizu ¢ PowerChute: HTTPS nm HTTP.

«KOHTponMpyemoe paHHee BbIKINK4YeHue» n <<3aBepmeHMe BbIKINMHOYEeHUs».
Oty QyHKIMU K0CTynHbI He 1ist Beex MBI

@yukiuu «KoHTponupyeMmoe paHHee BBIKJIIFOUEHUE MTO3BOJISIFOT BRIKIIOUUTE ycTpoiicTBo UBII,
paboratomee ot 6arapeu, npu codmonenny JIOBOI'O u3 ykazaHHBIX yCIIOBUIA:

*  IIpY NPEBBILICHUN BPEMEHH paboThI OT Oarapen B MUHYTaX;

* TpU JOCTIKEHHMH MUHUMAJIBHOTO OCTaTOYHOTo BpeMeHH paboTs! MBIl B MunyTax; (Bpems paboThl —
3TO MPONOIKUTENBHOCTH paboTel MBII ot Gatapen aiist monaep:kaHus TEKyIIeH Harpy3KH);

* Ipu 3apsane 0araped HUKE YCTAaHOBJICHHOTO IPOLIEHTA OT ee 00IIei eMKOCTH;

*  IIpu CHWKeHuU Harpys3ku Ha MBIl 1o 3aaaHHOrO 3Ha4eHMsI B IPOLIEHTaX.

C IIOMOIIBIO IMapaMeTpa OcTaBaThbCsl B BLIKJIIOUEHHOM COCTOSIHUM IOCJIe BO300OHOBJIEHUS Inmoaavuu
IUTaHus MOKHO TaKK€ yKasaTb, JOJDKCH JIN WBII cHOBa BKIIIOUHTHLCS ITOCJIEC BOCCTAHOBJICHUS MUTAHUS
IIEPEMECHHOI'O TOKA B CETH.

OyHKIMY 3aBepuIeHHe BBIKJIKYeHHs T03BOJISIOT YCTAHOBUTH YCIOBHUE U BpEMS 3aJIEP>KKH JIs CIIydaes,
koraa UBII MmoxeT cHOBa BKIIFOUUTHCS IOCIIE BOCCTAHOBICHUSI IUTAHUSI IEPEMEHHOTO TOKa B CETH.

B 3aBucumoctu ot monenu UBII MoxxHO yka3aTe 3HaueHHe MunumMaibHash eMKOCTEL Darapen Wid
MunumajibHoe BpeMs aBTOHOMHOI padoThl HA BBIX0/1e 10 MOBTOpHOrO BKiItoueHus UBII.

3a,qep)KKa BbIKIIO4YEeHUA U ceTeBoe BbiknoyeHne PowerChute.

B cienyroiem passene onucaHo, kKak napameTpbl «[IpomomKuTeIbHOCTh pa0OThI IPU HU3KOM 3apsiie
Oarapen», «Makc. TpeOyemas 3aepiKKay 1 3aJCPKKH BBIKIIOUEHUS JIJIS TPYIII PO3ETOK BIUSIOT HA
IOCJIEI0BATENLHOCTE BEIKTIOUeHnsT PowerChute.

JomomauTensHY 0 HHMOPMAIIHIO O TIOCTIeIOBATENBHOCTIX BhIKItodeHns PowerChute cm.
B svixouenuro PowerChute.

Jns o6oux Tumos UBII, ¢ rpynnaMu po3eTok 1 6€3 HUX, BpeMsI BHIKIIOUEHHS ONPEAesieTcs myTeM
B3aumoeiicTeus [ICY ¢ mporpammoit ceTeBoro BeikioueHus: PowerChute ciemyronmm oOpa3om.

HBII 6e3 rpynmn po3eToxk

Jns UBIT BE3 rpynm po3eTok BpeMs BEIKITFOUSHHSI — 3TO OoJblliee U3 3HaueHui Makc. Tpedyemas
3aep:kka 1 [Ipogo/KuTe IbHOCTE padoThl MPH HU3KOM 3aps/ie 6aTapen Ha SKpaHe Buikiiouenune miaTel
CETEeBOT0 YIPaBIEHHUS ITFOC HEHACTpanBaeMasi 2-MUHYTHas 3aJIeprKKa TUTI0C BpeMs 3aaepkku s MBI

Havano BbikntoueHus UBI MBI BbikNOYeH

l l

MpogomxuTensHOCTL PaboThI NP HU3KOM 3apsaae baTapeu unu Henactpansaemas 3apepxka
Makc. TpeGyemas 3agepxkka ABYXMWHYTHas BbIKIKYEHNS

3apepkKa ven

D | | | | | | | | | | |

WBM 6e3 rpynn po3eTok — BpeMsi BbIKNIOYEHUs B MUHYTaX

IMpumevanmns:

*Ecnu BeIKTIOUEHKE OBLIO MHUIUHUPOBAHO COCTOSAHNEM HU3KOTO YPOBHA 3apsaia 6aTapeH,
MMPOAOJIKUTECIBHOCTD paGOTI)I IIPpY HU3KOM 3apsaec 6aTapeH nMeeT 0osiee BEICOKUIA MMPUOPUTET, UCM
MaKCUuMaJibHas TpeﬁyeMas[ 3a1CpIKKa.
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IIpumeyanus:

JloToTHUTENbHY0 HH(POPMALIUIO O MOCIEA0BaTEIbHOCTX BhIKIIodeHHss PowerChute cm. B pa3nene
«Sample Shutdown Scenarios» (O6pa31pl cLieHapHEB BBIKIIIOUCHHS)

[pu cpaBHeHNHM TpeOyemoro BpemenH BbikitodeHus: PowerChute u MakcumanbHO# TpeOyemon
3aIEP>KKH MO0 3aJCPKKH TPHU BBIKITIOUEHUH JUTs TpyItsl po3eTok Ha [ICY ucnonk3yercs Oonblnee
3HaveHue. Hampumep, eciu 1Sl PONOIKUTENFHOCTH BBIKITFOYEHHST B KOMaHIHOM CTPOKE KIIMEHTa
PowerChute ycraHopieHo 3HaueHHE 8 MUHYT, HO IPONIOIDKUTENBHOCTD paboThl MBI npu HI3KOM
3apsie Oarapeu coctapisieT 10 munyt, [ICY Oyner ucrnonb3oBarh Oosbiiee 13 3HadeHui (10 MUHYT)
JUTS. MAKCUMaJTbHOM TpeOyeMoii 3a/Iep KKH.

[Tpu By ) neHHOM cortacoBanuu [ICY ompamuBaet knmueHToB PowerChute Ha npenmeT
YCTaHOBJICHHOTO Ha HUX TPeOyeMOro BpeMEHH BBIKIIIOUCHHS. B pe3ynsrare s 0OHOBICHUS
3HAUCHUH MaKCUMAaJIbHOHM TpeOyeMOo 3aep kK1 MK 3aI€PAKKH MTPH BBIKIIOUECHUHN ATl TPYIIIBI
PO3ETOK MOXKET MOTPeOOBaTHCA A0 NECSITH MHUHYT.

PowerChute He m3mensier 3HaueHue [ poioknTe/ bHOCTL padoThl IPH HU3KOM 3apsijie 6aTapen
Ha IUIaTe CETEBOIO YIIPABICHMUS.

3nauenne Maxkc. Tpedyemasn 3aiep:xka PowerChute Network Shutdown Bepcuu 3.x u BbIllle He
WCTIOJIB3YETCS TUIATOM ceTeBOro yrpasieHus no otHomenuro Kk UBII ¢ rpynmamu po3eTok.

I'Inal-mpOBaH e BbIKJITIOYeHUA
MyTb: KoHdurypauua > NnaHmpoBaHue

[IpuBeneHHBIC HIDKE BAPHAHTHI OTHOCATCS TOJBKO K TOAepkuBaeMbIM 1-¢a3usim ycTpoiictBam UBII Easy
¢ ycTaHOBJIEHHOH miiatoit AP9544.

Jlnst noctyna x 9ToMy 3KkpaHy Tpebyercs munensus Standard mwm Premium. Cu. paznen «JIunenznsy.

IIpumeuanue. He coznaaiiTe HakiaApIBatoIMECs IPyT Ha Jipyra pacnucanus. [ [pumep HaknaabpIBarOIMXCs qpyr
Ha JIpyTa paciycaHHi BEIKIFOUEHNS: exxeHeBHOe BhIKodeHue ¢ 20:00 mo 21:00 u pasosoe Beikmoderwe ¢ 20:10 1o
20:30. HanoskeHre pacImicaHtii BRIKITFOYCHHUS MOXKET IIPUBECTH K HEM3BECTHRIM M HETIPOBEPCHHBIM PE3yITBTaTaM.

Ona Uen

MoxHo HacTpouts BeikitoueHue aist UBII B paznene UBIL.

[Tpu Be16Ope MBI m100bIe HACTpOEHHBIE PacICaHUs OTOOPaXKAKOTCS BIOIb BEPXHEH YacTH IKpaHa
C TIOPOOHBIMU CBEICHUSIMH, BKIIIOYAsI CBEJICHUS O TOM, BKJIFOUCHBI OHU MJIH BHIKITIOUCHBI.

PepaktupoBaHue, BKrtoYeHMe, OTKIIOYEHME UMK yaaneHue 3anfnaHUupoBaHHOro BbIKMIOYEHUA.
[lenkHUTE UM pacIiMCaHus B CITUCKE PACIICAHU, pacoNoKeHHOM BIoJb dKpaHa MEBIT. Orobpaxkarorcs
TTOJIHBIC CBCACHUA, 1 MOXXHO U3MCHUTL IMMapaMETPhI. B ToM umciie MOXXHO BPEMCHHO BBIKIIIOYHUTH yCTpOfICTBO,
cHsIB (koK BK/II0YNTE, HIIH YIAIUTh YCTPOUCTBO MONHOCTHIO.

Co3pgaHue pacnucaHusa BbiknoveHnn UBII.

1. B paszzene Iliianuposanue Boibepute MbBIIL.

2. HWcnomnp3yiiTe MepeKIOUaTeNIH Iisi BEIOOPA TUIIA BHIKIIOUEHHS, KOTOPOE HAJ0 3aIUIaHUPOBATh:
OnHopa3oBoe BbIKJIO4YeHHE, ExkeHeBHOe BhIK/IIOYeHHe WIN EkeHele/ibHOe BHIKJIIOYEHHE, 3aTEM
LEJTKHUTE KHOMIKY /laJiee.

3. UtoOBI BpeMEHHO OTKJIIOUUTH PacliuCaHne, CHUIMUTE (Di1axoKk Br/iounTh.

VYKaxuTe uMsi, a TaKXKe JaTy U BpeMs Ui paciucaHus.
Jlnis exXxeHeIeTbHOTO BBIKITIOUEHUS YKKUTE HHTEPBaJ B PAaCKPhIBAIOIIEMCS TIOIe.

5. yKa)KI/ITe, JOJIDKHO JIN YCTpOﬁCTBO TIOBTOPHO BKJIFOYATHC MMOCJIC BBIKJTFOUCHU .

[ToeTOpHOE BRIOUEHNE: YKAXATE, OyeT iu BKirodaThes MBIl B KOHKpETHBIN ACHh M B KOHKPETHOE
Bpemsi: Huxorna (MBI Bkirouaetcst Bpyunyto) wiu Hemensenno (MBI Bkitountes nocine oxXuaaHus
B 6 MUHYT).
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KuanenTsl ceTeBoro Buikiouenust no curuany PowerChute: ykaxure, ClIeAyeT JIU YBEAOMIISTH KIHEHTHI
PowerChute; cm. pazngen «KiauenTsl cereBoro BeikmoueHust PowerChutey.

Ot napaMeTphl MMO3BOJIAIOT UCIIOJB30BATh YTUWINUTY CETCBOI'O BBIKIIOUCHUSA PowerChute JJIsL
BBIKJIFOYCHUSA 10 50 CCPBCPOB B CCTU, I'IC UCTIOJIB3YCTCA KIIMCHTCKAA BEPCUs 3TOM YTUIIUTHI.

KnueHTbl ceTeBoro Bbiknw4veHnsa PowerChute

Mytb: UBMN > KoHdurypaumsa > PowerChute
Jlnst moctyma k aToMy 3kpany TpeOyetcs muren3ust Standard wim Premium. Cwm. pazmen «JIutieH3ns.

Hasuranuonsnstii myth 1uist 3-¢as3ubix ycrpoiicts UBI1: Kongurypauus > PowerChute >
PowerChute®

CerteBoe Boikimouenne PowerChute mo3BonsieT yaaneHHO BBIKIIOUNTE yeTpoicta MBI,

HpI/I YCTaHOBKE KJIIMCHTA CETECBOI'0 BBIKIIFOUCHU A PowerChute on ,E[O6aBJI$IeTC$[ B 3TOT CITMCOK aBTOMATHUYCCKU.
HpI/I YAAJICHUN KIIMCHTA CCTCBOT'0 BLIKJIFOUCHHUA PowerChute on aBTOMaTH4YeCKU YAQITACTCA.

[enxaute /l00aBuTEH KINEHT, 4TOOBI 100aBUTH [P-agpec HOBOTO KIIMEHTa CETEBOTO BEIKITFOUSHHS
PowerChute. [yt ymaneHus KiueHTa meiakauTe [P-ampec 3Toro KiImeHTa B CIHCKE, a 3aTeM ICIIKHUTE
YnaauTh kanenT. B aToM ciucke MoxeT ObITh 10 50 IP-ampecoB KIHEHTOB.

[Tpu HATMYUK TPYIII PO3ETOK HEOOXOAMMO TaKXKe YKa3arh, Kakas IpyIia PO3eTOK MPEIOCTaBISET MUTAHUE
knuenty PowerChute.

INPUMEYAHMUE. PowerChute ne moxer coequuuthes ¢ IICY, ecnu ma IICY BrIkIoueH
npotokoa HTTP. YtoOsr Bximtounth ipotokon HTTP wnn HTTPS, cm. pa3znen
«OKpaH BeO-10CTymay.
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MeH10 «Be3onacHOCTb»

AKpaH «YnpaBneHue ceaHCoOM»

MyTb: KoHdurypauma > BesonacHocTb > YnpaBneHue ceaHCOM

Brurouenne ¢pyHkuu PazpemnTs 0JHOBpeMeHHbIe BX0/IbI 03HAYAET, YTO B CUCTEMY MOTYT OJTHOBPEMEHHO
BOKTH JBa MOJIb30BaTe/ s Wi Oosee. Kax oMy M0OIb30BaTeIN0 MPEI0CTABISCTCS PABHBIN JOCTYII, U KaXKABIH
untepgeric (HTTP, FTP, xoncois telnet, koHCONb ¢ ocienoBareabHbiM uHTEpdeiicom (CLI) u T. 1.)
paccMaTpHuBaeTCs Kak MOJIb30BaTellb, BOLICAIINN B cucTeMy. DyHKIMS PazpeninTh 0/IHOBPeMEeHHBIE BXO/IbI
o0ecrneunBaeT BO3MOKHOCTh OJTHOBPEMEHHOTO BX0/la BOCbMH T0JIb30BaTe/eH B BeO-uHTEpdeiic, msiTn — B
nHTepdhelic KOMaHIHONH CTPOKH U OJTHOTO — B KOHCOJIb C TIOCJICIOBATEIbHBIM HHTEP(EHCOM.

Ynanennas ayrentuduranna zadnoxnposana. [ICY moxnepxuBaer xpaneane Radius mis maporneit Ha
cepBepe. OHAKO, €CIT BKIIIOYHTH ATO nepeoripenenenue, [ICY mo3BoiIuT J0KaI-HOMY MOJIB30BATEIIO
BBIMIOJIHUTG BX0J ¢ oMotibio naposis ais IICY, coxpanennoro nokansHOo Ha [ICY. Cm. Takxke «JIokanpHbIe
TTOJTB30BATENN» U «AyTCHTH(HUKAITUS YIAICHHBIX MTOJIb30BaTEIICH.

OTBeT ping

MyTb: KoHdurypauma > BesonacHocTb > OTBeT ping

Yeranosute ¢naxok IPv4 Ping Response (Otet ping [Pv4), uToObI Iu1aTa ceTEBOTO yNpaBieHUs 3 MOIIIa
OTBEYATh HAa CUTHAJIBI 9XO-T€CTUPOBaHU. Takoil pexxuM He npumensiercs s [Pv6.

JlokanbHbIe Nonb3oBaTenu

Hcnonp3yiTe 3TH MyHKTHI MEHIO JUIs TPOCMOTpa M HACTPOMKH JTOCTYIa U OT/IENbHBIX TapaMeTpoB (HarpuMep,
¢dopmara oToOpakeHHs AaThl) nHTepdeiicoB mosab3oBarens [ICY. DTo NpUMEHNMO K MOJIB30BATENSM B
COOTBETCTBHUHU C UX UIMEHAMHU BXOJa.

MyTtb: Kondwmrypaums > BesonacHocTb > JlokanbHble nonb3oBatenu > YnpaBneHue

HacTtpouka goctyna nons3oBaTtens. C moMompi 3Toi GYHKIUN aIMAHUCTPATOP WITH
CYIEpIIOIb30BaTEIh MOKET COCTABUTD CITUCOK MOJIb30BaTeN e, KOTOPBIM AOCTYIIEH HHTEP(EC MOTb30BaTes,
¥ HaCTPOMTH THX Monb3oBareneil. lLleIKkHnTe CChUTIKY MIMEHH JUTS TIPOCMOTpA CBEICHUH, M3MEHEHHS WITH
yAaJIeHHs MOJIb30BaTeIs.

H_IGJ'IKHI/ITG Jlo0aBUTH MOJIb30BaTEJIsI JJIsL Z[O6aBJ'ICHI/I$I nojp3oBarens. Ha OTKPBIBIIEMCS DKpaHE
KOII(I)HF)’[)?II[IIH [HoJns3osareisi MOXXKHO ,I[O6aBI/ITL MOJIB30BAaTCJIAA U OTO3BATh AOCTYII, CHAB CI)J'Ia)KOK ﬂOCTy".
MaxkcumaibHas AJIMHA UMCHHU U MAapOJIst COCTABIIACT 64 6aﬁTa, IIpU UCIIOJIB30BAHUHN MHOTO00aWTOBBIX CHMBOJIOB
9TO COOTBETCTBYCT MCHBIICMY YHCIIy CUMBOJIOB. HCO6XOI[I/IMO BBCCTHU IapOJIb.

3HaueHus AnuHHEe 64 OaHTOB B MOJSX UIMEHU U TIAPOJIS MOTYT OBITh yCEUeHB!!
Cozpaiite mapoib, UCIOIB3yd COYETaHNE CHUMBOJIOB BEPXHETO W HIKHETO PETUCTPA, YUCENT U
CHelUaNbHBIX CUMBOJIOB. JlIiHA TTaponeil He MoXkeT npeBbimars 64 cumBona B gpopmare ASCIL.

I/IcnonmyﬁTe napameTp npeBl)IIIICIIO BpEMS OKMAaHUA C€aHCa I HaCTpOﬁKH BPEMCHU OKHUJAaHUA, 110
HUCTCYCHUU KOTOPOTO HHTCp(beﬁC ITIOJIB30BATECJISA BBIIIOJIHACT HpPIHy,I[HTeJ'ILHLIﬁ BBIXO/J ITOJB30BATCIIA U3
CHCTCMBI (1'[0 YMOJIYaHUIO — TPH MI/IHyTLI). HpI/I N3MCHCHHWH 3TOTI'O 3HAYCHUA H€O6X0,Z[I/IMO BBIMTH U3 CHUCTEMBI,
YTOOBI U3BMCHEHNE BCTYIIUJIO B CHUITY.

Ynanennas ayreHTHGUKALUSA NMOCTe10BATEIHHOI0 MOAK/IIOYeHNs 3a010kupoBaHa. Beibpas sty
¢dyskImio, MokHO 000t RADIUS, Bcons3ys MoaKIIIoueHHe KOHCOIHU C TIOCIIeA0BaTeIhHBIM HHTEpdeicoM
(CLI). Ha »ToM 2KpaHe MOKHO BKJIFOUUTH JaHHYIO (DYHKIIAIO JIJIST BRBIOPAHHOTO IOJIE30BATEIsI, OMHAKO €€
MOYKHO BKITIOUUTH U TIOOANBHO; CM. paszien « DKpaH « YIIpaBIeHHE CEAaHCOM».

Cwum. Taxke «Koudurypanus > bezonacHocTh > JIokabHBIE TIOIB30BaTENN > HacTpOMKHY TI0 YMOTIaHUIOY
nanee. JlomomHATENbHYI0 HHPOPMAIIMIO 00 YUETHBIX 3alTUCSIX CM. B pa3zese « THIbl y9eTHBIX 3amucei.

MapameTpbl Nnonb3oBaTtens. YcraHoute quiaxok LiBeToBasi KoaupoBKa sKypHaia cOOBITHI, YTOOBI
BKJIFOUHTH (DYHKIIMIO BBIICTICHHS [BETOM TEKCTa COOOIICHMIA 00 aBapUHHBIX CUTHANIAX, PETUCTPUPYEMBIX
B XKypHaJIe COOBITHH. (3aMCH CUCTEMHBIX COOBITUH M N3MEHEHUS KOH(PUTYypaIUK HE U3MEHSIT CBOM IIBET.)
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LiBeT TeKcTa Cepbe3HOCTb aBapUIMHOro cMrHana

KpacHbiii Kputuyeckas: KpUTHUECKAH aBapHHHBIA CHUTHAI, TPEOYIONNA HEMEUIEHHOTO IPHHATHS MEp.

“|)CJ)'H|)CIIHTC.1[)HOCZ aBapHﬁHBIﬁ CHUT'HaJI Tp€6y€T BHHUMaHUs, TOCKOJIbKY HE YCTpAaHCHHAA

OpaHikeBBIi
BOBpeMsI IpoOJIeMa MOXKET ITPUBECTH K MOTEPE TAaHHBIX U ITopye 000pyAOBaHUs.
3eneHblii Curunan cOpoien: ycIoBHs, KOTOPBIE BBI3BAIA CUTHAII, YCTPAHEHBI.
YepHbii HopmaJsibHoe: CHTHANOB TpeBOTH HeT. [1ara ceTeBoro ynpasieHus U BCe MOJKIIOYEHHBIE K Hel
P ycTpoiicTBa paboTar0T HOPMAJIBHO.
Commii Wundopmanmonnasi: CUTHAI TPEBOTH, peocTaBIsIoMmUi nHdopmaruio. [lnara cereBoro

YIipaBJICHUA U BCC MOAKIIFOYCHHBIC K Hel YCTpOﬁCTBa pa60Ta}0T HOPMAJIBHO.

Dopmat skypHAIA IKCIOPTA. DKCIIOPTHPOBAHHBIE (aiIbl )KypHAIOB MOTYT OBITH OT(QOPMATUPOBAHBI B BHIIE
3HAUCHMH, pa3ieNeHHbIX 3amsIThiMU (comma-separated values — CSV) miun 3HakaMu Ta0yssiunu. CM. pazzaen
«OTOoOpaXkeHHe XypHasia COOBITHIN.

BribepuTe mikany Temmeparypsl s H3MepeHuid B 3ToM uHTepdeiice nonb3oBaresns. 3Hauenue CLUIA,
00bIUHAasI COOTBETCTBYET rpagycam Dapenreiita, a Merpuueckas — rpagycam Llenscus.

SI3BIK ITONB30BATEIHLCKOIO I/IHTep(i)Cf/'Ica MOXKHO YyKa3aTh B II0JIC S3bIK. SI3BIK MOXKHO TaKke YKa3arhb MIpHU 3arpy3Ke.

MOJKHO TaKKe 3a/1aBaTh Pa3lIWYHbIC S3bIKH IJIS TOyYaTeieil 3IeKTPOHHOM MOYThl M IPUEMHHUKOB
npepbiBaHuil SNMP. CM. paznensl «Ilomydarenu anexkTpoHHO# nouts» u «llomyuyarenu
MIPEPBIBAHUI.

MyTb: KoHdurypauus > BesonacHocTb > JlokarnbHble nonb3oBaTeny > HacTporku no ymonyaHuo

Hactpoiika 3HaYeHHI IO YMOTYaHHIO MOXKET YCKOPHUTH J00aBIICHHE MOJIb30Bareiei. Mcnonb3yiiTe 3T0 MEHIO
JUTS. HACTPOMKH 3HAYCHUI TI0 YMOJTYAHHIO JUISi MHOTHX MapaMeTpoB; cM. pasaen «Kondurypamms >
bezonacuocTs > JlokanbHbIE NOJIB30BATENN > YIPABICHUE) BBILLIE.

AyTEHTVI(bVIKaLI,VIFI yOalreHHbIX nonb3oBaTeneun
MyTb: KoHdurypauusa > BesonacHocTb > YaaneHHble Nofib3oBaTenu > ayteHTUdmuKkauma

AyTeHTUdUKaLUA. YKOKUTE CIIOCO0 ayTEHTU(HUKAIIMK TI0Jb30BaTENCH TPU BXOJIE B CUCTEMY.

HNudopmarnmro o JokaIbHOHN ayTeHTHGUKAIINN (0€3 HCIIOIh30BaHHUS IICHTPATH30BAHHOM
ayrenTudukanuu cepsepa RADIUS) cm. B , JOCTYITHOM Ha

[MomnepxwuBatotcs cieayromue GyHKINN ayTeHTUUKAIUU 1 poBepku nogmuHaocTn RADIUS (Remote
Authentication Dial-In User Service — ciyx0a ynaneHHOH ayTeHTH(QHUKALUKN OIb30BaTelel o TeaeOHHBIM
JUHUSIM):
» Korna nomnp3oBatens 0CyMECTBISET JOCTYI K IUIAaTE CETEBOTO YNPABIECHHS HIH K IPYTOMY CETEBOMY
YCTpOHCTBY ¢ BKItoueHHBIME (yHKIMsiMu RADIUS, 3anpoc ayreHTH(UKAINN TTepeaaeTcsi Ha cepBep
RADIUS, uT0o05I OnpenenuTh ypOBEHb IOMyCKa MOIb30BaTes.

» Jlnuna umen nons3oBareneit RADIUS, ucnonszyembix B IICY, orpannuena 32 cuMBoOIaMH.
Bri6epurte ouH 13 ClIEIYIOMUX BapUAHTOB:

e Toawbko soxansuas ayrentuduranus. RADIUS orxmouen. CM. pasaen «JlokaiabHbie
MIOJIb30BATEIN».

o RADIUS, zarem siokaibuas ayrentuduranns. Brirodensr 06e ¢pynkiun. CHavyana 3anpanmBaeTcs
ayteHtu¢ukarus ot cepsepa RADIUS. Ecnu cepsep RADIUS He oTBedaeT, TO UCIONIB3yeTcs
JIOKaJbHAas ayTeHTU(UKALINS.

e Toabko RADIUS. JlokanbHas ayTeHTU(DUKAIUS OTCYTCTBYET.

Ecnu Beibupaercs Tosinko RADIUS, a cepsep RADIUS Henoctynen, HempaBUIbHO
UACHTH(GUIUPOBAH WM HENPAaBUIBLHO CKOH(DUTYPUPOBaH, TO YAaJCHHBIA JOCTYII
HEBO3MOXEH JJIsI BceX Mosb3oBareineil. st BoccTaHoBIeHUs 10CTyna He0OX0ANMO
HCTIONIb30BATh MTOJKIIOUEHNE K HHTep(delicy KOMaHAHON CTPOKH II0 IIOCIIEA0BATEIIEHOMY
KAaHAJIy CBSI3M U U3MEHUTb HACTPOUKY access Ha local mnu radiusLocal.

Hampumep, koMaH1a ©3MEHEHHS1 HACTPOUKH JOCTyMa Ha local uMeeT cremyronuii BUa;
radius -a local
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Cwm. taxxe pazaen «9kpadn RADIUSy nanee u «Kondurypuposanue cepsepa RADIUS».

AkpaH RADIUS

MyTb: KoHdurypauma > BesonacHocTb > YaaneHHble nonb3oBaTtenu > RADIUS

st noctymna K 3ToMy 3Kpany TpeOyercst munen3ust Standard wim Premium. Cwm. pazgen «JInnensus».

Jns ayTeHTHUKALNY YOaJeHHBIX MOJIb30BaTeseld MOXXHO ncronbs3oBath cepsep RADIUS. Mcnons3yiite 3Ty
(YHKIMIO [UISl BBIIOJHEHUS CIEAYIOIINX ACHCTBHMI:

* IIpocmotpets cricok cepBepoB RADIUS (MakcumyMm ABa), focTynHbIX A [ICY, 1 Iepron BpeMeH!
OXXMJAHUS JJI KOKIOTO U3 HUX.

* Hactpouts napamerps! ayTeHTH(UKALMK 451 HOBOTO HIIM cyIlecTByromero cepsepa RADIUS,
HIENKHYB ccbUIKy Ceprep RADIUS.

Hactpoitka RADIUS OnucaHue

Wwmst nim [P-anpec cepsepa (IPv4 umu [Pv6).

IMpumeuanue. J{ns ayrenrudukanun momap3osarenci ceppep RADIUS mo
Cepsep RADIUS YMOTYAHHIO HCTIONB3YeT NopT 1812. UTo6bl HCIOIB30BATh APYTOil HOPT, 100aBbTE K
nmenn unn [P-agpecy cepepa RADIUS nBoeTodne ¢ mOCIeayomnuM yKa3aHHEeM
HoMepa Hooro nopta. [ICY nognepxkusaer moptel 1812, 5000-32768.

Cexpert OO6mmii cexper s cepepa RADIUS u miatsl ceTeBoro yIrpasieHus.

Bpems o:xxunanust Bpems B cexyHaax, B Te4€HHE KOTOPOIO IJIaTa CETEBOr0 YIIPABIECHUS 0KHUIAET OTBETA
oTBeTa ot cepBepa RADIUS.

Hactpoiiku BBeauTe uMs ¥ naposb aAIMHHACTPATOPA, YTOOBI IIPOTECTUPOBATH HACTPOCHHBIH My Th
TeCTHPOBAHUS K cepBepy RADIUS.

HponycTuth

TeCTHPOBaHME U [Ipomyck Tecta mytH k cepsepy RADIUS.

NPUMEHUTH

CM. Takxe pazgen «AyTeHTH(UKAKs yIaleHHBIX [oIb30Bareneii» Beie u « KoHpurypuposanue
cepsepa RADIUS» nanee.

KoHndurypuposaHue cepepa RADIUS

CBofHble AaHHble O npoueaype HaCTPOMKM.
Heob6xonumo Hactpouts cepsep RADIUS Ha pa6orty ¢ IICY; cM. neiicTBus fainee.

[Mpumeps! nonp3oBatensckux aiinoB RADIUS ¢ arpulyramu, 3aBucsiummu ot nocrasumka (VSA), u
MpUMep 3aNKcH B cIoBapHbIi (aitn Ha cepepe RADIUS npuBenens: B
Ha

1. HoGassre [P-anpec IICY B criucok (aiin) kmuentoB cepepa RADIUS.

2. Tlomnb3oBarenn TOHKHBI OBITH HACTPOCHBI ¢ aTPUOYTaMU «THIT OOCITYKHBAHUS, €CIIH HE 3aJaHbl
arpuOyTHI MOCTAaBLIMKA. EciM HacTpoeHHbIe aTpHOyThI «THIT OOCIYXUBAaHHUSD» OTCYTCTBYIOT,
M0JIb30BaTeny OyIyT UMETh TOJIBKO JOCTYII ATl YTEHUs (TOJIBKO B MHTepdeiice monp30BaTens).

Hudopmaruro o daite nonp3osareneii RADIUS cM. B TOKyMEHTAIMK K CEPBEPY
RADIUS, a mpumep — B JOKyMeHTE .
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3. Bwmecto aTpuOyTOoB «THI 00CITy>KUBaHUS», IpeaycMaTrpuBaeMbix cepeepoM RADIUS, MmoxHO
MCIOIB30BaTh VSA.
Hnst VSA tpeOyercst 3anuch B cioBape 1 B nob3oBarensckoM daitne RADIUS. B cnioBapHoM ¢aiine
omnpexaenute nMeHa uis KioueBbix ¢iioB ATPUBYT u 3HAUEHUE, Ho He 1u1st TudpoBBIX 3HAYCHHI.
[pun m3menennn 1MpPOBBIX 3HAYeHUH (HyHKUIMK ayTeHTH(uKamy 1 aBropusad RADIUS mepecraror
(YyHKIHOHUPOBATh. VSA MMeeT NpenMyILecTBO epes cTanaapTHeIMU aTpudytamu RADIUS.

HacTpoiika cepBepa RADIUS B UNIX® ¢ TeHeBbIMM naponsimu.
Ecnu ¢aitner reneBoro naposs UNIX (/etc/passwd) UCmonb3yr0Tes BMECTE CO CIIOBApHBIMU (haitiamu
RADIUS, to mist ayreHTH()HUKALNN TOIB30BaTENICH MOYKHO PUMEHHTD JBa CIICAYIONIUX METO/A:

* Ecmu Bce nonb3oBarenu UNIX umeror npaBa aAMUHHCTpATOpa, 100aBbTe B (hailsl mosp30BaTenei
RADIUS cnenyromue qannsie. UToOb! JOMYCTUTH TOJBKO MOJIB30BaTEICH YCTPOUCTB, 3aMeHuTe T
obcnmyxuBanusi APC Ha Device (YCTpOHCTBO).

DEFAULT Auth-Type = System
APC-Service-Type = Admin

» JloGaBbTe MMEHa MONIB30BATENCH U aTpUOyThI K «I10Jb30BaTeIbckoMy» (aiiny RADIUS u nposepste
naponu 1 /etc/passwd. Huoke npuBenen npumep U1 nosib3oBarenedl bconners U thawk:
bconners Auth-Type = System
APC-Service-Type = Admin
thawk Auth-Type = System

APC-Service-Type = Device

MoppepxuBaemble cepBepbl RADIUS.

Monnepxupatorcst FreeRADIUS Bepcwuit 1.x 1 2., a Takxe cepBep nonutuku cet (NPS) Microsoft Server
2008 u 2012. MOoXHO HCITONIB30BaTh APYTHe 001IenocTyHbIe npuiokeHuss RADIUS, Ho, BO3MOXXHO, OHU HE
OBLTH IPOTECTUPOBAHBI B TTOJTHON Mepe.

JKpaHbl 6paHamMayapa
MyTb: Kondurypauua > BesonacHocTb > Bpanamayap > KoHdurypaumsa
Bxirouenue v BBIKIIIOUCHUE (I)yHKI_II/II/I 6paH/:[May3pa. ITo YMOJIYaHUIO YKa3aHa HACTPOCHHAA IMOJMTHUKA.

VYeranoBute Guaxkok BriiiounTs, 4ToOB BKIIOUUTH Opanamayap. [1o ymomrdanuio 3ToT (iakok CHAT.

*  Haxwmute kHONKY [IpunMeHuTE, YTOOBI MOATBEPIUTH BKIFOYCHUE BEIOPAHHOM ITOMUTHKY.
OtxkpeiBaercs crpanuna Hoareepsxienne dOpanamayipa.

— Ha crpanurie noaTBep /IeHNs MPUBEICHA PEKOMEH/IAIHSI TECTUPOBATh OpaHMaydp Tepes
BKJTFOUCHHEM. JTa OTIepalns sSIBISICTCS 00s13aTeIbHOM.

— IlepBas rumepccrlika BEACT Ha CTPaHUILY MOJUTUKH OpaHaMayapa.
— BrTopas runepccbuika BeIeT Ha CTPaHUIly TIOJTUTUKHA TECTUPOBAHUS OpaHaMaydpa.

— Haxwmure kHonky IlpnvennTh, 9TO0BI BKIIOYATH OpaHAMAay3p W BEPHYTHCS HA CTPAHUILY
KOH(HUTYpaITiu.

— Haxwmure kHONIKY OTMeHa, UTOOBI BEPHYTHCS HA CTPAHHITY KOH(HTYpaIiH, He BKITFOUast OpaHaMayap.

*  Haxwmute kHOKy OTMena: BEIOpaHHas MOJUTHKA HE BKJIIOYaeTcs. Bbl ocTaeTech Ha cTpaHulle
KOH(UTrypauuu.

MyTb: KoHdurypauusa > BesonacHocTb > BpaHamayap > AKTUBHasA NONUTUKA

Br160p akTHBHOM MOTUTHKH B PACKPHIBAIOIIEMCS CIIFICKE «J{0CTYyITHBIE TIONMUTHKIY, & TAKXKe TPOCMOTP CpOKa
ee neiictust. [lo ymomganuio oToOpaxkaeTcs TeKymas akTUBHAs MOJUTHKA, TIPU HEOOXOIUMOCTH BbI MOXKETE
BEIOpATh B CHHICKE APYTYIO IMOIUTHKY.
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*  Haxwmure xHonky IlpuvennTsb, 4ToObI MPUMEHHUTH U3MeHeHus. Ecn ObLt BEIOpaH U BKIIIOUEH APYTOH
OpaHzMay?p, 3TO W3MEHEHHEe IPUMEHsieTCsl HeMeieHHO. Ecnu Obuta BeIOpaHa HOBast HACTPOCHHAs!
MOJIUTHKA, PEKOMEH/TyeTCsl [TPOTECTUPOBATh HOBBIM OpaHaMaysp nepex BrimodeHrueM. (CM. IprBeIeHHOE
BBIIIE ONKCAHNE KOHPUTYpPAIKH. )

¢ Haxmure KHOIIKY OTM&‘IIEI, YTOOBI BOCCTAHOBUTH HUCXOAHYHO AKTUBHYIO IIOJIUTUKY U OCTAThCA Ha
CTpaHUIIC AKTUBHOH ITOJUTUKHU.

MyTb: Kondurypauua > BesonacHocTb > BpaHamayap > AKTUBHbIe nNpaBuna

Ecnu 6panamMaysp BKITIOUEH, Ha 3TOH CTpaHHIE, TOCTYITHON TOJIBKO IS YTEHHSI, OTOOpakaeTcs CIIMCOK
OTJENBHBIX MPABUII, IPUHYAUTENHHO IPUMEHEHHBIX TeKyIed akTuBHON moauTukoi. CM. pazaen Cosznanue/
pelaKTUPOBAHME IIOJNTHKN, Tae onucaHsl nois «lIpuopurer», «Hasnauenuey, «ctounuky, «IIpoTokom»,
«/[evictBue» u «KypHam».

MyTtb: KoHdurypaumsa > BesonacHocTb > BpaHnamayap > Co3paHue/peaaktmpoBaHue NONMUTUKU

Coszmanue HOBOW TTOJUTUKY JTHO0 yIajleHNne WM U3MCHEHHE CYIIeCTBYIOMICH:

Ipumeuanne. XoTs yIanuTh aKTUBHYIO BKIFOYEHHYTO MTOIUTHKY OpaHaMay?spa Helb3s1, HCIOIB3YeMYTO TIOIUTHKY
MOKHO M3MeHNTh. OTHAKO JIeNaTh 3TO He PEKOMEH/TyeTcs, TaK KaK M3MEHEHHs IIPIMEHSIOTCS HeMeTIeHHO. BmecTto
3TOTO OTKITIOUMTE OpaHIMay3p, I3MEHHUTE TIOUTHKY, IPOTECTUPYITE €€ U CHOBA BKITIOUHUTE.

Cosznanne noaurnkn: Haxmure kHonky /Io0aBuTEL 1M0JMTHKY U BBEIUTE UMS [T HOBOTO (haiiia
OpanaMayspa. ITo uMsl JOHKHO UMETh pacimpenue .fwl. Eciu He yka3biBaTh paciimpeHue, K IMeHH (aiiia
aBTOMaTU4eCKH nobasisercs .fwl.

e Haxwmure kaonky Ilpuvennts: Ecmu uMms daiina momycTuMo, co3aaeTcs MyCTou (aiir 11st TOTUTHKHI
OpanmMayspa. OH HaXOmUTCS B TIamke /fwl BMecTe ¢ IpyruMu OTUTHKAMU CHCTEMBI.

*  Haxmute kHONKY OTMena, 4To00bI BEpHYTHCS Ha MPEIBIYITYI0 CTPaHHUILy, He co3aaBas (aiin
OpanamMayspa.

U3meHeHwne Cyu.l,ECTByI-OLI.I,ei;I NMONMNTUKN:

Beibepute MzvenuTs mouTHKY, 4TOOBI HEPEHTH Ha CTpaHUIly peJakTUPOBaHUs. MOKHO H3MEHUTH MOIUTHKY
OpaHIMayspa, KOTopasi He SIBIISIeTCS aKTHBHOM.

CTpaHI/I]_[a MNpeaAymnpeIKACHUA: Ecnu BeI moneiTaeTeCh H3MECHHUTD AKTUBHYIO BKIIFOYCHHYIO IMOJIUTHUKY,
OTKPBIBACTCA CTPAHULIA TPECAYTIPCIKACHUS:

«M3MeHeHHEe AKTUBHON MOJIMTHKH 6paH11May3pa NMPUBEIAET K HEMEIJICHHOMY IPUMEHCHUIO BCEX
H3MEeHEeHU. l'[epezl BK/IIOYCHUEM IMOJIUTUKHU PEKOMEHAYETCH OTKJIIIOYUTH 6paH)1May3p H
MMPOTECTUPOBATH €€.»

— Haxwmute kHonky IlpuvennThb, 9TO0BI MOKUHYTH CTPAHHUILY MIPEAYNPEKICHNUS U BEPHYTHCS Ha
cTpaHuLy «V3MeHeHHE TTOJINTHKIY.

— Haxwmmure kHONKy OTMeHa, YTOOBI TOKUHYTH CTPAHUITY TIPESAYTIPEKICHHS U BEPHYTHCS HA CTPAHHILY
«Co3znmanne/penakTHPOBAHUE TTOJTHTHKI.

1. BBI66pI/ITC U3MCHACMYIO MOJIMTUKY B PACKPBIBAIOIIEMCS CIIMCKE Nms IMNOJIUTUKH, a 3aTEM HaAXXMHUTC
KHOIIKY N3MeHUuTh MMOJIUTHKY.

2. Haxmwure KHOIIKY ,)106 ABUTD IIPAaBUJIO HIIN BI)I66pI/ITC I1 puopuTeT Ajis CYmEeCTBYOIICTO ITpaBuia,
YTOOBI HepeﬁTH Ha CTpaHUuIly N3meHeHue n paBulJjIa. Ha »Toit CTPAaHULIC MOKHO U3BMCHUTH HaCTpOfIKPI
IpaBuJIia UM yAaJInUThb BI:I6paHHO€ IIpaBUIIO.

Hacrpoiika Onucanue

Ecnu 2 npaBuiia KOHQIUKTYIOT MEXTy COOOM, MPUMEHSETCS MPABIIIO C HANOOIBIITHM

Priorit . -
¥ npuoputeroM. Hanbonpmmii npuoputet paBeH 1, Haumensmii — 250.
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Hacrpoiika

Onucanne

Type

host: B none «IP/any» BBenure otnensHbii [P-anpec.
subnet: B mone «IP/any» BBeguTE agpec moaceTy.
range: B roje «IP/any» BBenure nuanason IP-anpecos.

IP/any

Vkaxwute [P-anpec i nuana3on [P-agpecoB, kK KOTOPBIM IPUMEHSETCS 9TO IPABHIIO, THOO
BEIOEPUTE OTHO U3 CIEAYIOIINX 3HAUCHHN:

* any: NpaBUIIO IIPUMEHseTCs He3aBUcHMO oT [P-aipeca.
* anyipv4: mpaBuio npuMeHseTcs 11 aroboro IPv4-aapeca.

* anyipv6: mpaBmiI0 MpUMeHseTcs st mrodoro [Pv6-anpeca.

Port

VYKaXHTE TIOPT, K KOTOPOMY NPUMEHSIETCS IIPABHIIO.
* None: IpaBuIIO He IPUMEHSETCS HH K OJHOMY H3 TIOPTOB.
* Common Configured ports: BeiOepuTe CTaHIapTHEII MOPT.

* Other: yxaxxure HeCTaHAAPTHBIA HOMED MOPTA.

Protocol

YKa)KUTE IIPOTOKOJ, K KOTOPOMY IIPHMEHSIETCSI TPaBHIIO.
* any: 0001 IPOTOKOII.
* tcp: Ucmonb3yeTes JUI HaJJe)KHOM nepenadn HHGOPMAaIMK MEXy TPHIOKEHHIMH.

* udp: ansrepHaruBa npotokony TCP, ucnone3yemas 1t yCKOPEHHS IIepeadn B yCIOBUIX
MEHBIIIEH MTPOMYCKHOM cIoco0HOCTH. XO0Ts B ipoTokosie UDP MeHbIIIe 3a1ep KK, IpOTOKOI
TCP nanexuee.

* icmp: ucnonp3yeTcs A BBIBOJA CBEACHU 00 omMOKax /U yCTpaHEHHs HEIONa oK.

*icmpv6: ncronb3yeTcs I BBIBOAA CBEACHUH 00 OMMOKax Ul YCTpaHEHHS HEITIOIa0K
B IPWIOXKEHUSX, Hcnonbp3ytomux [Pv6-anpeca.

Action

allow: paspeluTh MakeT, COOTBETCTBYIOLUI 3TOMY IIPaBUITY.
discard: OTMEHHUTD AKET, COOTBETCTBYIOIINNA 3TOMY [IPaBUILY.

Log

Ecnu 3T0 npaBuiIo MPUMEHSIETCS K TAKETY, TO HE3aBUCHMO OT TOTO, pa3peIaeTcs K MaKkeT Wil
OJIOKHpYETCsI, B )KypHaI OpaHaMay3pa nobasiseTcs 3amuch. Cu. pasaen « KypHai
Opanamayspay.

PCKOMCH,Z[YCTCH IL06aBI/ITB OJHO U3 CICAYIOIMINX MPaBUJ B KaYCCTBC HUSKOIIPHUOPUTETHOI'O IIpaBrjia B
MOJINTUKY 6paH/:[May3pa:

*  UTOOBI KCIIONIL30BATh OpaHAMAYIp B PEIKUME CIIUCKA pa3pelieHu, T00aBbTe
250 Dest any / Source any / protocol any / discard

*  UTOOBI KCMONIE30BATh OpaHAMAY3P B PEIKUME CIIUCKA OJIOKHPOBOK, T00aBETE
250 Dest any / Source any / protocol any / allow

YpaneHvne nonnTuku:

Beibepute YiaauTs m0JuTHKY, YTOOBI OTKPBITH CTpaHuLy «[loATBEpKICHUE YaaTCHUS.

Haxwmure knonky IlpuvennTs Ui MONTBEp KICHUS yAaJleHUsI BBIOpaHHOTO (paiina OpanaMayspa u3 GaiioBoi

CUCTCMBEI.

MyTb: MyTb: KoHduUrypauma > BesaonacHocTb > BpaHamayap > 3arpy3ka noniMTuKm

3arpy3ka nonuTuky (¢ paciupenneM .fwl) 3 uCToYHMKa, BHEIIIHETO JUIs TAHHOTO YCTPOMCTRA.

MyTb: MyTb: KoHdurypauma > BesonacHocTb > BpaHamayap > NpoBepka

BpemenHoe npuMeHeHHe MpaBril BEIOPaHHOH TOJMTHKY Ha YKa3aHHBIN EPHOI.
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802.1 X KoHcurypaumsa 6esonacHocTu

MyTb: KoHdurypauua > BesonacHocTb > besonacHoctb 802.1 X

MCY GepeT Ha cebs ponb 3anpalunBatoLLEero ycTponcTea B apxutektype EAPoL (Paclumnpsiembiii npoTokon
ayTeHTMdMKauum No NoKanbHOW CeTh), NCNoNb3yemMon Ang ynpasneHns JOCTynoMm K cety no nopty B IEEE

802.1 X. IMCY noppepxmeaeT EAP-TLS kak meTon ayTeHTUMKaLMKN, KOTOPbIA TpebyeT 3arpy3kun Tpex

KIMMEHTCKMNX CEPTUGMKATOB. 3aKpbITbIi KoY XpaHUTCS B 3alumMcpoBaHHOM dhopmaTe. Bbl AOMmKHbI YkasaTb

OEeNCTBUTENbHYI0 NaponbHyo pady, 4ToObl NoNy4nTb JOCTYN K KOHGUrypauumn 6esonacHoctn 802.1 X.

MPUMEYAHUE: MNCY nogaepXvnBaeT TONbKO MeToq ayTeHTudukaumm EAP-TLS.

Beb-nHTepdelic npegnaraet cneayowme BapnaHTel HacTponku EAPOL.

MapameTphbl

OnucaHue

HocTtyn kK EAPoL

Mcnonb3yeTtcs Ans BKIOYEHUS UMK OTKIMIOYEeHNs 4ocTyna K 6e30nacHoCTy
802.1 X.

NMPUMEYAHME: no ymonyaHuto goctyn k 6esonacHoctn 802.1X OTKIOYEH.
[ocTyn MOXXHO BKNMIOYUTL TOFNBKO NPU HANM4YnmM AencTBUTENbHbIX
cepTUUKaToB 1 AEUCTBUTENBHON NaponbHOW bpasbl AN 3aKpbITOro Krtoya.

NpeHTndpukarop
3anpawmvBaroLero
ycTpoucTBa

[Mo3BonsieT 3agaTb COOGCTBEHHBLIM MAEHTUdUKATOP 3anpalLmBatoLLErO
ycTponcTaa (4o 32 CMMBOMOB, BKMoYasa npobensl).

NMPUMEYAHMUE: no ymonyaHuio ngeHTmdumkaTop 3anpawumsaroLero
ycTponcTBa umeeT 3HadeHrne « NMC-Supplicant-xx:Xx:XX:XX:XX:XX»,
rae Habop «xx» ato MAC-ID TCY.

CepTtudumkar LIC

3arpysute/3amennTe unu yganute kopHeson ceptudomkar LIC. MNogaepxrBaemble
dopmarthbl channos: PEM (noyTa ¢ ycoBepLUEeHCTBOBaAHHOM 3aLLmTon Privacy
Enhanced Mail), DER (ocobble npaBuna kogmpoBaHus Distinguished Encoding
Rules) n pacwmpenus cannos .pem, .PEM, .der, n .DER.

CepTtudukar
3aKpbITOro Krroya

3arpysure/3amenunTe unm yaanute 3ampoBaHHbIN 3aKPbITbIA KITHY.
MopaepxnBaemblie hopmartsbl parinos: PEM (nodta ¢ ycoBepLIEHCTBOBAHHOM
3awmTon Privacy Enhanced Mail), DER (ocobble npaBuna kognpoBaHus
Distinguished Encoding Rules) n pacwupenuns dannos .key n .KEY.

MPUMEYAHUE: He3alumdpoBaHHbIe 3aKpbITble KoY HEAOMYCTUMBI.

MaponbHas dpasa
3aKpbITOro Krkya

Ykaxute naponbHyto opasy Ans AemgpoBkn 3ainppoBaHHOIO 3aKpbITOro
kntoya. JlumuT: 64 cumBona Bkrnovas npobenbi.

Monb3oBaTenb-
CKUW/OTKPbITbIN
ceptudmkar

3arpysuTte/3ameHuTe unu yganurte nonb30BaTenbCKUN/OTKPbIThIN cepTudumKar.
MopopepxnBaemble hopmartsl parinos: PEM (nodta ¢ ycoBepLUEHCTBOBAHHOM
3awuTton Privacy Enhanced Mail), DER (ocobble npaBuna kognposaHus
Distinguished Encoding Rules) n pacwupennsa ¢annos .pem, .PEM, .der,

n .DER.
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HacTtpounka napameTpoB: 2

C moMOIIIBIO 3JIEMEHTOB MEHIO0 KOH(OUTYpany MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoOB
UBIT u IICY.

Cwu. caenyromue pas3nensl U pasaen «Hacrpoiika mapametrpos: 1».
*  ««CeTb» B MCHIO KOHPUTYPAILTUNY
*  «MeHI0 yBEJOMIICHUI»
e «Menro «O0mme»»
*  «XKypHanabl B MCHIO KOHPUTYPAITUN

INNPUMEYAHMUE. Hexotopsle mapameTpsl KOHPHUTYpPAaLUU MOXKHO YBUAETh HA 3KpaHe ¢ 0030poM
koH¢uryparmu Configuration Summary (Configuration > Network > Summary).

«CeTb» B MeHIK KOHcurypauumm

OkpaH HacTpoek TCP/IP gnsa IPv4
MyTb: Kondurypauusa > Cetb > TCP/IP > Hactpoiiku IPv4

Jannas QyHKIHS TO3BOMSAET MPOCMOTPETH 000 TeKymuii anpec [Pv4, Macky mosceTs, IUTIO3 MO
ymonmuanuio, MAC-azapec u pexxuM 3arpy3ku miatsl cereBoro ynpasienus (IICY). Huwxknss gacTs skpaHa
WCHOIB3YETCs ISl HACTPOMKHU 3THX MapaMeTPOB, B TOM UUCIIE U s OTKIrodeHus [Pv4.

Wudopmarmro o DHCP u mapamerpax DHCP cM. B cranmaprax u
Mapametp OnucaHue
Pyunoii B stom pazaene MmoxHO ykazaTh ajgpec [Pv4, Macky nopceTy u UI03 O YMOTYAHHUIO.

YerpoiicTBo 3anpammBaet yepes 32-CeKyHIHbIE HHTEPBAIbI CETEBbIE HACTPOHKH y JT000TO 13
cepepoB BOOTP:

* Ecitn oHa monmy4aeT JOMyCTHMBIH OTBET, TO 3aIlyCKAeT CETEBBIE CITYKOBI.

* [Ipu HanmMuKMK paHee 3alaHHBIX CETEBBIX [TAPAMETPOB U IIPH OTCYTCTBUH AOIYCTUMOI'O OTBETa Ha
IISITH 3aIPOCOB (MCXOAHBIN M YETHIPE MMOBTOPHBIX) CUCTEMA MO YMOJIYAHHUIO UCTIONB3YET 3TH
napameTpbl. ITo obecreunBaeT JOCTYITHOCTb YCTpoicTBa, eciu cepsep BOOTP nenocrynen.

* Ecnu ycrpotictBo Haxoaut cepsep BOOTP, Ho HanpaBiieHHBII eMy 3anpoc He cpadaThiBaeT WiIH
3aBepIIaeTCs 0 TalM-ayTy, YCTPOHCTBO MPEKPAIIAET 3alpoC CETEBBIX MapaMeTPOB JI0 TIepe3arrycka.

BOOTP*

YeTpoicTBO 3anpamuBact yepe3 32-CeKyHIHbIC HHTEPBAJIBI CETEBBIC HACTPONKH Y JIF000TO 13
cepsepoB DHCP:
* Ecnu cepBep DHCP Oynet HaiifieH, HO HalpaBJICHHBIN eMy 3apoc HEe CpadaThIBaCT HIIH

3aBCPUIACTCS 11O TaﬁM-ayTy, CHUCTEMaA MPEKPAILIACT 3alPOC CCTEBBIX MAPaAMETPOB A0 I€pe3alycCcka.

DHCP*
* KpoMe Toro, MO>XHO HaCTPOUTh YCTPOMCTBO ¢ IOMOILBIO NapameTpa Tpedosars (aiin cookie,

XapakTepHbI I8 MoCcTaBINKA, YT00bI npuuaAThL agpec DHCP, uto no3BonseT npuHUMarh
BBIJIaBacMble 3HAYECHUsSI U 3aITyCKaTh CETEBBIE CITYXKOBI.

Cwm. paznen «I[Tapamerpsr otBeToB DHCP».

*Kiacc nocrasmuka: APC.
I/IIIGHTH(i)I/IKaTOP KJIMCHTA: MAC-aﬂpec yCTpOﬁCTBa. ECIII/I HU3MCHHUTH 3TO 3HAUYCHHC, HOBOC 3HAYCHHUC HOOJIKHO 6I)IT])

yHuKaasHEIM B JIC.
Knacc mone3oBarerns: Ha3BaHUE MOIYIISI MHUKPOIIPOTPaMMHOTO obectiedeHust; cM. pazaen «[lepenada daitnony.
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9KpaH HacTtpoek TCP/IP ansa IPv6
MyTb: KoHdurypauua > Cetb > TCP/IP > Hactpoiiku IPv6

Jannas (GyHKIMS MO3BOJSET IPOCMOTPETH JII00BIE TeKyIIHe HacTpoiku [Pv6 miaTsl ceTeBoro ynpapieHHs
(IICY). HuxHss 9acTh 3KpaHa UCIIONB3YeTCs A1 HACTPOUKH ITHX apaMeTpOB, B TOM YHCIE U IS
oTkioueHus [Pvo.

MOo’KHO KCTIOIB30BATh PYUHYIO WM aBTOMaTH4ecKyto [P-aapecanuio. MoKHO TakKe 0OJJHOBPEMEHHO
HCIOJIB30BaTh 00€ HacTpoiiku. /g pydHoil agpecannu ( ) yctaHoBuTe (IIaXKOK U BBETUTE
v6 u

YcranoBute (raskok , 4TOOBI CHCTEMa IMoJTydasa MpehUKCH aipecoB OT
MapipyTu3aropa (eciu TakoBoil uMeetcs). Cuctema OyJeT UCIOIb30BaTh YKa3aHHBIC MTPEPUKCHI IS
ABTOMAaTHUYECKON HACTPOUKH anpecoB [Pv6.

Bo3morkHbie popmarbl IPV6 OnucaHue
fe80:0000:0000:0000:0204:61ff:fe9d:f156 nonHas ¢popma [Pv6
f€80:0:0:0:204:611f:fe9d:f156 MPOITYCK Ha4YaIbHBIX HyJeH
fe80:204:611f:fe9d:f156 CBOpaYMBaHUE HECKOJIBKUX HyJICH B :: B ampece IPv6

IPv4 ¢ OTACIbHBIMU YC€TBIPbMA CUMBOJIaMU, OTACIICHHBIMU

£e80:0000:0000:0000:0204:6111:254.157.241.86 .
TOYKOH B KOHIIE

MPOIYCK HadyaJIbHBIX Hyleil, [Pv4 ¢ oTaeIbHBIMH YeThIpbMS
CUMBOJIAMU, OTACICHHBIMU TOYKOH B KOHIIE

£e80:0:0:0:0204:611f:254.157.241.86

C OTJIEJIbHBIMU YETHIPbMS CUMBOJIAMHU, OT/IEJICHHBIMU
TOYKOH B KOHIIE, CBOPaYMBAaHUE HECKOIBKUX HYJEH

fe80:204:6111:254.157.241.86

:1 localhost
fe80: npedukc link-local
2001: 100aBHBIN OJHOAIPECHBIH pedHKC
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Hns CM. CJICIYIOIYIO TaOJuILy.

Pexxum DHCPv6 ana KoHdurypauum IPv6

Mapametp OnucaHue

Korga stoT dhimaxkok ycranosien, DHCPv6 ympasnsetcs draramu
M (Managed Address Configuration Flag) u O (Other Stateful Configuration Flag),
MOJTy9aeMbIMH B COOOIICHMSIX MapiipyTu3aropa [Pvo.

[Mpu mony4enuu coobmienus: Mapiipytusaropa [ICY npoBepsiet, ycTaHOBICHBI Jin (raard «M»
1 «Oy. TICY uHTEpHpeTUpYyeT UX CIASAYIONTUM 00pa3oM:

* Hu onmun oar ne 3agan. O3Hayaer, 4To JOKaJbHASI CETh HE MMeeT HH(PACTPYKTYPBI
DHCPv6. [Tnara ceTeBoro ynpasieHHS UCIIOIB3YET COOOMICHNS MapIIpyTH3aTOpa M PyJHBIC
HACTPOWKH IS TTOTyYEHUs aApecoB, He sBistomuxcs «link-local» (Mcmons3yeMbIx muist
CBSI3H B TIpEENIax OHOTO CETMEHTA CETH), a TAK)XKe IPyTHe HACTPOUKH.

Ynpas.isiembri *3ananbl paaru «M» wam «M» 1 «O». B 3ToM cirydae uMeeTcs moiaHass KOHQUTYpaITis
MapIIpPyTH3aTOP agpeca DHCPv6. DHCPv6 ucnone3yercs uisl IOJIy4€HUS aApEeCcOB U MPOYUX HACTPOEK
koH(UTypanuu. IToT pexum HazbiBaeTcs « DHCPvV6 ¢ coxpaneHueM aipecoBy.

[Mocne monyuenus ¢uiara «M» koupurypaius agpeca DHCPvV6 ocTaeTcs AeHCTBUTEIBHOIMA,
MOKa paccMaTpuBaeMblil HHTepdeic He OyAeT 3aKphIT, AaXKe €CITH MOCIECAYIOIUE TaKeThl
COOOIIEHNI MapIIPyTH3aTopa MOCTYNAl0T 0e3 YCTaHOBIEHHOTO (iara «My.

Ecnu nepeiM Oyznet momydeH ¢uar «O», a 3ateM ¢uar « My, I1aTa ceTeBOro yIpaBiIeHUs
MIPOM3BEAECT MOJHYIO KOH(HUTYPAIUIO aApeca o Mody4YeHHH ¢iara «My.

*3agan ToabKO (harar «O». B 3TOM ciydae miaTa CeTeBOro yrpasieHuUs OTChUIACT MaKeT
DHCPvV6 Info-Request (maker 3anpoca napopmanun). DHCPv6 ncnonp3yercs s
HACTPOMKH «IPYTHX» MapaMeTpoB (Takux Kak Mecromonoxenue DNS-cepsepor), HO HE
JUTS TIOJTY9EeHHS afpecoB. DToT pexkuM HasbiBaeTcst «K DHCPv6 6e3 coxpaHeHus aapecoBy.

Anpec u apyrue DHCPvV6 ucnonbs3yeTcst Ui MOIY4ICHUS apecOB U MPOYUX HACTPOCK KOHGUTYpAIHH. DTOT
CBeleHNs pexxum HasbiBaeTcs «DHCPv6 ¢ coxpaneHneM afipecoBy.

Tonbko cBenennsi, | DHCPv6 ucrionb3yercst Ui HACTPOHKHU «IPYyTUX» NapaMeTpoB (TaKUX KaK MECTOIIOJIOKEHHE
32 HCKJII0YeHHeM DNS-ceprepos), HO HE st noydenus agpecos. Otot peskuM HazbiBaetes «DHCPv6 6e3
ajgpecos COXPAHCHUS aJJPECOBY.

Huxorna DHCPv6 HE ncnonb3yercst sl KaKuX-11u00 HaCTPOESK KOH(DUTYpAITHH.

MapameTtpbl otBeToB DHCP

Kaxnprit nevicreurensreiii orBer DHCP copeprkut mapamerps ¢ Hactpoiikamu TCP/IP, koTopbie HeoOXoanMbl
TICY mist paboThl B ceTH. KaxIblif OTBET Tak¥Ke COASPKUT APYTYI0 MHPOPMAIIUIO, BIUIONIYIO Ha padoTy IICY.
CM. Takxe CTaTbio B 0a3e 3HaHUH.

CBefeHUsi 0 KOHKpeTHOM nocTtaBwumke (napameTtp 43). IICY ucnonb3yeT dTOT mapameTp oTkinka DHCP
JUTSI OTIpeICTICHUS TOCTOBEPHOCTH OTBeTa. JlaHHBIN mapameTp comepkut oTHocsmuecs K APC mapameTpsl B
dhopmare TAG/LEN/DATA, na3zwsiBaembie cookie APC. ITo ymMomgaHuto 3TOT apamMeTp OTKITIOUCH.

* Cookie APC. Tag 1, Len 4, Data «<1APC»
[Tapametp 43 coobmaet IICY, uto cepep DHCP HacTpoeH Ha 00CTyKUBaHUE YCTPOUCTB.

Jlanee B 1mecTHAIIATEpPUYHOM (popMare MpecTaBieH NprUMep HHPOPMAIHH, 3aBUCAIICH OT
TTOCTAaBIUKA, B KOTOPOH copepikarcs aaHHble cookie APC:

TapameTrp 43 = 0x01 0x04 0x31 0x41 0x50 0x43

MapameTpbl TCP/IP. TICY ucnons3yet ans onpeneneHus ceoux Hactpoek TCP/IP cnenyromnie napameTpel,
coaepxanruecs B foctoBepHoM oTkirke DHCP. Bee ykazaHHbIe mapaMeTpsbl, 3a HCKITIIOUEHHEM IIEPBOTO,
onucansl B RFC2132.

» IP-agpec (u3 nond yiaddr otknuka DHCP, onucannoro B RFC2131): [P-anpec, BeinaBaemMblit
cepsepom DHCPIICY.
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*  Macka noaceru (nmapametp 1). Macka noaceTH onpeaessieT 3HaueHre, Heooxoaumoe At padoTsl [ICY
B CCTH.

*  MapmpyTu3aTop, T.. IUTI03 IT0 YMOoT4aHuio (mapametp 3). Axpec 1uiro3a o yMOTIaHHIo,
HeoOXoauMBIH Jutst paboThl [ICY B ceTH.

e  Bpewms Boimaun IP-agpeca (mapametp 51). [IpoMexyTok BpeMeHH, B TeUEHHE KOTOPOTO BBITACTCS
IP-ampec qnsa TICY.

*  Bpewms oonoBaenus, T1 (mapametp 58): Bpems, kotopoe IICY H0DKHA OKUAIATH ITOCTIE BRIIAYH
[P-anpeca nepen TeM, Kak OHa CMOXKET 3aIPOCUTH OOHOBJIEHHE 3TOTO HA3HAYCHMS.

* Bpewms npoasnenus ucnojib3oBanus, T2 (mapamerp 59). Bpems, kotopoe IICY momkHa 0KUAATH
nocie Beiaun [P-anpeca nepen Tem, kak OHa CMOXKET MPOIMTH UCIIOIb30BaHUE alipeca.

Opyrve napameTpsbl. IICY Tarxke HCHOIb3YET CIEAYIONIIE TapaMeTPhl, COIECPIKaINEecs B JOCTOBEPHOM
otkiinke DHCP. Bee ykazanHbIe mTapaMeTphbl, 32 HCKITIOUYEHHEM JBYX MOCIEAHNX, onrcanbl B RFC2132.

* CepgBepsl IPOTOK0JIa ceTeBOro Bpemenu (mapametp 42). Jlo asyx NTP-cepBepoB (iepBUYHBII
(OCHOBHOI1) ¥ BTOPHYHBIN (BCIIOMOTATEIbHEII)), KOTOPBIE MOKET UCITONIE30BaTh [ICY.

*  Cnasur Bpemenu (mapametp 2). Casur Bpemenu nozacetu [ICY 0THOCHTENBHO YHUBEPCAIBLHOTO
kooparHuposanHoro Bpemenu (UTC), 3anaBaeMblii B ceKyHIax.

* CepgBep noMeHHBIX UMeH (mapameTp 6). [lo aAByXx cepBepoB noMeHHBIX nMeH (DNS) (nepBudHsIif 1
BTOPHUYHBII), KOTOPBIE MOXKET UCIIOIb30BaTh [ICY.

*  HMmsa xocra (mapametp 12). ms xocT-y3na, kotopoe ucromnssyet [ICY (MakcuMmanpHast JyinHa — 32
CHMBOJIA).

e HWwmsa nomena (mapametp 15). Ums momeHa, kotopoe ucmonbiyeT IICY (MakcuMmaibHas miunHa — 64
CHMBOJIA).

* Boot File Name (u3 moxs file otkimuka DHCP, onmcarroro 8 RFC2131). [TonHOCTEIO OTpeieneHHbIHN Ty Th
JI0 TIOJIb30BATEIIBCKOTO (paiiyia koHpuryparmu (ini-¢aiina), ucnoys3yeMoro mpu 3arpyske. [Tone siaddr
orBera DHCP onpezensier [P-anpec cepsepa, ¢ kotoporo IICY ocymiecTBiseT 3arpy3Ky ini-thaiina. [Tocne
3arpy3ku [ICY ucrnomb3yer ini-Qaii B KauecTBe 3arpy304HOro (ainiia C 1eblo H3MEHEHHS HACTPOEK.

* TlonHocThio onpenenennoe nms gomena (FQDN, mapametp 81). [lonHoCThIO OnpeieieHHOE UM
nomena [ICYV.

AKkpaH «CKopocTb nopra»
MyTb: KoHdurypaumsa > Cetb > CKkopocTb nopTa
[TapameTp ckopocTH mopTa 3aaeT CKopocTh oOMeHa ganHbIME MopTa Ethernet. Texymmii mapametp
oroOpaxkaeTcs B paszene Texyiias ckopocTh.,
HapaMeTp MOXKHO U3MCHUTB, BBI6paB MEPCKIIIOYATCIIb B PA3ACiIC Clx‘OpOC'l'b mnmopra:

M HpI/I 3HAYCHUM ABTOCOIJIACOBAHME (1'[0 yMOH‘laHI/IIO) CCTCBBIC yCTpOI)'ICTBa OIMpeAC/ISIIOT MAKCUMAJIbHO
BO3MOXHYIO CKOPOCTL I€peaavyu JaHHbIX. Ecmu IIPpU 3TOM CKOPOCTH I€pCAAIN JaHHBIX ABYX YCTPOﬁCTB
HC COBIIAAAroT, oOMeH 6y,Z[CT OCYHICCTBJIATHCA HaA Ooltee HU3KOI CKOPOCTH.

* Moo Tarke Beiopars 10 wmu 100 MOuT/C; i KayKIoro U3 3THX MapaMeTPOB MOXKHO YKa3aTh 3HAUCHUE:
— mnoayrymiekc (epeaavya JaHHBIX TOJBKO B OJTHOM HAIPABJICHUU 3a CIUHUILY BPEMEHU) WITH

—  MOJHBI aymUierc (OJMH KaHaT MOXET UCIIONb30BaThCs ISl MEPEIauu TAaHHBIX cpa3y B IBYX
HaIPaBJICHUSAX ).

NPUMEYAHMUE. VM3MeHUTh MOXHO TOJILKO CKOPOCTH mopTa 10 1000 MouT/c, BHIOpaB OMIIUIO
aBTocoriacoBanus Auto-negotiation.

AkpaH DNS

MyTb: KoHdurypauua > Cetb > DNS > KoHdurypauus
3HaueHus B paznene CocrosHue cIy:k0bI JOMEHHBIX NMEeH 0TOOPaXKaroT TEKYIEe COCTOSHUE U HACTPOWKY.

ITapamerpsl B pasaeine Pyunbie HACTPOiiKu Cirys:K0bI JOMEHHBIX UMEH HCIIONIB3YIOTCS ISl HACTPOUKH
cucteMbl ToMeHHBIX uMeH (DNS):
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BxitoueHue MeHIO MO3BOJISICT YCTAaHOBUTD, YTOOBI TaHHBIE
KOH(UTypaluu OT ApyTUX HCTOYHUKOB, Takux kak DHCP, umenu npuopuTteT nepes BhIMOJTHEHHON B
9TOM pazfelie pyYHOU KOHpHUrypanuei.

VYkaxute aapeca [Pv4 wim IPv6 miist mapametpa Y TIPH HEOOXOMUMOCTH JIS
napaMmerpa . UTOOBI OTIIPABIATH IEKTPOHHYIO TIOYTY ¢ ToMotIsio TICY,
He0o0X0omMMO Kak MUHUMYM yKa3aTh IP-ampec mepBuanoro DNS-cepsepa.

— TICY xnet oTBeTa 10 15 cexkyH oT nepBUYHOro Ui sropuaHoro DNS-cepsepa. Ecnu IICY He
MOJIyYaeT OTBET B YKa3aHHOE BpPeMsl, COOOIIEHUE INEKTPOHHOM MOYTHI HE OyIeT OTIPaBICHO.
Ucnons3yiite DNS-cepBepsl B TOM k€ CeTMeHTe, Tae pacnonoxena I[ICY, Uau B cOCEAHEM
CerMeHTe, HO He B APYTHX yAajeHHbIX cermMeHTax cetd (I'C).

— Tlocne onpenenenns [P-anpecos cepBepoB DNS BEIIOTHUTE HX TPOBEPKY; CM. pasell « IKpaH
mpoBepku DNS».

. [To3BomnseT cuaXpoHM3NpOBaTh HMs Xocta DNS ¢ mmenem TICY.
[lenkuure ceblky «MMs cucTemMbl» ISl ONpeieNIeHNs 3HaYSHUSI.

Ecmm mmst xocta DNS m umst cuctems! [ICY cHHXpOHU3UPOBAHEI, ITMHA IMEHH CHCTEMBI
OTpaHUYCHA OTPECICHHBIM KOJTHIECTBOM CHMBOJIOB B 3aBUCUMOCTH oT DNS RFC. Ecmu
OHU HE CHHXPOHH3UPOBAHEI, UMSI CUCTEMbI MOXKET COJIEPIKATh 10 255 CHMBOJIOB.

. Ilocne 3aganus 31€ch UIMEHHU XOCT-Yy3J1a M YKa3aHUS JOMEHHOTO HMEHH B I10JIe
, TOJIb30BATENIb MOXKET YKa3bIBaTh UMsI XOCT-y311a B Jr000M nosie uatepdeiica IICY (kpome
alpecoB MEKTPOHHOM MOYTHI), KOTOPBIE PAa0OTAIOT C JOMEHHBIM HMECHEM.

. Ans untepeiica IICY B aToM paszaene noTpedyeTcs yKa3arh TOIbKO HMS
nomeHa. Bo Bcex ocTtanbHbIX NOssX uHTEpdeiica nomp3osaress [ICY (kpome nonei aapecos
3NEKTPOHHOMN IOYTHI), PA0OTAIOIIUX C JOMEHHBIMU UMEHAMH, I1J1aTa CETEBOI0 YIPaBICHHUS I10
YMOJIYaHUIO 100aBUT JaHHOE JOMEHHOE UM, €CIH OyAeT BBEJEHO TOJIBKO UM XOCT-y3J1a.

— Yr00BI IIEPEOIPENEINUTD PACIIUPEHUE YKA3aHHOIO UMEHH XOCTa IOCPEICTBOM no0aBIeHUS
MMEHH JOMEHa, 3aJ[aiiTe B M0JIe UMEHHU JJOMEHA 3HaYeHHUE M0 YMOTYaHUI0 somedomain.com
wuiu 3HaueHue 0.0.0.0.

— YT0OBI N3MEHHUTD PACIIUPEHUE KOHKPENHO20 UIMEHU XOCT-y371a (HarpuMmep, MpH onpeaeicHIN
TOJTy9aTelisi PephIBaHMUI ), TOCTaBbTE KOHEUHYFO TOUKY. [ICY pacro3HaeT UMS XOCT-y3J1a ¢ TOUKOMH
(HanpuMmep, mySnmpServer . ) Kak MOJTHOIICHHOE IOMEHHOE UM 1 He TOOABIIIET JOMEHHOE MM

. Ykaxxute nomeHHoe uMms [Pvo.

AkpaH npoBepku DNS

MyTb: Kondurypauusa > Cetb > DNS > TecTupoBaHue

JlarHas GyHKIHS HCIIOIB3YeTCs T OTIpaBky 3ampoca DNS, koTopelii mposepsieT HacTpoiiky DNS-cepBepa mytem
rorcka 1o IP-ampecy. Iporemypy HaCTpOHKH CEPBEPOB CM. B BBIIICTIPUBEICHHOM pazzeine « IkpaH DNSy.

[IpocMoTpuTe pe3ynbTaTsl MPOBEPKHU B TIONE

Jlna mapametpa YKKUTE METOT HICTIONTB30BaHM 3arpocoB DNS; cM. citemyroly o TabmITy.
B nosne YKaXUTE 3HAUCHUE, KOTOPOE OyIeT UCIIOIL30BaThCS JIJIsT BRIOPAHHOTO THTIA
3arpoca B COOTBETCTBUU C IAHHBIMHU TaOJHIIBI.

Bbi6paHHbIii TN 3anpoca Ucnonb3yemblii 3anpoc

10 XOCTY Nwms xocta, URL

110 MOJTHOMY TOMEHHOMY ITommoE JOMCHHOC UM BHIA

HUMEHH MOV _CepBep .MOM HOMEH.COom

no IP-aapecy IP-anpec cepsepa

no MX Anpec Mail Exchange
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AKpaH Beb-gocTyna
MyTb: Kondurypauusa > Cetb > WWW > [locTyn

JlanHast pyHKIMS UCTIONB3YeTCS sl HACTPOWKU METo/a A0CTyma K BeO-unTepdeiicy. (st akTuBanuu 006X
W3MEHEHUH, BBIMOJIHEHHBIX B 3TOM paszzene, motpedyetcs nepesarpy3uts [ICY. Cum. pasznen ««CeTb» B MEHIO
ympaBieHus» Ha cTp. 18.)

C momMompio (raxXkoB « BKIFOUMTEY MOKHO BKJTFOUUTH JJOCTYTI K HHTEpdelicy Tonb3oBaress 1o npotokory HTTP
mwm HTTPS (v o o6oum mpotokosiam). I[Iporoxonm HTTP otkimroden mo ymonmdanuio, a mpotokoi HTTPS
BKJIFOUEH 1o ymomrdanuto. [Iporokon HTTP He BeimonHseT mudpoBanue.

HTTPS rtaxxe BeimonusieT ayreHTH(UKanuto [ICY ¢ momormpio nudpoBoro ceprudukara. Onucanue
Pa3INYHBIX CIIOCOOOB MCIONB30BaHUs IM(PPOBBIX cepTUHHUKATOB CM. B paszaeie «Co3aaHue U yCTaHOBKa
IUQPPOBBIX CEPTUHUKATOBY B Ha .

JIJis TOTIOTHUTENBHOM 0€30TTIaCHOCTH TS TapaMeTpa MOPThI MOXKHO U3MEHUTH 3HaUCHHE, YKa3aB JIF000H
HEHCITONIb3yeMbIi TTopT B quana3one 5000-32768. HeoO6xonnMo HCIIONh30BaTh ABOCTOUHE (:) B aIpeCHOM TI0JIe
Opay3sepa [t yka3zaHus Homepa mopra. Hampumep, st Homepa ropra 5000 u [P-agpeca 152.214.12.114:

http(s)://152.214.12.114:5000

Beb6-akpaH cepTudumnkarta SSL
MyTb: KoHdurypauua > Cetb > WWW > SSL-ceptudumkar
Jobaenenue, 3aMeHa u yganenue cepruukaros 6e3onacnoctu. SSL (Secure Socket Layer) — 3To npoTtoko,
UCTIONIb3yeMBIH T K(POBaHUs JaHHBIX, IepeaBaeMbIX MEXAY Opay3epoM U BeO-cepBepoM.
MoryT ncronb30BaThCs CleAyIOIue 3HadeHus mapamerpa Coctosinmne:

e Toauwiii ceprudgurar. Ilnaroi ceTreBoro ynpasieHus ObUT yCTAaHOBIEH WM CO30aH ACHCTBUTEIbHBIN
ceprudukar. LI{enKHUTE 3Ty CCBIIKY, YTOOBI yBUIAECTH COAEPKUMOE CepTU(HKATA.

e Ceprudurar ne ycranopien. Ceprudukar He ycTaHoBIeH win 011 ycraHoBieH FTP niu SCP B
HenpaBuIbHOM MecTe. C TOMOIIBI0 KOMaHb! /[00aBuTh 1in 3aMeHnnTs (haiis ceprudurara
YCTaHOBHTE CepTU(HKAT B HaJIexkaiee MecTo: /ssl Ha TICY.

e Coznanne. [Inara ceTeBoro ymnpasieHus cO31aeT CEpTHU(PUKAT, TOCKOIbKY He 00HApYKEeH
JEeUCTBYIOIIUI cepTU(HKAT.
* 3arpyska. BeimonHseTcs akTuBaLus cepTu(HKaTa Ha IJIaTe CETEBOTrO YIPaBICHHUS.
Ecnu 6vin ycmanoenen nedeticmeumenvHulil cepmughuxam iy cepmu@uram He Obli 3a2pyiHceH npu
exmouennom SSL, niama cemesozo ynpaenenus cozoaem cepmupuram no YMOIUaHuio, 3mom
npoyecc Modicem 6bi36ambv 3A0ePAHCKY 0Opawjenus Kk unmepgheiicy npumMepHo Ha 00HY MUHYMY.
Ceptuduxar 1o yMoI4aHHIO MOKHO UCIIOJIB30BaTh /ISl 00eCIICYEHHUsI OCHOBHBIX (DYHKLIMI

0e30MacHOCTH IIyTeM IHI/ICI)pOBaHI/IH JAaHHBIX, HO IIPpHU 3TOM IIpU BXOAC B CUCTCMY 6y)_IeT BBIBOAUTHECA
MNpEeaAYyIpPEeKACHUC O 0e30MacHOCTH.

JlobasuTe nin 3aMeHuTs (haiin ceprudukara. Hainure daiin ceprudukara, CO3AaHHBIA ¢ TOMOIIBIO
MacTepa OezonacHocTH. 111 BEIOOpa MeTo/1a HCIIONIb30BaHus IU(POBBIX CepPTU(HUKATOB, CO3JAaHHBIX
MacTepoM 0e30macHOCTH WK creHepupoBaHHBIX TICY, cM. pasmen «Co3nanne U ycTaHOBKA IMTH(DPOBBIX
cepTudUKaToB» B Ha .

YnannTh. Yoanenue cepTudukara. CM. TaKKe TEKCT Ha DKpaHe.

AKpaH KoOHconun

MyTb: Kondurypauusa > Cetb > KoHconb > [loctyn

MyTtb: Kondwmrypaumsa > Cetb > KoHconb > Kntoy xocta SSH
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Hoctyn k koHconwu. J{ns o6HoBeHUs: Mukponporpammbl MBI moTpebyercst BKIIOUUTH JOCTYIT K KOHCOIH;
cMm. pasaen «KnueHTsl ceteBoro BeikitoueHuss PowerChutey». JIocTyn K KOHCOJIH TIO3BOJISIET UCTIONIE30BATh
nHTepdeiic KOMaHIHOW CTPOKH.

C nomompio GraxkoB «BKIIOYNTE» MOXXHO BKIIIOUUTh AOCTYI K HHTEP(ENHCY KOMaHAHOW CTPOKH IO
MIPOTOKOITY WITH (wu o o6oum npotokoiam). [Iporokon Telnet oTkiIrOUEH IO yMOTYAaHUIO, A
nporokon SSH BkiroueHn no ymonuanuto. Telnet He mudpyeT nMeHa MoJIb30BaTENeH, TAPOIH U JAHHBIE BO
BpeMsI Tiepesiaun, a mpotokos SSH BeimonHseT mudpoBaHue.

[Mpumeuanne. IIpu Bkmouennn SSH Bkmougaetcs Takxe SCP (SeCure CoPy) ana 3amuiieHHoi nepenaan
¢atnos. JJomonauTensuyro nHGopMarmio 06 ucrons3oBannu SCP cM. B pasnene «Ilepenaua daiiinony.

Jnis mapamMeTpa mopThI, KOTOPKIH OyIeT NCTOIb30BaThCs Ist cBsi3u ¢ [ICY, MOXKHO MPUCBOUTH OO0
cBOOOHBIHN MOpPT B Anana3zone 5000—32768 mis obecriedeHus JOTOTHUTEIFHON 3aIlUTHI.

. Ilo ymomyanuto umeet 3HaueHue 23. 111 onpeneneHus nopra, He 3aJaHHOTO [0 YMOTYaHHUIO,
HEOOXOIMMO HCTIOIB30BaTh IBOETOUHE (:) MITH MPo0eJ, Kak TpeOyeT Toro KIMeHTcKas nporpamma Telnet.

Hampumep, mis mopra 5000 u [P-aapeca 152.214.12.114 xnuenTckas nmporpamma Telnet Tpedyer
WICTIOJIH30BAHUS OJHON M3 CIIEAYIONINX KOMaH]I:

telnet 152.214.12.114:5000 wuau telnet 152.214.12.114 5000

. I[To ymomuanuto umeet 3HadeHue 22. GopMaT KOMaHIHON CTPOKH, HEOOXOMUMBIH ISt

3alaHUs HE HCHOJII)3yeMOFO 10 YMOH‘IaHI/IIO nopTa, HpI/IBeIIeH B I[OKYMGHTaHI/II/I HpOI'paMMLI-KJ]I/IeHTa
SSH. Cwm. taxxke «Kirou xocrta SSH» manee.

Kntou xocta SSH. [Ipu ucnonszosanuu npotokona SSH (Secure Shell Protocol) st qoctymna x KoHCONMH
MOXXHO JT0OABIISITh, 3aMCHSTh HJIH YIAISATh KII04 XocTa Ha skpaHe «Kirou xocta SSLy.

YKa3bIBAET, SBIAETCS JIM KITFOY XOCTa (CEKPETHBIN KITF0Y) NEHCTBUTENHFHBIM. MoOTyT
WCTIOJIh30BAThCS CIEAYIONINEe 3HaueHUs mapamerpa « CoCTOSHUE):

° . OTCYTCTBYIOT HMCIIOJIB3YyEMbIC KIIFOUH XOCTA.

. Ilmara ceTeBOrO ympaBiIeHUs CO3AaET KIIFOY XOCTa, IIOCKOJIBKY He OBLIO HaiiIeHO HU OJJHOTO
JIEHCTBYIOIIIETO KJIFOYA.

M . BEITTOTHSIE TCS aKTHBALKS KITFOYa XOCTa Ha IJIaTe CETEBOrO YIOpaBJICHUS.

. OiH U3 CIemyIONTNX JOIMYCTUMBIX KITFOUEeH X0CTa HaXOAUTCS B Kararore /ssh
(pexoMeHTyeMOe MeCTONIOJIOKEHNE Ha TIaTe CETEBOTO YIPABICHHU):

— 1024- wnn 2048-pa3psaAHbIN KITI0Y XOCTa, CO3aHHBIA MacTepoM HaCTPOHKH OE30M1acHOCTH

— 2048-pa3psanubiii kiarod xocta RSA, co3aHHbIHN M1aTOM ceTeBOro ynpaBieHusl.

. 3arpy3ute ¢aiii Kioda XocTa, CO3IaHHOTO MacTePOM HACTPOHKHU
Oe3omacHocTH. MHpopMaiuio 00 UCOb30BaHUH MacTepa 0e30I1aCHOCTH CM. B PYKOBOJICTBE IO O€30MaCHOCTH Ha

. UToOBI UCIOIB30BaTh BHEITHUH KITIOU XO0CTa, 3arpys3uTe €ro rnepea BKIIOUCHUEM (CM. pasaei
«HOCTyH K KOHCOJIN» BI:IIJ_IC).

Ipumeuanue. UtoObI COKpaTUTh BpeMsi, He0OXonuMoe JUTd BKItoueHnss SSH, coznaiite u 3arpy3uTe KIirod
xocTa 3abaroBpeMeHHo. Ecau sexmouums SSH, He 3aepy3us Koy Xxocma, niama cemesoeo ynpaeieHus.
nOMpAmMum npUMepHo MUHYmy 0718 co30anus Kawoua, a cepsep SSH 6yoem 6 smo epems nedocmynen.

. y,[[aJ'ICHI/IC Kiroda xocta. CM. Tak)Ke TEKCT Ha OKpaHe.

Ut0o06851 ucmonb3oBath SSH, HE00X0MUMO UMETh YCTAaHOBICHHBIN KiIueHT SSH. BonbImmiuHCTBO
mwiargopm Linux u UNIX umMeror B cBoeM cocTaBe KiueHT SSH, HO B OIepalnoOHHBIX CUCTEMaX
Microsoft Windows oH otcyTcTByeT (3a uckiroueHuem Windows 10). JlocTynHbI KJIMEHTCKHE
nporpaMmMbl Windows pa3miHbIX pa3padoTurKoB, HarnpumMep nporpamma PuTTY, noctymnHas mo
aapecy
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AKpaHbl SNMP

[onnepxxka SNMP vl u v3 He BKIIIOYEHA B TOTOBYIO (PYHKIIMOHATBLHOCTD. be3 JHieH3un cepBUChHI
EcoStruxure OynyT oOHapyKuBaTh TOJIBKO Ballle yCTPOMCTBO; OHU HE MOT'YT OKa3aTh ITOJIHYIO
noanepxky. st momHo# uaTerpanun EcoStruxure npuodperute nunen3uto Standard wim
Premium, xotopas Brirodaet nogaepxxky SNMP. Cum. pazgen «JlumeH3usy.

Bce numena, maposiu u nmena coo6bmiects 1t SNMP niepenarorcs o ceTu B BHUJIe 00BIYHOTO TekcTa. Ecim ceTp
TpeOyeT BBICOKYIO CTENeHb 0e30MmacHOCTH M ppoBanus, oTkIrounTe foctyn SNMP unu yctaHoBuTe 17t
Ka)XIOTO U3 COOOIIECTB MpaBa JocTyna Ha uyTeHue. (CooOIecTBo ¢ TOCTYIIOM Ha YTEHHE MOXKET IOTyJaTh
MH(POPMAIIHIO O CTAaTyCe U UCIIONIB30BaTh NMpepbiBaHus SNMP).

[Ipu ucnonrszoBanuu cpeactsa StruxureWare Data Center Expert nns ynpasnenust UBII B oTkprITOil ceTu
cuctemsbl Struxure Ware reobxooumo Brimrounte SNMPv1 i SNMPv3 B uatepdeiice IICY. JocTym Ha
YTEHHE MO3BOJISIET yCTPoicTBY Struxure Ware nomydars npepsiBanus ot [ICY, a JOCTyN Ha 3aITUCh HEOOXOAUM
npu pabote ¢ uaTepdeiicom nonszosarens [ICY mis ucnonszoBanus ycrpoiicta StruxureWare B kadecTBe
HOJTy4aTessl IpephIBaHUH.

JIOoNIOTHUTETbHY IO HHPOPMAIIHIO 110 YIIPABICHUIO 0€30MTaCHOCTHIO CHCTEMEBI CM. B
Ha

SNMPv1.

MyTb: KoHdurypauua > Cetb > SNMPv1 > loctyn n KoHTponb goctyna

[TapameTtp KCIIONIb3YETCS I BKIIOUEHUs WiK BeikioueHuss SNMP Bepcuu 1 kak Metona
B3auMoaerctus ¢ IICY.

[To ymomuanuio SNMPv1 orkimoder. HeoOxonuMo onpeaennTs UMs COO0IIecTBa
IO TOTO, KaK OyJeT YCTaHOBIJIEHA CBA3h C MpoTOKojoM SNMPv1.

Ucnonr3oBanne SNMPv2c nmonaepxupaercs ¢ momonibio GyHkiuit SNMPv1.

KoHTponb gocTyna. MoXHO HACTPOHTH 0 YETHIPEX 3alKcell KOHTPOJIA NOCTYTIa, YTOOBI ONPEeenTh, Kakas u3
ceTeBbIX cucteM ynpasienust (NMS) umeet goctyn k [ICY. [nst penakTHpoBaHus MISIKHATE UMsI COOOIIECTBA.

[No ymoIr4anuto ofiHa 3aIMCh HA3HAYASTCS Ha KaXK/I0€ U3 YEThIPEX AOCTYIMHBIX coobiecte SNMPv1. Bel moxere
M3MEHSTB 3TH HACTPOHKH, YTOOBI IPUMEHHUTD D0/iee 00OHOU 3anuck 0is 1106020 cooduiecmed, sl TpeaoCTaBICHIS
JIOCTYyTIa TT0 HECKOJIFKUM OTIpeIeNIeHHbIM anipecaM [Pv4 u IPv6, nmenam xocToB win Mackam [P-agpecos.

+ Ilo ymomuanuto coobmmectBo umeet noctyn k [ICY u3 moboro Mecra B ceTH.

» Ilpu HacTpoliKe HECKONBKIX 3allCeH YIPaBICHUS JOCTYIIOM I COOOIIECTBA C TFOOBIM HMEHEM 3TO
3HAYUT, YTO OJTHO WJIK HECKOJIKO COOOIECTB UMEET JOCTYII K yCTPOMCTBY.

. Nms1, xoTopoe cucrema ynpaenenns cetsio (Network Management Station — NMS)
JIOJDKHA MICTIONTB30BATh IS JOCTYTIa K coobmecTBy. MakcumanbHas amuHa — 16 cumBonoB B popmare ASCIL.

. Anpec IPv4 unu [Pv6, macka [P-angpeca unm ums XoCcT-y371a, KOTOPBIA
ynpasisiet qoctyrnom cucteM NMS. ms xoct-y3na winu onpeneneHusiii [P-agpec (rampumep, 149.225.12.1)
OTKpBIBAET AOCTYN TOJbKO cucteme NMS B nanHoMm cermente cetu. [P-anpeca, conepxaiue 255,
OTPaHMYMBAIOT JOCTYII CJIEAYIOIUM 00pa3oM:

e 149.225.12. : noctynn NMS Ttonbko B cermente 149.225.12.
o 149.225. : toctynn NMS Tonbko B cermente 149.225.
e 149. : noctynn NMS Tonbko B cermMenTe 149.

* 0.0.0.0 (HacTpOIKH 0 YMOJYAHHUIO), KOTOPhIC MOTYT OBITh TAKXKE NIPEACTABIICHBI B BUJIC
255.255.255.255: nocryn nro60oi cuctembl NMS B m1000M cerMeHTe.
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. le#icTBUS, KOTOpBIE MOXKET BBIMOIHATH NMS B cooOIIeCTBE.

. . Tonbko onepauuu GET, B mo6oe Bpems.

. . [Tomyuars (GET) B mo0oe Bpems u pasmemnath (SET) urdopmartuto, eciu npyrue
MOJIB30BaTeNX He padoTaroT B HHTepdeiice oNb30BaTels Wik B nHTepdelice KOMaHTHON CTPOKH.

. . Homyuars (GET) u pazmemars (SET) undopmanuto B modoe Bpemsi.

. . 3anpemeno nony4ars (GET) u pasmemars (SET) undopmariuio B moboe Bpems.
SNMPv3.

MyTb: KoHdurypauua > Cetb > SNMPv3 > [loctyn, NMpocdunu nonb3oBatenen n KoHTponb
gocTtyna

s 3anpocoB GET u SET u monyuareneii npepbiBanuii B SNMPV3 nipu naeHTHGUKAINE TOTb30BaTEIeH
MCTIOJIB3YyeTCs cucTeMa npoduien moms3oBareneid. [lonp3osarens SNMPv3 nomkeHn umets mpohuib
TI0JIB30BAaTENs, Ha3HAUYEHHBIN B mporpamme MIB miis Bemmonmaenus oneparuit GET/SET, mpocmorpa MIB u
MOJTyYEeHHsI TPePhIBAHUM.
o ymomgyanunto mpotokon SNMPv3 orkimtodeH. Heo6xomqumo akTHBUPOBATh AEHCTBUTENBHBIH
npoQHIb MOJIB30BATENS, UCTIONB3YS MaposbHbIE (Ppassl (
) 1o Toro, Kak OyZeT yCTaHOBJICHA CBSI3b ¢ poTokKoiioM SNMPv3.

s ucnionb3oBanust SNMPv3 HeoOxoaumo umeTth porpammy MIB ¢ nognepsxkoit SNMPv3.

[ICY nonnepxxupaet ayrentudukammio SHA nmu MDS, a Takke 3ammury ¢ momombio AES wmn
DES (mmdpoBanue).

[ICY nonnepxusaet ayreHtudukanuo SHA nimu MDS, a takke mudposanue AES win DES.

[TapameTp Bximounts moctym k SNMPv3 mo3BosiseT HCIIOML30BaTh TaHHBINH METO
B3aUMOJICHCTBUSA C YyCTPOHCTBOM.

Mpodunu nonb3oBaTtenen. 1o ymoruanuio 0ToOpakaeT CHUCOK HACTPOEK JUTSI YETHIPEX
npoduIel oIb30BaTeNIeH ¢ UMEHAMH OT pite} , HE UCTIOJIb3YIOIIUX
ayTeHTU(UKAIIAIO U 3auTy (MmudpoBannue). YToOb H3MEHUTH CISAYIOMINE HACTPOUKH ITOTH30BATEITHECKOTO
pohWITst, METKHUTE UM TTOTH30BATENS B YKA3aHHOM CITHCKE.

. . Unentudukarop npodumsa noms3oBatenss. SNMP Bepcun 3 orobpaxkaet
¢ynakuun GET, SET u oGecrieunBaeT 3aXBaT B OJIB30BATEIBCKUH MPOGHIH ITyTEM COTIOCTABIICHHUS
WMEHH TI0JIb30BaTellst MPo(WIISL C UMEHEM TO0JIb30BaTeNs B IEPeaBacMOM IMakeTe JaHHbIX. MMs
TTOJIB30BATENS MOXKET comepkarh 10 32 cumBoioB ASCII.

. . @®paza u3 15-32 cumBomnoB ASCII, poBepsitoIas B3anMoeHCTBIE
cucremMbl NMS c¢ ycrpoiictBom 1o ipotokorry SNMPv3, nomkHa ObITh ycTaHoBeHa B cucteme NMS. Ona
TaKke MPOBEPSIET, YTOOBI COOOITICHIE HE MEHSIIOCHh BO BpeMsI IIepe/Iain, a TAKXKE CBSI3b C COOOIICHIEM
MEPUOANYCSCKH MOICPKUBAIIACH. ITO TMO3BOJISET Y3HATh, UTO COOOIIICHUE HE 3a/ISPIKaHO U HE ObLIO
CKOITPOBAHO U TIOBTOPHO OTIIPABJICHO B HECOOTBETCTBYIOIIIEE BPEMSL.

. . ®paza u3 15-32 cumBonos ASCII, kotopast obecrieynuBaeT
KOHGHUACHITNAIBHOCTD JaHHBIX, OTIPABIAEMBIX cucTeMoit NMS Ha 1aHHOE yCTPONCTBO UITH
MIPUHUMAEMBIX OT JaHHOTO ycTpoiicTBa uepe3 SNMPv3.

. . [Iporokon SNMPv3, nognepkusaroniumii ayrentudukanuo SHA u
MDS. JomxHO OBITH BEIOPAHO OTHO M3 STHX 3HAYCHUH.

. . [Iporoxon SNMPv3, nogaepxuBaroiuii B KaueCTBE MPOTOKOJIOB
muQpoBanus U AemnpoBanus JaHHBIX TpoTokonbl AES n DES. Heo6xonuMo ncmonb30BaTh Kak
MIPOTOKOJ KOH(UACHINATBFHOCTH, TaK U HapoiIb KOH(MHUAECHINATIBHOCTH, B IPOTUBHOM CIIydae 3alpoc
SNMP ne Oynet 3ammdposaHs.

OnHako Henb3s BBIOpaTh MPOTOKOJ KOH(DHUACHIINATBHOCTH, €CJIM HE BBIOPaH MPOTOKOI
ayTeHTH(UKALIH.

KoHTponb gocTtyna. MoxHO HACTPOUTB JIO YETBIPEX 3aIHCEH KOHTPOJIS JOCTYIIA, YTOOBI ONPEIEITUTh, KaKas U3
ceTeBBIX cucteM yrpasieHus (NMS) mveer goctym k [ICY. Jlns pemakTipoBaHus MEITKHATE UMS TI0JTE30BATEIIA.
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[o ymonmuaHuIO OJTHA 3alIMCh HA3HAYACTCS HA KAXIBIN U3 YeThIpEX Mpoduiei monp3oBareieii. Ber Moxere
WU3MEHSTD 3TH HACTPOUKH, YTOOBI IPUMEHHTE O0/1ee 00HOU 3anuUcu 0Jisk RPOQUa NOIbL308amens, Iis
MIPEeOCTABICHUSI JOCTYTIAa IO HECKOJIBKUM oOTpeneieHHbIM [P-anpecam, mmMeHaM XocToB uin Mackam [P-anpecos.

« TIlo YMOIYAaHHUIO BCE CUCTCMbL NMS, HCTIOJIB3YIOIIUE 3TOT HpO(I)I/IJ'H), HUMCIOT JOCTYII K 3TOMY YCTPOI\/'ICTBy.

M HpI/I HaCTpOﬁKe HECKOJIBKHUX 3aIliCcei YIipaBJICHUA JOCTYIIOM IJId OAHOTO HpO(I)I/IJI}I TI0JIB30BaTECJIA 3TO
3HAYUT, YTO OAMH WJIN HECKOJILKO APYTUX HpO(I)I/IIIGI\/'I MOJIb30BaTesIeh JAOJIZKHBI UMCTh JOCTYII K yCTpOﬁCTBy

. B packpeIBaromemes ciicke BeIOEpUTE MPOQHIIB TOIB30BATENS], Al KOTOPOTo OyAeT
NpYMEHeHa JaHHas 3alych YIpaBleHus JO0CTyHnoM. [l BeIOOpa TOCTYITHBI YeThIPEe MIMEHH MTOJIb30BaTEes,
HACTPOEHHBIX ¢ moMoibio pynkuuu «IIpodunm nons3oBareneii».

. IP-agpec, Macka IP-agpeca uinu uMs XOCT-y3J1a, KOTOPBIM yIIPABIILET JOCTYIIOM
NMS. Nms xocT-y3na unu onpeneneHnslii [P-aapec (Hampumep, 149.225.12.1) oTKpBIBaeT ZOCTYH TOIBKO
cucreMe NMS B nanHom cermente cetu. Macka IP-aznpeca, kotopast conepxut uncio 255, orpaHu4HuBaeT
JOCTYII CIEAYIOIUM 00pa3oM:

* 149.225.12.255: noctyn NMS toneko B cermente 149.225.12.
e 149.225. : noctynn NMS Ttonbko B cermente 149.225.
* 149. : moctyrmt NMS Tonbko B cerMeHTe 149.

e 0.0.0.0 (HacTpOWKH IO YMOTIAHHIO ), KOTOPHIE MOTYT OBITh TAK)XKE MPEICTABICHEI B BUIC
255.255.255.255: noctyn mo0boit cucremsl NMS B 11000M cerMeHTe.

AkpaHbl Modbus

Jns mocTyma K 3TUM dKpaHaM TpeOyercs nunensus Premium. Cm. pazgen «JIlunenzus».

HUcnone3syiite napamerpsl Modbus, uto6b1 HactpouTs [ICY Ha ucnonbp3oBaHue npotokona Modbus ams
MOJIKJTFOUEHHS CUCTEMBI JUCIIETUePU3AIMK HHXEeHEPHOTO 00opyaoBanus (Building Management System —
BMS). [Tnater IICY AP9544 u AP9547 nonnepxusatot mpotokosr Modbus TCP.

JomomHuTensHy0 nHpopManuoo 06 ncnoiap3oBannu nporokona Modbus wa [ICY, cm. B
Hononnumenvroii dokymenmayuu no npomoxony Modbus u Kapmax pecucmpos npomorxona
Modbus, xoTopble TOCTYITHEI Ha

Modbus TCP.
MyTb: Kondurypauua > Cetb > Modbus > TCP

1. IMapametp WCIIOJNIL3YETCS JUIsl BKIFOUCHHUS MITH BhIKITIoUeHHs mpoTtokona Modbus TCP kak
MeToa B3aumozencTsus ¢ IICY.

2. 3apnaiite HOMED st coequHerus: TCP. MoxHo ycTaHOBUTH 3HaUueHue 502 (10 yMOTYaHUIO) WK
3Hadenue ot 5000 no 32768.

3. llenxaure «lIpumMeHUTEY», YTOOBI COXPaHUTH U3MEHEHUSI.

Mnata ceTeBoro ynpaBneHusa ans 1-cpasHbix u 3-pasHbix UM Easy. PykoBoacTBo nonb3oBaTtens 51


http://www.apc.com
APC

AkpaH BACnet

Jns noctyma K 3ToMy 3KpaHy TpeOyetcs auuensust Premium. Cu. paspen «JIuuen3usy».

Hcnonp3ytite mapamerpbl BACnet, uro6s! HacTpouTs [ICY Ha ncnons3oBanne mpotokoira BACnet mis
npenocTabnenus nanHbx 00 UBII cucteme aBTOMaTH3MPOBAHHOTO YIPABICHUS 3JAHACM.

JlommomaAUTENBHEBIC CBeNeHU 0 Toukax AaHHbIX MBI, nmpemocTtaBisemsix mocpeacteom BACnet,
cM. B tokymMeHTax BACnet Application Maps (Kaptsr peanuzanun BACnet) Ha Be6-caiite APC

Kondurypauuss BACnet

IMapamerp

Onucanne

Hoctyn

YcranoBute 3TOT QriaXkok, 9To0bI BKIIOUNTHF BACnet. B nmpotuBHOM citydae k [ICY
Henb3s Oynet oopatuthes yepe3 BACnet. [To ymomuannto BACnet oTkITIO9€EH.
MMPUMEYAHMHME. HeBo3MOXHO aKTUBHPOBATh MPOTOKOI BACnet, moka He yCTaHOBIIEH
TIapoJIb IS yIIpaBJIeHHs CBA3bI0 ¢ ycTpoiictBoM Device Communication Control
Password.

ID ycrpoiicTBa

VHUKaNBHBIN HACHTUDUKATOP I yeTporicTBa BACnet, HCITOMB3yeMBIi T 0OpaIieHus
K HeMy. [lonyctumsiil auanazon: 0—4194303.

HNms yerpoiicTBa

Wwmst mannoro ycrpoiictBa BACnet, koTopoe JO/KHO OBITh YHUKAIBHBIM B PAMKax CETH
BAChet. ITo ymormuaHHIO /1151 yCTPOKHCTBa UCIONB3yeTcst nMs B hopmare «BACn-+mocnenHne
BoceMb Iudp MAC-anpeca [ICY». MunnMansHas jmiHa paBHa 1 CMMBOITY, MAKCUMaJTbHAs —
150, mpu 3TOM pazpelIeHo UCIOIb30BaTh CIEUATbHBIE CUMBOJIBL.

CeTeBoii MPOTOKOJ

Bri6epuTe HyKHBIH TIPOTOKOI:
*  BACnet/IP

Bpems oxknganus
APDU

Cpok B MIJITHCEKYH1aX, B TedeHne kotoporo [ICY oxumaeT orBeT Ha 3anmpoc BACnet.
Jomyctumeriii auanazon: 1000-30000. Crangaptaoe 3Ha9eHne — 6000.

IloBTOpHBIE MONBITKH
APDU

Uncno NOBTOPHBIX MONBITOK BRIMOMHUTS 3anpoc BACnet, npennpranmaemsix IICY, npexne
4eM 3arpoc OyaeT npepsad. JomyctumMerit nuanason: 1-10. CrangaprHOe 3HadeHIe — 3.

Cayx6a Device Communication Control ucrnonb3yercst kiaueHTroM BACnet, uTo0b! nath
KOMaHJy yIaJIeHHOMY ycTpoiicTBy (Hampumep, [ICY ¢ mogaepxkoit BACnet)
MIPEeKPaTUTh OTNPaBIATh 3anpockl APDU unn orBedaTh Ha HUX (KpOME OTHOCSIIUXCS K
ciryx6e Device Communication Control) B TeueHHe 3aJaHHOTO IeproAa. DTy CIy)O0y
MOKHO UCIIOIB30BaTh JUISl TUarHOCTHKH.

ITapoJb VYxaxkute naponb Device Communication Control, ato6s1 kimeHT BACnet He MoT yIpaBisTh
Device B3aumoneiicteueM c [ICY uepe3 BACnet, He penocTaBuB 3aJaHHBIHN 371eCh APOJIb. ITOT
Communication NapoJb JOHKEH UMETh UTMHY OT 8 10 20 CHMBOJIOB M COZIEPKATh CIIEAYIOIIEe:
Control « Uneino
* CHMBOJI B BEPXHEM PETUCTpE.
* CHMBOII B HIDKHEM PETHUCTPE.
* CrienuanbHBIA CUMBOJ.
PexomentyeTcst U3SMEHUTH MapoJIb pH nepBoM BritoueHun BACnet. [l 3Toro 3HaTh
TeKyILIUil maposs He TpebyeTcs.
BACnet/IP
ITapamerp Onucanue

JlokanbHbIH OPT

[opr UDP/IP, ucnione3yemstii [ICY mist otipaku v nomyuenus coodenniit BACnet/IP.
Honyctumsiii quanaszon: 5000-65535. Hactpolika no ymonuanuto: 47808.

Ipumeuanne. Anpec IICY ¢ nognepxkoii BACnet/IP onpenensiercs B Bune [P-anpeca
[ICY u nokanpHOTO TIOpTA.
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IMapameTp Onucanue

YcranoBuTe 3TOT Qraskok, 9To0BI 3apeructpupoBath [ICY Ha ycTpoiicTBe ynpaBieHUsS
mmpoxkoseniaareM BACnet (BBMD).

IIpumeuanue. Bam HyxHO 3apeructpupoBats [ICY B kauecTBe CTOPOHHETO
ycTpoiicTBa Ha yctpoiictee BBMD, ecnu B moacetu [ICY ceifuac HeT ycTpoiicTBa
BBMD snu6o IICY ucnons3yer apyroii iokaipHbli mopt aiust BBMD.

| IP Router |

BBMD A BBMD B

NMC Vv NMC X NMC Z
BrJIIOYUTH Port: 47808 Port: 47809 Port: 48100
perucrpanuio ‘ ‘
CTOPOHHHUX YCTPOUCTB NMC W NMC Y

Port: 47808 Port: 47809

Subnet 1 Subnet 2 Subnet 3

B npuBeneHHOM BBIIIIE IPIMEpE:
* BBMD A ynpasnsier muipokoeareabHpiMu coodmenusimu Ha [ICY 'V u W.
* BBMD B ympasisier mupokoBemaretbHbIMu coobmenusmu Ha [ICY X n Y.

* Toneko IICY Z nyxHO 3aperucTpupoBath Ha ycrpoiictee BBMD A miu B B
KayecTBE CTOPOHHET0 YCTPOMCTBA, TaK Kak B ee nmojcetu Her BBMD.

* [Tocne perucrpamym [ICY Z MOKeT IpUHAMATE IIHPOKOBEIIATENIFHBIE COOOIICHHS OT
BBMD, Ha KOTOpOM OHa 3aperrcTpHpOBaHa, a TAKXKE OTHPABIIATH Ha HETO COOOIIICHHS,
kotopsle BBMD TpaHcimpyeT Ha Bce yCTpOMCTBA B CBOEH MOZACETH, a TAKOKE HA IpyrHe
ycrpoiictea BBMD B cetu uepe3 IP-mapipyTtuzarop.

Craryc peructpanmu cToporaero ycrpoiictsa (FDR):
* Perucrpanusi CTOPOHHUX YCTPOICTB HEAKTUBHA
FDR sBisieTcst HEaKTUBHOM B CIEAYIOIIUX CITyYasixX:
— FDR Bkitouena, a BACnet oTKIIFOueH.
— FDR ortkmrouena, a BACnet BxiroueH.
— FDR u BACnet oTKIIFOYEHBI.
* PerucTpanusi BHIMOJTHEHA

Perucrpanusa FDR ycrnenrHo BhIoigHEHa.

Craryc
* Perncrpanusi OTKJI0OHEHA
Peructparus FDR 3aBepinena ¢ omubkoii. [ICY aBToMaTH4eCKH MOBTOPUT
MOMBITKY PETUCTPALIUH, HO MOXKHO YCTAaHOBHUTH (PIaXKOK
, 4r00bI [ICY moBTOpHMIIa MOMBITKY
perucCTparyy.
* Perucrpauus oTnpasjieHa
3anpoc FDR ornpasineH, HO ellie He BBITIONHEH.
YerpoiicTBo
ynpaBJjeHust [P-anpec nnu nosHOE TOMEHHOE UMl YCTPOMCTBA YIIPABIICHUS IIMPOKOBEIIAHUEM
IIHPOKOBEIIAHHEM BAChnet, ¢ xoTopsiM OyzieT 3apeructpuponana gannas [ICY.
BACnet/IP

Mnata ceTeBoro ynpaBneHusa ans 1-cpasHbix u 3-pasHbix UM Easy. PykoBoacTBo nonb3oBaTtens 53




IMapameTp Onucanue

Hopr

[opt ycrpotictea BBMD, ¢ koTtopsiMm Oymet 3apeructpuponana 3ta [ICY.

Cpoxk Ku3HHM

[epuon B cekyHmax, B TeueHue koroporo BBMD Oyner cuntars ganayto [ICY
3aperucTpupoBaHHbIM ycTpoiicTBoM. Ecnu IICY He MOBTOPUT PErUCTPaLIUIO 10
HCTeUYCeHNUS 3TOTO cpoka, BBMD ymamuT ee 3 cBoeii TabIUIBI CTOPOHHIX YCTPOMCTB,
nocie gero I[ICY He cMOXET OTIPaBIATh WM IIPHHAMATD [INPOKOBEIIATEIbHBIC
coobmerns gepe3 3To ycrpoiicteo BBMD. JlaHHBIN TapaMeTp onpeaessieT, Kak 9acTo
[ICY peructpupyercs Ha ycrporictBe BBMD, Tak kak IICY noneitaercs noBTOpUTH
PETHCTPAIHIO 10 HCTEYEHHS 3TOTO CPOKa.

9KpaH cepBepa FTP

MyTb: Kondurypauua > Cetb > Cepep FTP

Hcnonws3yiTe 3TOT 3KpaH AJid paspelieHus goctymna k cepsepy FTP u onpenenenus nopra.

MapameTtp

OnucaHue

Hocryn

Cepgep FTP nepenaet daiinet 6e3 mudpoanus. [1o ymoruanuro nmpotokon FTP orkimroueH.

Jlist mudpoBaHHOM NIepenavn (aiioB NCTIONB3YHTE 3alTUICHHBIN POTOKON KorupoBanus Secure CoPy
(SCP). ITpotoxon SCP (¢ momoripro potokona SSH) BmtodeH 1o ymonmdanuto. OgHako nepenada Gpanios
OyzeT HeBO3MOXKHA, TI0Ka HE M3MEHEH T1apoJib CYNEPIIONb30BaTels (apc), YCTaHOBICHHBIH 110 YMOTYaHHUIO.

IMPUMEYAHMUE. B moboe BpeMms, korja moTpedyeTcst A0CTYT K YCTPOHUCTBY depe3 Struxure Ware
Data Center Expert wim Operations, cepsep FTP nomkeH ObITh pa3pelieH B HaCTpOHKax IiaThl
cereBoro ynpasienus gaaHoro MBI,

JlononauUTENEHY 0 HH(OPMALIUIO TI0 YIIPABICHUIO O€30IaCHOCTHIO CHCTEMBI CM. B
Ha .

opT

Hopt TCP/IP cepsepa FTP (1o ymonmuanuto 21).

Cepsep FTP ucrnonb3yeT Kak yka3aHHBIN ITOPT, TaK U TTOPT ¢ HOMEPOM Ha €IUHHITY MEHBIIIE.
Pa3zperiennrle, He yCTaHOBJIEHHBIE TI0 YMOIYaHUIO HOMepa MOPTOB YKa3aHbl Ha dkpaHe: 21 u 5001-32768.

IIpumeuanue. Vcnons3oBanue B HacTpoiikax cepsepa FTP nopra, He 3agaHHOTO 10 yMOTYaHUIO,
YCHIIMBAET 3aIIUTY, IOCKOJIBKY 3aCTaBIISIET TOIb30Barenell J00aBIsITh UM ITopTa K aapecy IP B
komanaHou crpoke FTP. Tlepen nobaBieHHBIM HMEHEM MOPTA JOJDKEH OBITH IPOOEN WU JBOETOYHE,
B 3aBUCHMOCTH OT UCHOJIb3yeMoro kinenta FTP.

AkpaH Wi-Fi

MyTb: KoHdurypauusa > Cetb > Wi-Fi

IMPUMEYAHMUE. [laaHblii 5KpaH akTyaseH, Koraa qononautensHoe yerpoiictBo APC USB Wi-Fi
(AP9834) BcraBnsercs B USB-niopt rurater AP9544/AP9547.

BAKHO: He pexomenyercs 3arpyarb Hesbli ¢aitr config.ini, B3ATHIA ¢ yCTpoicTBa C TPOBOIHBIM
COeTMHEHNEM, Ha YCTPOHCTBO, moakmodeHoe mo Wi-Fi. Takxke He peKOMEHIyeTCsl 3arpy»karh bl (aiir
config.ini, B3ATEII ¢ yCTPOCTBA, MOAKIIOYEHHOTO M0 Wi-Fi, Ha yCTpOMCTBO C MPOBOAHBIM COCTUHEHHEM,
€CJIM TOJIBKO BECHh pazaen [NetworkWiFi] He 6y;[eT yAaaeH UM 3aKOMMEHTHPOBAH € IIOMOIIBIO TOYKHU C
3araToit (Hampumep, ; WiFi = enabled).Pazmen [NetworkWiFi] comep)KHT HACTPOWKH yCTPOMCTBA,
crieruuIHbIE 1 Ucionb3oBanus Wi-Fi. DT HacTpoiiku He clienyeT BRITPYKaTh Ha yCTPOMCTBO C
MIPOBOIHBIM COCTUHCHHEM.

Hcrnonp3yiiTe JaHHBINA SKpaH IJIs IPOCMOTpPA TEKYIIEero cocTossHus ceTr Wi-Fi, BKITFOUeHNs/ OTKITIOUCHUS
Wi-Fi u u3menenns mactpoek cetu Wi-Fi.
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MNPUMEYAHHUE. Bxitouenue/otkiaroueHre Wi-Fi OTKITIOUUT/BKITIOUUT MPOBOJIHOE COCAUHEHHUE
o iokansHOH cetu. [ICY nepesarpysurcs nocie HacTpoiiku napamerpoB Wi-Fi. [Tocne
nepe3arpy3ku IpoBozHas ceTh OyaeT oTkmrodeHa u IICY nomeiTaeTcs NOAKIIOUUTHCS K JaHHOMY
cereBoMy umenu (SSID).

Certenoe ums (SSID). Ykaxute cereBoe ums (SSID) cetn Wi-Fi. MakcumainbHast 1iinHa — 32 CHMBOJIA.

Tun Gezonacunoctn. Ykaxure Tul 6e3onacHoctu cetr Wi-Fi u mpenocraBeTe cBeieHUS U151 ay TEHTU(UKALINH.

Mapametp OnucaHue
WPA
WPA2-AES
[Tapoas Wi-Fi. Ykaxwure mapois s cetn Wi-Fi. MakcumanbHas mHa — 64 CHMBOIIA.
WPA2-Mixed
WPA2-TKIP

WPA2-Enterprise

e Ums nonb3oeatesisi. IMs monp30BaTesst Ui ay TCHTH(QUKALIUN B Cpe/ie
WPA2-Enterprise. MakcuManpHas aiauHa — 32 CUMBOJIA.

* Ilapoas. [Mapons mis ayrentudukanuu B cpene WPA2-Enterprise. MakcumansHast
UIMHA — 32 CUMBOJIA.

*  Buemmnss naentuguranus. YKaKUTe BHEIIHIO HICHTH()UKAINIO
WPA-2-Enterprise. OTo nomoiaHuTeNbHAS HeMU(ppoBaHHAS UICHTUDUKAIINS,
ncnonp3yemas cepsepoM WPA-2-Enterprise. Hanpumep: user@example.com wmm
AHOHUMHO. MaKkcuMaibHas JIHHAa — 32 CHMBOJIA.

s monmydenus: nHGOpMaLUK o Mmopsiike oOHOBIeHHUs npownBky ycrpoiictea APC USB Wi-Fi
(AP9834) cm. komanny Wi-FiB KOMaH/IHOH CTPOKH ILIaThl CETEBOTO
yrpasinenus 1151 MBIT Easy.

[Nopsinok ycTpaHeHus! HeNnonaaoK npu noakiIrodeHnu K yerpoiictsy APC USB Wi-Fi (AP9834) u
OITHCaHNEe CBETOIMOIOB YCTPOHCTBA — CM. paszaen «HencnpaBHOCTH anmapaTHOTO KIIF09a
ycrpoiictBa APC USB Wi-Fi (AP9834)».

MeHI0 yBEOOMMEHUMN

Jnist moctyma K 3ToMy 3KpaHy Tpedyercs nuen3us Standard wim Premium. Cwm. paznen
«JInneususay.

CwM. cienyromntue pas3essl:

*  «Tunel yBenOMJIEHUN»

*  «KondurypupoBanue neHcTBUHN U COOBITHID)
*  «DKpaH YBEJOMIICHUH 110 3JCKTPOHHOMN IT0YTE)
*  «OKpaH TecTUpOBaHUA NpepbiBaHuit SNMP»

*  «OKpaH nonyy4areneil CHCTEMHBIX npepbiBaHui SNMP»

Tunbl yBeagomMmneHnn

MoxHO HaCcTpOUTH Z[GﬁCTBI/ISI YBECOAOMIJICHUS TPU BOSHUKHOBCHHHU ONIPCACIICHHOTO coOBITHS. MOXKHO
YBCOAOMIJIATH IIOJIB30BATCIIA O COOBITHH JIFOOBIM M3 YKa3aHHbIX CII0COOOB:

*  AKTHBHOE, aBTOMaTHYECKOE YBEIOMIICHHE. YKa3aHHBIE TI0JB30BATEIN KOHTPOIUPYEMBIX YCTPOHCTB

OyZIyT yBEAOMIISITHCSI HETTOCPEICTBEHHO.
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— YBegomuieHHE O 3JCKTPOHHOM MmoYTe

— IIpepriBanus SNMP

— VYBemomuieHHE CHCTEMHOTO KypHana (Syslog)
» KocsenHoe yBeOMIICHUE

— Xypnain cobsrtuii. Ecin He ckoHUTYprpoBaHa niepenada NpsMbIX YBEIOMICHHMH, TOJIb30BATENN
JOJDKHBI IPOBEPSTH KYPHAJ, YTOOBI CMOTPETh, KAKUE COOBITHS MPOU30LLIH

MOXHO TaKkXe perucTpUpOBaTh JaHHBIE O pab0Te CHCTEMBI C LENBI0 HCIOIB30BAHUS
STHUX JaHHBIX JJIS1 KOHTPOJIS paboThl yeTpoicTB. CM. pasnen « KypHan maHHBIX) s
03HAKOMJIEHUS C HACTPOMKOH M NCIIONIB30BaHNEM (DYHKIINU PETHCTPAIH JaHHBIX.

— 3anpocs (SNMP GET)

JlononHuTENbHBIE CBEEHUS CM. B pa3lieNnax « DKpaH MoyrydaTeseil CHCTEMHBIX
npepeiBanuit SNMP» u «Okpan tectupoBanus npepeiBanuit SNMPy. [Ipotokon
SNMP no3Bonsier NMS BbIIONHATS HHGOPMAHOHHBIE 3anpockl. [Tpu
WCTIONIb30BaHUH ITpoToKosna SNMPvV1, KOTOpEIii He OCyIIecTBIsET MH(POBaHHS
JaHHBIX MIEpe/l epenadeii, HacTpoiika Hanbosee OrpaHMYCHHOTO THIIA JOCTYIa
SNMP (UTEHUE) no3BonsieT BEINOIHATE WH(GOPMAIIMOHHBIE 3aIPOCHI 0€3 prUcKa
JIMCTAaHIMOHHOTO M3MEHEHHUSI KOHPUTYpaLlUH.

Kapra cereBoro ynpasnenus noggepxxusaer REC1628 MIB (6a3a ynpasmnstomeii nHGOpMAaIum).
Wudopmanmro o HacTpoiike ModyvaTess MpepbIBaHUN CM. B pa3ziene «DKpaH MoiydaTesieid CHCTEMHBIX
npepeiBannit SNMPy». I'pynna u3 tpex coOwituii 1628 MIB coBMecTHMa TOJIBKO C 3TOH 6a30# ynpasistonien
uHpOpMAINH, HE C aNbTepHaTHBHOH 0a3oii Powernet MIB. OHu MOTYyT OBITH HACTPOEHBI, KaK J1I000€ Apyroe
coosiTre (cM. «KoHduryprupoBanue neiicTBUil 1 COOBITHID) HIKE).

KoHdurypmupoBaHue gencrteum ans coobIiTun
KoHdurypaums no cobbiTuio.

MyTb: KoHdurypauusa > YBegomneHue > [lencteus ansa cobbitun > Mo cobbiTUIO

IIo YMOJIYaHUI0 TPOTOKOJINPOBAHUC HACTPOCHO JJId BCEX COOBITHIA. I[Jlﬂ OmpeacJICHNA OTBETHBIX JIeHCTBUI HA
OTACIBHOC CoOBITHE:

1. BriOepure menro Kondurypanus, 3atem YBenomiienue, /leiictBus nisi coobrtuii u [lo codniTHio.

2. YrtoObl HaiTH CO6BITI/I6, IMICJIKHHUTEC 3arojJiIOBOK CTOJ'I6LI8_ AJI1 TPOCMOTpPa CIMCKOB KaTCropuun COﬁI)IT"ﬂ,
CBA3AHHBIC C IMTAHHUEM, CoObITHA B ()lcpy;l\‘alomeii cpeae uiin CoOnITHS B CHCTEME.

MO’KHO TaKke BBIOpATh MOAKATErOPHIO IT0J] JAHHBIMU 3arojoBKamu, Harpumep CocTosinue BXOIHOI
Junun i Temneparypa.

3. Jlns mpocMoTpa ¥ M3MEHEHHs TEKYILIMX HACTPOEK, TAKUX KaK aJpecarhl, OTIOBEIIAEMBIE MO EKTPOHHOH
TI0UTe, WM CHCTEMBI ypaBiieHus cetssmu (NMS), mommydaroriie ormoBeneHws myTeM npepbiBanuii SNMP,
mienKkauTe ums coobrTust. Cm. paszaen «Ilapamerps! yBenomneHui». YeranoBute (raxok AKypHasi codbITHii,
YTOOBI BKJIFOUYUTH MM BBIKIIIOUHTH 3aIIUCh )KypHAa COOBITHI IS 3TOTO COOBITHSI.

Ecnu cepBep Syslog He CKOHPUTYpUPOBaH, MyHKTHI, OTHOCAIIMECS K KOHpHUryparuu Syslog,
MOKa3aHbl HE OyAyT.
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[IpocmarpuBas mapameTpsl KOHPHUTYpPaLUH COOBITHS, MOYKHO BKITIOUUTH HIIM OTKIIIOUUTD
perucTpauuio cCoObITUI MK XKypHal Syslog, Tn00 OTKIIIOUNTH OTIPABKY YBEAOMIICHHS
ompeaesieHHbIM MOTy4aTessIM JIEKTPOHHON TTOUTHI HIIH TPUEMHHUKaM NPEephIBaHMA, HO T00aBUTh
WM YIAIUTH OTyYaTeNled U yCTpOUCTBa-IIPUEMHUKHN HEb3s1. UTOOBI 100aBUTh WIIH YAAIUTh
aZipecaToB WIN YCTPOHCTBA-IPUEMHUKH, IOCMOTPUTE CIEIYIOIIEE.

* «nentudukanus cepepos Syslog»
* «[Tomyuarenu 3M€KTPOHHON MOYTHI
* «[lonyyarenu npepbrIBaHUI»

KoHdurypupoBaHue no rpynnamM cobbITUM.

MyTb: KoHdurypauusa > YBegomneHue > [lenctBus ansa cobbitun > Mo rpynne

[Topsimok OMHOBPEMEHHOM HACTPOMKH TPYIIITHI COOBITHIA:
1. Buibepure menro Kondurypaumus, 3atem YBenoviaenue, Jleiicteus st coosiTuii u Ilo rpymnme,
2. Beibepute, KakuM 00pa3oM TPYNIIUPOBATH COOBITHS IJ1s1 KOH(UTYpaIHH:

— Bri6epute myHKT CoOBLITHSA 110 CTENEHN 0NACHOCTH, ITOCJIE Yero BEIOEPUTE OTUH MIIH HECKOJIBKO
ypoBHEH onacHOCTU. VI3MEHSTh YPOBEHb OIMACHOCTH COOBITHSI HEJIb3S.

— Bribepute myHKT CoOBITHS 110 KATETOPIH, TIOCIIE YEr0 BHIOEPUTE BCe COOBITUS OHOMN HITU
HECKOJIbKUX MPEABAPUTEIHHO 3aIaHHBIX KaTETOPHA.

3. Jlns mepexopa K Apyromy 3KpaHy IueakHuTe «/anee». Beimonnute cienyromue qeicTBUL:
a. BpiOepute nelicTBUA O COOBITHAM TSI IPYIIIBI COOBITHH.

* YroObI BEIOpATh TF000€ M3 ACHCTBUH, 32 HCKITIOUCHUEM ACHCTBHUSA Benenne skypHaia
(TI0 yMOT9aHHUIO), U Havdasia HeoOX0IUMO UMETh, KAK MUHUMYM, OJTHOTO
CKOH()UTYPHPOBAHHOTO JEHCTBUTEIHHOTO MOTydaTessl FITH OHO YCTPONCTBO-TIPHEMHHK.

* [Ipu BeIOOpE MapameTpa Bejenie sypnasa u HacTpoiike cepBepa Syslog Ha crenyromem
sKkpaHe BeidbepuTe KypHuas codbiTuii wim Syslog (v 06a xypHana). (CM. pasgen
«KypHaJsl B MEHIO KOH(DHUTYpaITAm. )

0. YKaxuTte, Hy>KHO JIU COXPAHUTh HOBOE CKOHPUTYPUPOBAHHOE JICHCTBHE 10 COOBITUIO JIJISl TPYIIIThI
COOBITHUH WM OTKJIIOYNTH JAHHOE IEHCTBHE.

Cwum. crenyromuit paznen «llapameTpsl yBeIOMIICHU.

MapameTpbl yBeAOMMNEHUN. DTH HAaCTpauBaeMble MO ONPEACIISIOT TapaMeTPhl OTIPABKU YBEIOMIICHUH
1o coobITuAM. CM. pazaens! «Kondurypauus no codsituion u «KoHpurypupoBanue 1o rpymnmnam coObITUID.

Kak IIpaBUJIO, AJId JOCTYIIa K HUM HYXXHO HICJIIKHYTb IPUECMHHUK HUJIU UM MMOJTYyUaTCIIA.

Mone OnucaHue

Ecnu coObITHe coxpaHseTcs B TeUEHHE YKa3aHHOTO ITPOMEXKYTKa BPEMEHH,
3anepiKKa yBeIoMJIeHUSI nocsLUIaeTcs yBenomiuenue. Ecnu nanHoe ycinoBue ucdesaer 10 TOro, Kak HCTEK
3aJaHHBII HHTEPBAJI BPEMEHH, yBEAOMIICHHE HE IOCHITACTCH.

YBGZ[OMJ'IeHI/Ie NEPUOANICCKH OTIIPABIIACTCA C YKAa3aHHBIM MHTCPBAJIOM (HO YMOIYaHHIO

HNHuTtepBan nosropa
Ka)KIIple 2 MUHYTHI JI0 OYUCTKH YCIIOBHUS).

KosmuecTBo yBenomiaennii

TToka coObITHE OEUCTBYET, YBEAOMIIEHHE OYIET ITIOBTOPEHO YKA3aHHOE YHUCIIO Pa3.
mocJjie Ha4aJaLHOro A YT, YBER YA P y p

nim

YBeaoMaaTh 10
yCTpPaHEHHs YCJIOBHSA
BO3HHKHOBEHHSA

VYBenoMIIeHHE MOCHIIACTCS PErYSIPHO 10 TeX MOp, MOKa YCIOBHE HE YCTPAHUTCS WK
He OyzeT yperyamupoBaHo.
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OTU mapamMeTpbl MOKHO TaKKE YCTAHOBUTH sl COOBITHIA, aCCOI[MMPOBAHHBIX C OUUCTKON COOBITHSL.
(ITpumep cOOBITHS C OUUCTKONW VEBIl: pasopeaHa CBA3b C OJjoxkaMu GaTapeil U
UBIl: BOCCTaHOBJIEHA CBA3b C OJjiokamu BaTapeii).

JKpaH yBeOMIEeHUN MO 3NIeKTPOHHOM no4Te

0630p yctaHoBKU. cnons3yiite mpotokos SMTP a1t oTiipaBku cOOOIICHUH 3JICKTPOHHON IMOUTHI CPaszy
YEeTBIPEM TOTYYaTEeNIIM ITPU BOZHUKHOBEHUN COOBITHSI.

YrtoOBl HCIIONIB30BATh (DYHKIMIO OTIIPABKH AJIEKTPOHHOHN MOYTHI, HEOOXOJMMO 3aaTh CIEeIYIOLIIe TapaMeTphl:
* [P-agpeca mepBuyHOTO M (HEOOA3aTENBHO) BTOPUYHOTO cepBepa HoMeHHbIX MeH (DNS).
(Cwm. pa3nen «Oxpan DNSy)

* [P-agpec mnu ums DNS g napamerpoB Cepsep SMTP u Ajnpec ornpasurtes.
(Cwm. pazgen «Cepsep SMTP» nainee)

*  Anpeca 3JeKTPOHHOM MOYTHI AT YETHIPEX MOTydaTesie (MaKCHMyM).
(Cwm. pasnen «[lomyuarenu 3IEeKTPOHHON MOYTHI)

MoO’KHO MCTIOIB30BAaTh 3HAYCHHUE Aﬂpec InoJjyvaredis mapaMeTpa mnoJjgay4varesan Jiist
OTIIPpaBKH SHGKTpOHHOﬁ ITOYTHI HAa TEKCTOBBIN 9KpaH.

CepBep SMTP.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > CepBep

Ha s3Tom skpane yka3aHbl EpBUYHBIN 1 BTOPHYHBIN cepBepsl (CM. pasaen «kpan DNSy») u cnemytomue mosms:

Mone OnucaHue

Kondurypanus ucxoasimei moursl

Conepxanne ot OT B COOOMCHUAX MEKTPOHHOHN mouTH! otnpasisercs [ICY:
* B opmare nomsoeamens@, [IP_adpec] (ecm IP-anpec ykazan kak Jloxansnbiii cepsep SMTP)

Anpec * B popmare nonvzosamens@domen (ecmu ckoupurypuposad DNS, n umst DNS ykazaHo kak
OTHpaBUTEIs Jlokanbubiii cepeep SMTP) B cooOIIEHUSIX IEKTPOHHOM TTOYTHI.

[pumeuanue. JlokanpHer SMTP-cepBep MoxeT OTpeOOBaTh YUETHYIO 3aIACH CepBepa s
3aMaHus JaHHOW HacTporku. CM. JOKyMEHTAIHIO CepBepa.

Anpec IPv4/ IPv6 nnu umst DNS nokansHoro cepsepa SMTP.

Cepsep SMTP TMpumeuanue. IT0T napameTp TpeGyeTCs OTPEENSTH TONBKO B TOM CITy4ae, €CIU s apaMeTpa
Cepiep SMTP ycranorieno 3Haderue Jlokansubiii. Cm. pasnen «l lomyyaresnm 3meKTpoHHOH TOYTED)

AyTeHTH(HUKaIHA Bxuttounre aToT napamertp, eciu cepsep SMTP tpebyer ayrenTrduKanny.

Hopr IHopt SMTP no ymonuanuto — 25. AnbTepHaTUBHBIE OPTHL: 465, 587, 2525, 5000-32768.

Hmsa
nmoJiL3oBaTeJis/
Mapoas/
IMoaTBepauTH
napoJib

Ecnu no4utoBsIii cepBep TpeOyeT ayTeHTH(HUKALUH, YKOKUTE 3/1€Ch UMS [TOJIb30BATENs U
maposs. TakuM crioco6oM OyIeT BRITOTHATHCS NPOCTeNIas ayTeHTHduKanus, Ho He SSI.

JlomosTHUTETIBLHO

* Huxorna. Cepsep SMTP He TpeOyeT 1 He OIAEPKUBACT MN(pPOBAHHE.

* Ecomn nopnepsxnsaercsi. Cepsep SMTP o0bsinser o mognepxke STARTTLS, Ho ne
Tpedyer 3ammdpoBanHoro coenuHenus. Komanna STARTTLS ornpasnsiercs mocine nogadu

Hcnonb3oBarb 00BsIBICHNUS.

SSL/TLS * Beerna. Cepsep SMTP nipn ycTaHOBICHHH COSTMHEHUS TPEOyeT OTHPaBKH KOMaHIbI

STARTTLS.

* Hesieno. Cepep SMTP npunumaet Tonbko 3anmdpoBannble coeaunenns. CooduieHue
STARTTLS He oTmpainsercs Ha cepBep.
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HOI'0 opraHa

Mone OnucaHue
Heo0xonum
<ODHEBOI 3TOT napaMeTp HY)KHO BKIIOYUTH TOJBKO B TOM CIIy4ae, €CIIM MOJIUTHKA 3alUThl OPraHu3aluu
ce an (ukcar HE pa3pellaeT ycTaHaBIMBaTh sIBHBIC JoBepeHHble coennHenus SSL. Ecau atot mapamerp
P BKJIFOYEH, JICHCTBUTEbHBIA KOPHEBOH cepTH(UKAT CepTH(GUIMPYIOIIETro OpraHa JI0JKeH ObITh
cepTH(PUKALMOH-

3arpyser B [ICY mis mudpoBaHust OTIIPABISEMBIX COOOIICHUHN 3IEKTPOHHOMN MOUTHI.

HNmsa daiina

JlanHOE 1oJIe 3aBHCUT OT KOPHEBOTO CepTU(HKATa CEPTU(HUINPYIOLIETO OpraHa,
ycranosneHHoro Ha [ICY, a Taxke oT Toro, TpeOyeTcst 1 KOpHEBOH cepTuuKar
cepTH(UINPYIOLIETO OpraHa.

MonyuyaTenu aNeKTPOHHOMN NOYThI.

MyTb: KoHdurypauua > YBegomrneHue > AnekTpoHHas noyrta > Mony4yatenwu

VYKaxurte A0 4eThIpeX Moiydarenel aeKTPOHHON Mo4uThl. 11 HacCTpOWKH NMapaMeTpoB MIETKHUTE UM, CM.
Takke paszgen «Cepsep SMTP», npuBeieHHbIH BhIIIIE.

Mone

OnucaHue

Co3nanue
COO0IIeHUS
JIEKTPOHHOM
MOYTHI

Bxirouaer (HO yMOJ'I‘-IaHI/IIO) HJIN OTKJIIOYACT OTHPABKY BHCKTPOHHOﬁ IMOYTHI IMOJYyYaTeJIr0.

Anpec
noJry4areJs

Wmst monb30BaTenst n JOMEHHOE MMs TToiydaTess. YToOBI HCIIoNb30BaTh aapec A1 yBEAOMIICHNUS Ha
nenpKep, 3a1aiTe aapec IEKTPOHHOM MOUTHI HUTI03a NEUKEPHON YUETHOH 3alKCH [OTy4daTels
(manpumep, myacct100@skytel . com). Coobmenne OyneT reHepupoBaTh IUTI03 TIeHmKepa.

Yro0sr 00oiiTu mouck DNS [P-agpeca moutoBoro cepsepa, B ckobkax ykaxkute [P-aapec BMecto
HMMEHH JOMEHA DJIEKTPOHHOH MOYTHI, HAIIPUMED, UCIONIB3YHTE jsmith@[XXX.XXX.X.XXX | BMECTO
jsmith@company.com. 910 mojie3Ho, Koraa nouck uMeH DNS paboraeT HenmpaBUIIBHO.

IIpumeuanmne. Ileiimxep momydarens T0DKEH HOIAEPKUBATh PAOOTY C TEKCTOBBIMU COOOIICHHSIMHU.

®opmar

JlmuHAEBIH opMaT comepKUT UMsI, pacIioiioKeHue, KOHTakKT, [P-aapec, cepuitHbIi HOMEpP yCTPOKMCTBA,
JIaTy U BpeMs, KO 1 onrcaHue coOrTus. KopoTkuit popmar comepkKuT TOIBKO ONFCAHNE COOBITHSI.

S3bIK

BriGepure 361K B pacKpbIBatoIieMcs ciiucke. Bee mrceMa OyayT OTIpaBisiThCs Ha YKa3aHHOM SI3BIKE.
MO>XHO UCTIONB30BaTh PA3IUYHbIE A3BIKH JUIS PAa3HBIX Monb30Bareneit. Cm. pasnen «CMeHa s3bIKa
nHTep(deiica moap30BaTENIN.

Cepsep

BbI6epI/ITC OUH U3 CIICAYIOIMNX CIoco0oB JOCTaBKH 3HCKTpOHHOﬁ IIOYTHI:

¢ Jloxannubiii, C UCTIONBb30BaHUEM JIOKaJIbHOTO cepBepa SMTP. D1oT pexoMeH 1yeMblil mapameTp
o0ecIieyrBaeT OTHPABKY IEKTPOHHOM ITOYTHI C TIOMOIIBIO JIOKaIbHOTO cepepa SMTP. Bribop atoro
TapaMeTpa OrpaHIINBACT 3aICPIKKH, OTKA3bI CETH U MTOBTOPHYIO OTIIPABKY ACKTPOHHOM TIOYTHL

[Tpu BEIOOpE JTOKATBEHOTO 3HAYEHUSI HEOOXOIMMO TaKKe BKIIIOYNTH EPEChUIKY Ha cepepe SMTP
YCTPOUCTBA U HACTPOUTH CHEINMATBHYIO BHELIHIOK YUETHYIO 3alUCh Ul NOTY4EeHUS
MepechUIaeMOH AIEKTPOHHOM TouTHI. [lepen BHECEHNEM 3THX U3MEHEHHUIT 00paTHTeCh K
agMuHHUCTpaTopy cepsepa SMTP.

e [losnyuarens. C ucnons3zoBanueM SMTP-cepsepa nonyuarens. IICY BeInogHsAET NOUCK 3alKCU
MX B agpece 3JIEKTPOHHOH MOYTHI ITOMyYaTelsl U HCHONB3yeT MOTyYEeHHYI0 HH(POPMAIIIO B
kadectBe cepBepa SMTP. CoolmieHre IeKTpOHHOM MOYTHI OTIIPABIISETCS TOIBKO OTUH pas,
MIO3TOMY OHO MOXKET OBITH ITIOTEPSHO.

e [Tosb3oBaTennekuil. JIlaHHBIN MapaMeTp MO3BOJSIET KAXKIOMY TOYYaTeIIo JIEKTPOHHOM MOYTHI
UMETh COOCTBEHHbIE HACTPOHWKHU cepBepa. DTN HACTPOHKH 3aBUCST OT MPOLEAYPHI B
BEITIIETIpUBeIeHHOM paszzeine «Cepsep SMTPy.
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Ceptudomkatbl SSL aneKTpOHHON NOYTbI.
MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > Ceptudukarbl SSL

3arpyska ceprudukara SSL anexrpornoit mouts! Ha [ICY obecrieunBaeT MOMONHUTENRHYIO 3amuTy. Daiin
JOJDKCH UMETh PacllMpeHne .crt WM .cer. B 1000i MOMEHT MOXHO 3arpy3HTh A0 MATH (ailiios.

[Tocne ycTaHOBKH CBeIEHUS O cepTU(hUKATE 0TOOpakaroTcs B 3TOM obmacth. JJI HeOIMyCTHMOTO
cepTudHUKaTa BO BCEX IOJIAX, 32 HCKITFOUCHUEM UMEHH (aiiia, 0TOOpakaeTcst 3HAUCHHUE «H/I.

Ha sToM 9KpaHe MOKHO yanuTh cepTudUKaThl. JItoObie omydaTenn SIeKTPOHHON TOUTHI, HCTIOIB3YIOIIUE
cepTu(dUKAT, TOJKHBI OBITh BPYYHYIO H3MEHEHBI IS YIAJIeHNs] CCHUTKU Ha JTaHHBIN CepTU(UKAT.

TecTupoBaHue aNEKTPOHHOMW NOYTbI.

MyTtb: KoHdwmrypaumusa > YBegomneHue > drneKkTpoHHasa noyrta > TectupoBaHue

IlocelmaeT TeCcTOBOE COO6H_ICHI/IC YKa3aHHOMY IIOJTy4aTeJIto.

SKpaH nony4varenen cucTteMHbIX npepbiBaHun SNMP

Jlst moctyma x aToMy 3kpany Tpedyercs muren3us Standard wim Premium. Cwm. pazmen «JIutieH3us.

Mony4yaTtenu npepbiBaHUN.

MyTb: Kondurypauusa > YBegomneHue > MNpepbiBaHna SNMP > lNonyyaTtenu npepbiBaHUN

C moMoMIBI0 MTPEepPhIBAaHISI MTPOCTOTO IIPOTOKOJIA yIIpaBiIeHUs ceThio (SNMP) MOXKHO MOTydaTh aBTOMAaTHUSCKHE
yBEIOMJIEHHS 0 BaXKHBIX coObITHAX MBI D10 cpencTBo ucmons3yercs A1 MOHUTOPUHTA YCTPOMCTB B CETH.

[Mony4aTtenu npepbiBaHuil oToOpaxarorcs mo 3HadeHuto Mvst [P-ajapeca/xocta NMS, tne NMS o3Hauaer
CETEBYIO CUCTEMY yIpaBiieHUs1. MOXKHO HACTPOUTH [0 LIECTH IOIyYaTesIel IIpepbIBaHUM.

YrtoObl CKOHPUTYPHUPOBATH HOBBIH IPHEMHHK NPEPBIBAHUHN, METKHUTE MYHKT /[00aBUTEH 1moJiyuareib
npepbiBannii. YToOBI U3MEHUTD WM YOATUTh OIHO U3 3HAYCHMH, menKHUTe ero IP-anpec win uMs xocra.

IIpu ynanenuu nomydareiis NPEPbIBAHUN BCEM ITapaMETPaM OIOBEILECHUS, HACTPOCHHBIM B Pa3jieie
«KoHurypupoBanue neiicTBUIA 111 COOBITUI IS YAAISEMOT0 TIOTydaTeist PEepPhIBaHNH, TPUCBAUBAIOTCS
3HAYEHUS TI0 YMOIYAHHIO.

Bribepute nepexmouatens SNMPv1 o SNV Pv3, uTo0bI yka3ats Tuil npepeiBanust. YToosl cuctema NMS
MoIVIa OJIy4aTh 06a THIIA IPEPBIBAHUN, HEOOXOIUMO OTIEIFHO HACTPOUTD AJis JaHHO NMS aByx
HOJIy4aTenei MpepbIBaHu|, 110 ONHOMY Ha KayKIbI TUII IIPEPHIBAHMSL.

Mone OnucaHue
Co3gaHne cCHCTeMHOI0 Brutrouenue (1o yMOT4aHUIO) WM OTKIIIOUCHHE CO3aHMs MPEephIBaHUS IJIs TaHHOTO
NnpepbIBAHUA HOJTydJaTess IpepbIBaHUH.

Bribepute onuH U3 3THX JIBYX THIIOB T€HEPALUH NPEPBIBAHUHN IS KXKI0TO
CO3/1aBaEMOI0 IIPEPbIBAHU.

Oyukius Powernet agantuposana aist Schneider Electric u conepKUT MHOXECTBO
JIOTIOJTHUTENBHBIX TIEPEMEHHBIX B COOTBETCTBHHU CO CHEUU(BHUKON TTPOAYKIINU
xommanuu. RFC1628 — sto obmas cranpaprHas 6a3a ynpasisronieid nHpopMayun
(MIB) mns yerpoticts UBII.

[Tpu ucnonezoBanuu 6a3et RFC1628 MIB Takke MOXXKHO MCIIOIB30BaTh TPU
n3Bemenus o cooptisix RFC1628 (cm. «Kondurypuposanue neicTBuil ams
coObITHiI»). VX HCHONB30BaHKE TTO3BOIIAET N30€XKaTh HEOOXOANMOCTH HACTPOUKA
u3BemieHuil BHe cpensl [ICY, cm. RFC1628 MIB.

I'enepanusi npepsIBaHuil
Powernet MIB/
RFC1628

Anpec [Pv4/ IPv6 nim uMs XOCT-y3/1a JaHHOTO TIPUEMHNKA TIpepbIBaHNi. 3HAYCHUE

HNmsa IP-aapeca/xocta NMS N
o ymorganauio (0.0.0.0) ocraBiser moryyarens MpepsIBaHIA HEOMPEICTICHHBIM.
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Mone

OnucaHue

SI3bIK

Bribepure s13bIK B packpbiBatoreMcst criucke. OH MOXKET OTIIMYAThCS OT SI3bIKa
nHTepdeiica monp30BaTeNs U A3bIKOB APYTUX MOydaTeNe IpephIBaHNH.

SNMPv1

Nwms coobmiecTBa: HMs, UCIIONB3yeMOE B Ka4eCTBE HACHTH(PHUKATOPA TIPH OTIPABKE
npepbiBanuit SNMPv1 Ha maHHBIA TPUEMHUK.

AytenTruKanys npepeiBannid. Korma 3tot mapameTp BKITFOUEH (IT0 YMOIYAaHUIO),
cucremMa NMS, onpesiesieHHas ¢ TOMOIIBIO IMEHH XocTa win [P-anpeca, Oymet
TOJTy9aTh TPephIBaHUs ayTeHTHPUKAINY (TTpephIBaHHs, CHOPMHUPOBAHHbBIE
HeIeWCTBUTEIHHBIMHU TIOTIBITKAMH BX0J]a HA 9TOM YCTPOMCTBE).

SNMPv3

Wwms nosnp3oBarens: BeIOepuTe HAeHTHGUKATOP MPOQUIIs M0JIB30BaTeNs AJsl JAHHOTO
nonyuareis npepbiBanuii. Cm. Taxke «IIpoduiam nons3oBareneil» B pasnene
«Oxpansl SNMP».

JKpaH TecTupoBaHuA npepbiBaHun SNMP

MyTb: Kondurypauusa > YBegomneHue > lMpepbiBaHua SNMP > TectupoBaHue

Jliia gocTytia K 3ToMy dKpaHy Tpedyercs muneH3us Standard mmu Premium. Cu. pasnen «JIumners3us».

[Tocaennuii pesyasrar Tectuposanns. Peynsrar mociennero tecta npepbiBanug SNMP. YenenrHslit Tect
npepriBanuss SNMP noaTBep:kaeT TOIBKO TO, UTO MPpEephIBaHUE ObLIO OTIIPABIIEHO, HO HE MPOBEPSIET €T0
MoJy4eHUe BEIOpaHHBIM MoNTydaTesieM MmpepbiBannil. CUnTaeTcs, 4To TECT NpEephIBaHM 3aBEPIICH YCIENIHO,
€CJIU COOMIOIEHBI BCE U3 IIEPEUUCIICHHBIX YCIOBUIA:

* Ha manHom ycTpoiicTBe goctymnHa onHa u3 Bepcuit SNMP (SNMPv1 ninun SNMPv3), HactpoeHHast 115
YKa3aHHOTO IOJIy4aTes IPEPhIBAHUMN.

* [lonmyuarens npepbIBaHUN BKITIOYEH.

* Ecnu uMs X0CT-y3/1a yKa3bIBaeTcs B none aapeca K, TaHHOe UM MOXET ObITh 3aMEHEHO Ha
JIerlcTBUTENBHBIN [P-aapec.

K. Beibepure [P-aapec nnn uMs xocta, Uit KOTOpOTro OyneT OTIpaBiIeHo MpoBepouHoe npepbiBanne SNMP.
Ecnu monywarens npepsiBaHUA HE HACTPOEH, 0TOOpakaeTcsl CChIIKAa Ha SKpaH KoHurypauuu Iloayuarens
npepbiBannii. CM. BBIIIETIPUBEAECHHBIN pazzien «DKpaH Noidydareneid CUCTEMHBIX npepbiBaHui SNMPy.
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MeHro «OOLwWwme»

B naHHOM MEHIO MpeCTaBICHBI Pa3IUYHbIC SIEMEHTHl KOH(QUTypallH, BKII0Uas HICHTUDHKALIUIO
yCTPOMCTBA, JaTy ¥ BpeMsl, IKCIIOPT U uMNopT KoHurypauuu [ICY, Tpu cChUIKM B HIKHEH YacTh dKpaHa U
00001IeHHbIEC JaHHBIE [T IOUCKA U YCTPAaHEHUS! HEUCTIPAaBHOCTEH.

AkpaH «UpeHTUdUKauna»
MyTb: KoHdurypauusa > O6wue > UaeHTtudukauums

VYxaxwurte 3HaueHus 1 mapametpoB Mvist (ums cuctemsl IICY; cm. pasnen «Okpan DNS»), Pacnosnoxenne
(dpu3uueckoe pacronokenue) u KonraxT (OTBETCTBEHHOE JIUIIO). DTH TaHHBIE UCTIONB3YIOTCS CIICAYIOIIUMHU
KOMITOHEHTaMHU:

* Arent SNMP nnatel ceTeBoro ynpaBieHus
» StruxureWare Data Center Expert

Hanpumep, nmone numeHn ncnoib3yercs uaeHtupukaropamu o0bexkros (OID) sysName,
sysContact u sysLocation B areare SNMP miater ceTeBoro ympasieHus. JJOMOIHATETEHYIO
nHpopmaruio 00 uaertuduraropax MIB-II OID cm. B Cnpasournom pykogodcmee k baze
ynpasnenusi ungopmayuei (MIB) npomoxona PowerNet® SNMP na .

OKpaH aatbl 1 BpeMeHU

Pexum.

MyTb: KoHdurypauua > Obwue > [lata/Bpems > Pexum
3anaeT BpeMs U Jary, ucnoib3yemsble [ICY. Bol MokeTe M3MEHUTH TEKYIHe HACTPOMKHU BPYyYHYIO UIIH C
TTOMOIITBIO cepBepa MpoTokoia cereBoro BpeMeHu (Network Time Protocol — NTP):

[Tpu rcnonb30BaHKH 000UX KOMIIOHECHTOB BPEMEHH HYXKHO BBIOPATH “aCcOBOI M0sic. ITO pa3HUIA MECTHOTO
BpPEMEHH C YHUBEpCaAITbHBIM KoopAuHUpoBaHHBIM BpeMeHeM (UTC), koTopoe Takke Ha3bIBACTCS CPEIHUM
BpeMeneM 1o ['puaBuay (GMT).

e Pyunoii pesxum. BbIITOMHATE OOHO U3 CAEAYIOIUX ACHCTBUN:
— Bseaute gary u Bpems aia I[ICY unmn

— YCTAHOBHTC qma)xox “pllMCllCllll(‘ JJOKAJbHOI'0 BpEMEHH HK, 4TOOBI JaTa 1 BpeMsA COBIIaJaInd
C KOMIIBIOTCPHBIMU YaCaMU, U IPUMCHUTC HaCTpOﬁKH.

o Cunxpoumsuposats ¢ cepeepom NTP. Bosmoxnocts gt NTP-cepBepa (ceTeBoii MpOTOKOM CyKObI
BpPEMEHH) 3a1aBaTh AaTy u Bpems [ICY.

[To ymommuanmio Bece IICY Ha moib30BaTenbcKoi cTopone Struxure Ware Data Center Expert
MTOJTYYar0T HACTPOWKH BPEMEHH, HCIIONB3Ys Iporpammy Struxure Ware Data Center Expert B
kauecTBe cepBepa NTP.

Mone OnucaHue

IIpu BEIOOpE 3TOTO MapaMeTpa AaHHBIC OT IPYTUX UCTOUHUKOB (KaK
npasuio, DHCP) nomy4aror mpuopuTteT Haj yKa3aHHBIMH B 3TOM
pasnene HacTpoiikamu NTP.

3a010KkupoBaTH pyYHbIe
Hactpoiiku NTP

IlepBuunbiii NTP-cepBep Bsenute [P-aapec nnu nomenHoe ums nepsuyHoro NTP-cepsepa.

Bsenute [P-aapec unu nms nomena BropuuHoro NTP-cepsepa npu

Bropuunbiii NTP-cepsep
HaJIM4MH TAKOTO CEpBeEpa.
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Mone OnucaHue

VYkaxure, kak gacto [ICY Oynet momydars noctyn k cepsepy NTP ms

Wurepsas obHobaenus obnoBnenust. Munumym: 1; Maxcumym: 8760 (1 rom).

Hemenjiennoe o0HOBJIEHHE

3amyckaeT MOMEHTaILHOE OOHOBIIEHHE 1aThl 1 BpeMeHu 1o NTP-cepsepy.
JaHHbIX npu oMo NTP Y P PBCPY-

I'Iepexon Ha neTtHee BpeMs.

MyTb: Kondurypauua > Obwue > [lata/Bpems > lNepexon Ha neTHee Bpemsi

[To ymomuanuro nepexox Ha sietHee Bpems (DST) BeikimtoueH. MoXHO BKITIOUNTH TPAAUIIMOHHEIHN ITepexo Ha
netHee Bpemsi CLIA (DST) nnu BKIIOYUTE U HACTPOUTH COOCTBEHHOE MOSICHOE JIETHEE BPEMS B COOTBETCTBUH
C MECTHBIMH NpaBWJIaMH YCTAHOBKH JIETHETO BPEMEHHU.

IIpu HacTpolike nepexona Ha JIETHEE BpeMsl CUCTEMA TIEPEBOAMT Yachl BIIEPE HA OJIUH 4aC IIPU HACTYIUICHUM
BPEMEHHM U JaThl, yKa3aHHBIX B nosie [lyck, 1 Ha OOUH Yac Ha3aJ P HACTYIUIEHUH BPEMEHH U JIaThl,
YKa3aHHBIX B IIOJIE 3aBEpIINTh.

* Ecnu MecTHOE eTHee BpeMs BCETNIa HAUMHAETCS U 3aKAHYMBACTCA B Yemeepmylii ACHb HEJEIH
OTIPE/ICTICHHOTO Mecslia (HalpuMep, B YeTBEPTOE BOCKPECEHbE), BEIOepuTe NapameTp YeTBepThIii/
nocjaeqnuii. Eciav B 3TOM MecsIle HacTynaeT MmiToe BOCKPECCHbE, HEOOXOIUMO TaK:Ke BHIOPAThH
napameTp UeTBepThlii/mocsie Huii.

* Ecnm MecTHOe JieTHee BpeMs BCera HAUMHACTCS U 3aKaHYMBAETCS B HOCI€OHUU, YETBEPTHIN WK
IIATHIN TeHb HEACIN OIPEISIICHHOTO MecsIa, Beioepute mapametp IIsiToiii/mocaennuii.

Co3gaHue n UMNOpPT HAaCTpPoOeK ¢ noMoLlbio dpanna KoHcpurypaumm
MyTtb: KoHdurypauus > O6wue > Pann koHpUrypaumm nonb3oBarens

C nomobko 3ToH QYHKIIMH MOXKHO YCKOPHUTB U YIIPOCTUTH KOH(QUTYPAIIHIO HOBBIX YCTPOUCTB € TIOMOIIBIO
MIOBTOPHOTO MCIIOIb30BaHMSI CYLIECTBYIOMNX HacTpoek. [lapamerp O1inipaguTh UCTIONB3YETCS U1 Iepeaadn
JAHHBIX KOH(QUIypaluy B 3TOT HHTepdeiic, a mapamerp 3arpy3uTh HCHOIb3YETCs Al Iepefadu JaHHbIX U3
sTOoro MHTEp(deiica (A MOoCIeIyIOMEero UCIIOIb30BaHMS IPU HACTPOiiKe Apyroro uHTepdeiica). 1o
ymom4aHuio (aiin umeer ums config.ini.

Wudopmanmro o 3arpy3ke U n3MeHeHnH (aiina HacTpoeHHOM [ICY cM. B pazzaerne « KCIOpT
napamMeTpoB KOH(PUTYpamuuy.

OKpaH KOHUrypupoBaHUA CCbINOK
MyTb: KoHdurypaumsa > O6wwue > BbicTpble CCbIKK

JlaHHBIN TapaMeTp UCTIONB3YyeTCs ISl MPOCcMOTpa U u3MeHeHus ccbliok URL, oToOpakaeMbIX B HIXKHEH
JIeBOM YacTH KaXXJ0ro ’KpaHa uHTepdeiica.

I[JISI N3MCHCHUA CCBIJIKU IICJIKHHUTC Ha3BaHUC CCBIJIKU B CTOJI6He Mnmsi. MOXXHO BOCCTaHOBHTE 3HAUCHUS I10
YMOJIYaHHUIO CCBIIOK, IICIIKHYB 2JIEMCHT BoccTaHoBJIeHBI HZICTpOﬁl\‘H Mo YMOJT4YaHUIO.

XXypHarnbl B MeHK KOH(uUrypauumm

MyTtb: Kondwmrypaumusa > XypHanbl > Syslog > napamempsbi

Jlst moctyma x aToMy 3kpany Tpedyetcs munen3us Standard wim Premium. Cwm. pazmen «JIutieH3us.
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TICY MOXeT NOChUIaTh COOOIIEHUS Cpa3y Ha YeThIpe cepBepa Syslog B ciiyyae BOSHUKHOBEHUS COOBITHSI.
Cepaepbl Syslog perucTpupyroT COOBITHS, IPOU3OIISAIINE B CETEBBIX YCTPONCTBAX B KypHAJIax, KOTOPhIC
00€eCTICUYnBaIOT IIEHTPATM30BAHHYIO PETUCTPAITUIO COOBITHIA.

PykoBOACTBO 1OJIB30BaTENS HE COAEPIKUT MOAPOOHEBIX OonHcaHuil cepBepa Syslog u ero
koH(puryparuu. Cm. RFC3164 mia nonyyenns moapobHoit nHGopMarmu o cepBepax Syslog.

UoeHTudmnkauma cepsepoB Syslog

MyTb: Kondurypauusa > XKypHanbl > Syslog > CepBepbl

Mone OnucaHue
Cepsep HUcnonesyer anpeca IPv4/IPv6 ninm mMeHa XOCT-y3JI0B TS HACHTU(UKAIIMH OTHOTO U3 YETHIPEX
Syslog CepBepoB IS MOydeHus coobmeHnit Syslog, moceumaemsix IICY.

IMopt npoTokona mons3oBarenbeknux gatarpamm (UDP), KoTOpbIif HCTIONIB3YyET IIaTa CeTEBOTO
MopTt yIpaBJIeHUs Ui OTIIpaBKu coobuienuit Syslog. [To ymomuanuio nmeer 3HaueHne 514, mopr
UDP naznauen st Syslog.

PEININ Bri6op s3p1ka coobmennit Syslog.

IIporokoa Bri6op nporoxona UDP i TCP.

HacTponku cucteMHOro XypHana

MyTb: KoHdurypauusa > XKypHanbl > Syslog > Hactpoiiku

Mone OnucaHue

Bxurouenue popmupoBaHus (M BeACHHS XXypHalia) cooOmeHui Syslog st coObITHIA, KOTOPBIE
HacTpoeHsl B Syslog B kauecTBe MeTona yBegomienus. Cm. pazaen «Konpurypuposanne
IEHCTBHMN I COOBITHIN.

Co3nanne
CO00IIeHUs

Bribupaer xox o0bekTa, Ha3HAUYESHHBIN I COOOIIEeHNH crucTeMHoro xypHana [ICY (1o
ymomrgannio — Ilosib3oBares).

Kon o6bexta | Tpumeuanme. [apamerp I10.1n30BaTe1n IydIle BCETO ONpEENseT HACTPONKH COOOIIEHHIA
Syslog, noceinaemsix IICY. He u3MeHslTe 3TH HACTPOHKH Oe3 peKoMeHIauu ceTn Syslog
WY aAMUHUCTPATOPa CUCTEMBI.
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Mone OnucaHue

CorrocraBmnseT KaxXIplii ypoBeHb omacHOCTH coObIThil [ICY mimm cpepl ¢ COOTBETCTBYIOIINMUA
npuopuretamu Syslog. JIokalbHBIMH TapaMeTpaMH SBISIOTCS: «KpuTHaeckas,
«[Ipenynpenurensaoe» u «npopmannonnas». HeoOXoanMOCTH MEHSTh COTTIOCTAaBICHHAS HET.

Crenyrouue onpenenenus B3saTsl u3 RFC3164:
* ApapuiiHasi cuTyanus: CHCTeMa HEPUTOIHA K UCTIOIb30BaHMUIO.
* Onosenienne: Tpedyerca He3aMeUIUTEIEHOE BMEIIATEIbCTBO.
* Kputnueckasi: KpUTHIECKAE COCTOSHHS.

* OmubKa: COCTOAHMS OLINOKH.

ConocTapJie- e [IpeaynpeanTeibHoe: COCTOSHNS, TPEOYIOIHE BHUMAHHUSL.
HHe CTeNneHn e [IpnMeuanie: HOPMAIBHBIN PEKUM PABOTHI C CEPHE3HBIMU COCTOSHUSIMH.
OTaCHOCTH e Undopmanmmonnas: nHGOPMAITHOHHEIE COOOTIEHHS.

e Otaaaka: COO6H.ICHI/I}I YPOBHSA OTJIAAKH.

Janee nmpuBeneHbl HACTPOUKH, YCTAHOBJICHHBIE TI0 YMOIYAHUIO JJIsl TApaMeTPOB
JlokaJIbHBII MPUOPHUTET;

* [Tapamerp Kpurnueckasi COOTBETCTBYET COCTOSHHUIO KPUTHYECKOMY COCTOSHUIO.
e [Tapametp Ilpenynpeaure/ibHoe COOTBETCTBYET IPe/1yIIPesk/IeHUsIM.
* [Tapamerp Mupopmanmnonnas COOTBETCTBYET HHMOPMAIINOHHLIM COOBITHSIM.

Mpumeyanne. Madopmanmro 06 oTkirodeHun coodiennii Syslog cm. B pasnene
«KonpurypupoBanue 1edCTBUI U1 COOBITHI».

Mpumep Tecta n hopmara Syslog
MyTtb: XypHansbl > Syslog > TectuposaHue

[To3BosIeT OTIPABUTH TECTOBOE COOOIICHNE Ha CepBEPHI Syslog (HaCTpOeHHBIE ¢ MTOMOITLI0 (PYHKIINH,
OmHMCcaHue KOTOPOU mpuBeaeHo B pasnene «neatudukarus cepeepoB Syslog»). Pesynsrar Oyaer oTnpapieH
Ha BCE HaCTPOEHHBIE cepBephl Syslog.

Bri6epute BaxXHOCTh, HA3HAYaEMYHO TECTOBOMY COOOIIEHUIO, 3aTEM YKaXXKHTE TECTOBOE COOOIIICHUE.
Brutrounte B opmat cooOrienus tur coobiTus (Hanpumep: APC, cuctema nitl yCTPOUCTBO) C MOCIICAYOITIM
JTIBOCTOYHEM, TTPOOETIOM M TEKCTOM COOBITHS. [IJInHA COOOIICHUS HE TOJHKHA NIPEBhIIIaTh S0 CHMBOJIOB.

e IIpuoputet (PRI). [IpuopureT Syslog, ykazaHHBIH TSI COOOIAEMOTO COOBITHS, a TAKXKe KO 00BEKTa
CoO0TIeHMH, OTIpaBIsieMbIX Ha IICY.

e 3aromoBok. OTmeTKa Bpemenu u IP-aapec IICY.
* Temo coobmenus (MSG).
— Tlone TAG, 3a KOTOPBIM ceoyeT JBOCTOUME U POOET, ONPeaesieT THII COOBITHSL.
— Tlone COJEPXXMMOE conepkuT TeKCT COOBITHS, 32 KOTOPBIM CIIEAYET MPOOEI U KOl COOBITHS.

[Ipumep. APC: Test Syslog gBideTCHS LOMYCTUMBIM.
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MeHo «TeCcTbI»

TecTnpoBaHue U KanubpoBKa

MyTb: Tectbl > UBI

[IpuBeneHHBIE HUKE BAPHAHTHI OTHOCSTCS TOJNBKO K TOAJCP)KUBAaeMbIM 1-(ha3HBIM yCTpOWCTBaM
WBII Easy ¢ ycranoeneHHO# miatoit AP9544.

Jns noctyma k kanmuOpoBKaM BpeMeHH paboThl TpeOyercs nmuieH3us Standard uimu Premium. Cu.
paznen «JluneHsusy».

Ha nexkoropsix ycrporicteax MbII MOXXHO 3aIlyCTUTh CaMOTECTUPOBAHUE, TECTUPOBAHUE CUTHAJIOB TPEBOI'U
i quHaMudeckyro kanuoposky UBII. B nomsax Camoanarnoctuka u Kaindposka oToOpaxaroTcs
PEe3yIBTaThI IOCIEIHETO TECTa ¥ KaIUOPOBKHU.

B xone muaamuaeckoit kamnOpoBku UBII mepecunThiBaeT 10CTyTHOE BpeMs pabOThI B 3aBUCUMOCTH OT
TeKyIeH Harpy3Kku. JTo obecrniednBaeT 0oJiee BEICOKYIO TOYHOCTh COO0IaeMoro BpeMeHu padoThl. [1ockoiIbKy
npu KaauOpoBKe CYIIECTBEHHO pacxoayercs pecype O0arapeii BI1, Heo0X0auMO BBITTOMHATH KATHOPOBKY MTPH
100% 3apsiaxe Garapeit. YToObI rapaHTHPOBATh, YTO KAIUOPOBKA OyieT npuHsTa, Harpy3ka Ha MBI1 nomkHa
coCTaBIIATh HE MeHee 15% 0e3 koneOaHuii.

Bunmanue! J[nnamudeckast kanuOpoBka riyooko paspsikaet 6arapen MBI, Bcienctsue wero MBI
MOXET OBITh BPEMEHHO HECIIOCOOEH oA KaTh MOAKIIOUEHHOE 000pYyIOBaHHUE B CIlydae
MPEKPALICHUS TIOAYH AICKTPOIUTAHHS.

YacTble KaTMOPOBKU COKPAIAIOT CPOK CITyKObI OaTapeil.

BeimonnsiiTe kKauOpoBKyY MPU KaKIOM 3HAYUTEILHOM YBEJIMUCHUN Harpy3KkH, noaaepxusaemoii UBII.

Tect curnanos tpesoru st MBI1 BeImonHsAETCS sl KOHKPETHOTO YCTPOMCTBA U MOXKET OBITh HEAOCTYICH IS
ucnonszyemoro UBII. MHbopmanuio o BKIIIOUEHHH CUTHANIA TPEBOTH cM. B paszzene «[lnanuposanue
BBIKITFOUCHUSI.

* Ilpu Beibope dyakimu TectupoBanue curuajia Tpesoru UBII UBII momgaet 3BykoBOW CHTHAN B
TEYEeHHE YETHIPEX CEKYHJI, U €T0 CBETOAHOBI TOPSIT.

* Ilpu BeiOope pyHkiun TectupoBanue curaana tTpesoru UBII: nenpepwiBubrii UBI1 momaer
3BYKOBOHM CHUTHAJI, @ €r0 CBETOIUOABI FOPAT 10 OTMEHBI TecTa. Ha 3ToM skpaHe oToOpaxaercs
OTAENbHBIH TYHKT OTMEHHTDH TeCTHPOBAaHHE HENPEPbLIBHOIO CUTHAJIA TPeBOTrH. YTOOB OTMEHUTD
TECT, BBIOEpUTE 3TOT 37eMEHT U mienkHuTe «[IpuMeHnTry. MOoXXHO Takke HaXaTb JIF00YI0 KHOIIKY Ha
untepderice XKK-mucmes MBII. Dtot TecT none3ex s onpeneiacHus pacrnonoxenus VBII.

BknroyeHune muraHua ceeroguonoB NCY

MyTtb: TecTtbl > CeTb > CBeTOAMOA MepLiaeT

Ecnu He ynaerca Haiitu ycrpoiictBo UBII, ykaxkute KOJIMU4E€CTBO MUHYT B 1oJie /LiinTe/ibHOCTL Mepianms
ceeToanona, menkaure «lIpumenuts», u cBeToauoanble HAUKATOPHI Ha [ICY HauHyT MUTraTh. DTO MOXKET
MOMOYb HAUTH (PU3NIECKOE YCTPOHCTBO.
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MeHI0 XypHanos

Ucnonb3oBaHue XXypHanoB COObLITUM U AaHHbIX

B xypran «JKypHai coObITHID 3aHOCSTCS OTICIBHBIE cOOBITHS. B sxypHane « KypHan TaHHBIX» conepKarcst
MI'HOBEHHBIE CHUMKH COCTOSIHUS CUCTEMBI, TIOJTy4aEMBbIE C IMTOMOILBIO 3aIlIUCH 3HAYEHUM C pErySIPHBIMU MHTEPBATIAMHU.

XypHan cobbiTun

MyTtb: XypHansbi > CobbITUA > docmynHbie napaMmempbl

Braronapst roToBO# ()YHKIMOHAIEHOCTH B XKYpHAJe COOBITHH COXPaHSIOTCS TOJIBKO HOCIEIHNE
25 cobOpITuit. [l xpaneHus 00IBIIETO KOJHISCTBA COOBITHIA TpedyeTcs nurieH3us Standard vmm
Premium. Cwm. paznen «JIumeH3us».

[To ymoganuio B )XypHaie 0TOOpa)karoTCsl BCE COOBITHSI, 3alTUCAaHHBIE B TEYEHUE TTOCIETHUX ABYX JHEMH,

Ha4YMHAS ¢ TTOCIEeTHUX coOBITHH. CM. pazmen «KoHpuryparms mo coObITHION.

Kpome Toro, B sKypHaI 3aHOCSTCSL: 1) II000€ COOBITHE, KOTOpOe OTHpaBisieT npepbiBanne SNMP, kpome MonbITok
ayreHTi(ukanmu SNMP; ii) aHOManbHbIE BHYTPEHHUE CHCTEMHBIE COOBITHSL.

B paznene «JIokanabHbIC TONTB30BATENNY MEHIO KOHGUTYPAIIMHA MOXKHO BKJIFOYHUTH IIBETOBYIO KOAUPOBKY
COOBITHA.

OToGpaxeHue XXypHana coobITUMN.

MyTb: XKypHanbl > Co6biTua > XXypHan

[To ymonuaHuIo B )KypHaJe COOBITHH CHaYasa 0ToOpaXKaroTcs MoCiIeAHne coObIThs. [1Jist MpocMOTpa CIHCcKa
COOBITHIA Ha OJJHOH BeO-CTpaHUIIe IENKHATE KHOTKY 3alycTuTh KypPHAJ B HOBOM OKHe. JI7s BBITTOIHEHHS
3TOM omepanuu Tpedyercs, 4uToObl B HACTPOiKax Opay3epa ObLI BKIIIOYCH mapametp JavaScript.

UToOBI OTKPBITH KypHAJI B TSKCTOBOM (haiiyie WiIM COXPAaHUTh €ro Ha AMCK, MICIKHUTE 3HAYOK TUCKETHI E—'
B CTpOKE 3aroyioBka /KypHaJi coObITHii.

Jliist mpocMoTpa )KypHaia COOBITHIH MOKHO Takke uctonb3oBath FTP umu Secure CoPy (SCP). Cum.
paznen «Mcnonb3oBanue npotokona FTP wiu SCP mns nonydenus daitnos xypHanay.

dunesTpaums xKypHana cobbITU. UToOs! He 0TOOpaXkaTh JTUIIHIOK HH()OPMAIIUIO B KypHAIIE,
BOCIIOJIB3YyHTECh (PyHKIUEH (QHIBTpan.

OuIbTpanus KypHaIa Bocnonsayiiteck nepekiodarensmu Ilociennee nu C. (Hactpoiika ¢punbrpa
10 JaTe WJIH 110 BpeMeHU coxpanseTcs 10 nepe3amycka I[ICY.)
MenkanuTe @uasTposars sxkypHais. OTMEHHTE YCTaHOBKY (HIaXKKa, YTOOBI OTMEHHTH €T0
otobpaxenue. [Tocne naxxarust [IprvieHNTH TEKCT B BEPXHEM IPABOM YTy CTPAHHIIBI
@uabTpanus KypHajia JKypHaJa COOBITHI YKa3bIBaeT Ha TO, YTO (BT BKIFOUEH. DUIIBTP aKTHBEH JI0 €ro
M0 CEPLE3HOCTHU UJIN OYMCTKHU WK TEpE3aITyCKa TIICV. I[J'IS{ yaaJieHUus aKTUBHOT'O (bHHLTpa IICIIKHUTC
KATeropusiM coObLITHI OuIbTPOBATH KypHAJL, 3aTeM OUuCcTUTH QUILTP (MOKAa3aTh Bee). B kauecTBe
AIMHUHUCTPATOPA HICJIKHUTC COX])HII"TI) KaK JIEMEHT 110 YMOJIYaHH10, 9TOOBI COXpaHUTh

3TOT (GUITBTP JUTS OTOOPaKEHHST HOBOTO JKypHAJIA [0 YMOTYaHHUIO TSI BCEX ITOTb30BaTEIICH.

Baxubie 3aMeuaHus Mo GUIbTpam:
*  CoObiTust 00pabaTeIBatOTCs GUIBTPOM C MOMOIIBIO Jorudeckoro oneparopa MJIN. Pabora unsrpa He
3aBUCHT OT IPyTUX (UIBTPOB.

*  CoOBbITHSI, OUHIIICHHBIC B CITUCKE DIIILTPOBATE 110 CTENEeHU ONACHOCTH, HUKOTIA HE OTOOPaKaroTCs B
OTGUIBETPOBAHHOM JKYPHAJIE COOBITHH, TaXKe €CITH OHU BhIOPAHBI B CITUCKE DIILTPOBATE 110 KATETOPUH,

*  AHaJIOTUYHO, COOBITHS, OUUILCHHBIC B CIUCKe DMILTPOBATE 110 KATEr 0PI, HAKOT/IA He
0TOOpaXXaroTCs B OTHUIBTPOBAHHOM JKypHaJe COOBITHH.

YpaneHue xxypHana coobITui. [iia ynanenus Bcex coObITuii menkaute Ounctuts skypHuad. [louck
VIAJICHHBIX COOBITHIT HE BBITIONHACTCS.
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OnucaHne OTKIIOYEHHUS] pETUCTPALMH B KypHaje COOBITHI Ha OCHOBAHWH MPUCBOCHHON CTENEHU
OIACHOCTH WJIM KaTerOpHU COOBITHS CM. B paszaene «Konpurypuposanue mo rpynnaM COOBITHID).

HacTpowka ob6paTtHOro npocmorpa:

MyTb: XKypHanbl > Co6biTua > O6paTHbIN NPOCMOTP

Ecnu gyHKIMst 00paTHOTO MPOCMOTPa BKITFOYEHA, ITPU BO3HUKHOBEHUH COOBITHIA, OTHOCSIIMXCS K CETH, BMECTE C
COOBITHEM B XKypHaJ coObITHI 3aHOCsATCs [P-anpec 1 uMs momena ceteBoro ycrpoiicta. Ecim B ycrpoiicTse
OTCYTCTBYET 3aIlCh IMEHHU JIOMEHA, TO B CBSA3U € COOBITHEM B )KypHaje perucrpupyercs Toabko IP-agpec.

Tak xak nMeHa JAOMCHOB, KaK IIPpaBUJI0, U3MCHAIOTCA PEIKE, UCM IP—aL[peca, BKJIIOYCHUEC (I)yHKLII/II/I O6paTHOFO
MIPpOCMOTPA MOXKET YIIY4YIIUTDH CIIOCOOHOCTH OImpeaciCHUA aApCCOB CCTEBBIX yCTpOfICTB, BBI3BABIIHX COOBITHE.

OO6paTHbIi MPOCMOTP BBHIKIIIOYEH N0 YMOTYaHuto. He BKiIro4alTe 3Ty QyHKIHIO, €CITH OTCYTCTBYET
HacTpoeHHbIH cepBep DNS mim yMeHbIaeTesi CKOPOCTh CETH M3-3a TUIOTHOTO Tpaduka.

N3meHeHue pa3mepa XypHana co6bITUN.

MyTb: XKypHanbl > Co6biTuA > Paamep

Hcnons3yiite napametp «Pa3mep KypHasa coOBITHI», YTOOBI yKa3aTh MAKCUMAJIbHOE YHCIIO 3allMCel JXypHaa.

Buumanue! [Ipu n3mMeHeHnn pa3mepa *KypHajia COOBITHI C LENbI0 YKa3aHUsI MAKCHMATbHOTO
pasmepa ece cyuecmayiowjue 3anucu yoansiomesi. JIns Toro 4ToObI He TOTEPSITh AaHHEBIE U3
XKypHaia, ucroassyire nporokon FTP unn SCP mig nomyyeHus )KypHaia, CM. pasen
«Hcnons3oBanue npotokona FTP wmm SCP mns momyuenus ¢aiinos xxypHanay. Eciam sxypHan
JOCTUTAEeT MaKCUMAaIIbHOTO pa3Mepa, CTapble 3alMCH YIAISIOTCS B TIOCIEI0BATEIHLHOM ITOPSIKE.

XypHan gaHHbIX

MyTtb: XKypHanel > [laHHble > onyuu

Jnist moctyma K 3ToMy 3KpaHy Tpedyercs nmuensus Standard wim Premium. Cwm. pazngen
«JInneususay.

HUcnoneayiite GyHknunio « X KypHan JaHHBIX» AJIs1 0TOOpakeHUs XKy pHaia n3mMepenuii napamerpos MBI1, Bxoxa
nuranus UBI, a Taxke Temmeparypbl okpyskaromei cpenbl MBIT u 6arapeii.

JlelicTBYSI ISt OTOOpasKeHUsI M M3MEHEHUS pa3Mepa Ky pHaia JaHHBIX aHaJIOTHYHBI ISHCTBUSAM IS )KypHAala
COOBITHH, 32 HCKITIOYEHUEM TOTO, YTO HYKHO HCIIOJIb30BATh MTAPaAMETPBI MEHIO BMECTO
Cwm. paznensl «OTobpakeHue xypHana coObITHi 1 «3MeHeHne pa3mepa )KypHaja COOBITHI.

Jnst puabTpanuy KypHaia JaHHBIX 10 AaT€ WIM BPEMEHHU HCIIONIb3YHTE NepeKIoaTesn WIn
(Hactpoiika ¢punsrpa coxpansercs no nepesamycka [ICY.) [ns ynaneHus Bcex JaHHBIX, 3alIMCAHHBIX B
KypHaJe JaHHBIX, IEIKHUTE . Ilouck ynaneHHBIX TaHHBIX HE BBITOJIHAETCS.

YcTtaHoBKa uHTepBana c6opa aaHHbIx (XKypHanb! > [JaHHble > UHTepBan). B nactpoiikax
OTIpeNIeINTE YacTOTy TIOMCKA NaHHBIX B xKypHase. Ecnu BeIOpats «IIpuMeHUTH, YNCIIO BOBMOKHBIX
JTHEeH XpaHEHHsI BBIYHUCISIETCS IOBTOPHO U OTOOpaXKaeTcsl B BEpXHEH YacTH dKpaHa.

[Tocne Toro Kak XypHal 3al0lHEH, HAYHMHACTCA yIaleHUe CaMbIX CTapbiX 3amuceid. UToObl n30exaTh
aBTOMAaTU4eCKOTO yOalleHHs CTapbIX JaHHBIX, CM. Clleyromuii pa3aen «Hactpoiika 0OHOBICHUS )KypHaIa
nanubix (Kypnansl > Jlanasie > OOHOBICHHE).».

IMpumeuanue. Tak Kak HHTEPBAT ONMPEACISIET YACTOTY 3aIIMCH IAHHBIX, TO YeM MeHblie UHMepEal, TEM Yallle
3aMMUCHIBAIOTCS TAHHBIC U TeM OOJIbIIe (paiii sxypHaa.

HacTtpoiika ooHoBneHus xypHana gaHHbix ()KypHanbl > [laHHble > O6HoBneHue). OOHOBICHHE
BBI3BIBACT ILO6aBJ’IeHI/IC COACPKUMOTO0 KypHaJia JaHHBIX K (baﬁny C YKa3aHHBIM UMCHCM U MECTOIIOJIOXKCHUCM.
39t0 3HA4YUT, YTO MOXXHO COXPAaHUTh JAaHHBIC MIEPCA UX YAAJICHUCM, CM. BBIHJerI/IBe,Z[eHHI)If/i pasaci «YcTaHOBKa
nHTepBaia coopa nanusx (OKypaanst > Jlanusle > MHTEpBaIN).».

Jannas GyHKIHSA NCTIONB3YETCs ISl YCTAHOBKH 3aIIUTHI C TOMOIIBIO TTAPOJIS U IPYTHX ITapaMeTpOB.
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Mone OnucaHue

Cepsep FTP [P-anpec i mMs XocTa cepBepa, Ha KOTOPOM HaXOOuTCs (aiti.

Vmst monp30Baresis ¥ napoiib, HEOOXOIMMBIE JUISl OTIIPABKU JaHHBIX B (aiiil ¢ apXxuBoM
JTaHHBIX. J|aHHBI ONTB30BATENb TOMKEH 001a1aTh IPAaBOM JIOCTYIa HAa YTEHHUE U 3aIlUCh
JIaHHBIX JUIs (aiiiia apxyBa M JUIs KaTaiora (TarkH), B KOTOPOM 3TOT (haiiil XpaHHUTCsI.

HUms noab3oBarelist
ITapoanb

yTh K paiiry [IyTh K ¢aitmy apxuBa JaHHBIX.

Nwms daiina apxuBa qansbix (TekctoBbiii ASCII-daiin), Hampumep datalog.txt.

Umsa daiina N
Bce HOBbIE maHHbBIe HOOABISAIOTCS B 3TOT (aiiil, OHU He Mepe3antCchIBalOT €ro.

Bribepute 3TOT priaskok, 9TOOBI COXPAHUTH JKypHAI JaHHBIX B (hopMmare
YHUKAJIBLHOE HMSI MMEOTTTT <muMs_Qana>. txt, re «uMs_daiina» — 3To 3HaUCHHE, YKa3aHHOE

q)aﬁﬂa B I10JIC
Bce HOBBIC naHHBIC HOOABIAIOTCS B (haiill, HO KaXKABIH ICHb CO3MAcTCs HOBBIH (aiin.

3anep:kka n yacoB

KonmngecTBO 9acoB Mex Iy 3arpy3kaMu JJaHHBIX B (aiiin (MakcuMyMm 24 gaca).
MESKIY 3arpy3KamMu.

Iocae coost
BBINIOJIHSIITE KonwmuecTBO MUHYT MKy TIOMBITKAMY 3arpy3UTh JaHHEIC B (haili mocie coos
3arpy3Ky KaxK/able 3arpysKHu.

n MUHYT(bI)

a0 n pa3 MaxkcumanbHOE KOJTUYECTBO TTOIMBITOK 3arpys3Ku nocje uCXoaHoro cOos.

A0 yCneurHoro

[TonbiTKa 3arpy3KH (ailyia 10 3aBepIICHUS epeaadH.
3aBepIlIeHHs 3arPy3KH pysicH ¢ A p Pe

Ucnonb3oBaHue npotokona FTP unu SCP ana nonyyeHusa ¢annos XXypHana

AMHHUCTPATOpP WU MIOJIB30BaTENb YCTPOUCTBA MOXKET HCIOIb30BaTh MpoTokoa SCP nimm FTP ans nonydenus
(baiina )xypHaa coObITUH (event.txt) (¢ TAOyIAUSAMH B KaueCTBE pasjenuTeneil) i ¢aiina skypHaia JaHHBIX
(data.txt) ¥ *MTIOPTUPOBAHHUS €TO B AIICKTPOHHYIO Tabnmiy. O6a daitna Haxomsarces Ha [ICY.

o @aiin comepKUT OTYET 000 BCEX COOBITUAX U JAaHHBIX C MOMEHTA TIOCIICTHETO YIaICHHS KypHaIa UiTH
(B citydae ¢ xKypHaJIoM JaHHBIX) YCEUCHHS TTOCTIE TOCTIKEHHUS MAaKCUMAIBHOTO pa3Mepa.

*  DTOT (aiin BItoyaeT B ce0s HHPOpMAIHIO, KOTOpas He 0ToOpaskaeTcs B Qaiisie >KxypHaia COOBITHH HITH
B (baiine TaHHBIX.

— Bepcus AOS IICY u npmitokeHus.

— [Mara u Bpems nony4eHus Qaiina.

— 3HayeHUs , n , a Taxke [P-agpec IICY.

— Hazpaame monmenu UBII (Tonpko dhatin data.txt)

—  YHUKaJbHBIN IUTSL K&XKIOTO 3alICAHHOTO COOBITHS (TONBKO (aiin event.txt).

— B IICY nuis 3anuceil xKypHaia UCTIONb3yeTCs YeThIPeX3HaYHas 3auch roga. Mo>kHO BBIOpaTh
YeThIPEX3HaYHbIA (pOpMaT AaThl B MPOrpaMMe AJIsl pabOoTHI C ANIEKTPOHHBIMU TaOIHLIaMH IS
OTOOpa)KeHMsI BCEX YETBIPEX Pa3Ps0B.

[pu ncrmonb30BaHUK MPOTOKOJIOB 3AIIUTH HA OCHOBE IMU(PPOBaHUS cM. pasznen «lcnonb3oBanne
SCP ninist moucka 3tux ¢aitnosy. [Ipu ucnons3oBaHNH METOOB ayTeHTH(UKAIMK ¢ M pOBaHHEM
JUTS 32U Thl M. pasnen «Mcnons3oBanue FTP mist moucka daiinosy.

Jig moy4deHus cBeACHU O JOCTYMHBIX MPOTOKOJIAX U CIIOCO0axX YCTaHOBKH HEOOXOAMMO
3aIUTHI CM. Ha

Hcnoan3oanne SCP nis noucka atux paiinos. Bimounte SSH Ha IICY (cwm. pasnen «doctyn
K KoHCONM»). [Ipumeuanue. Creayromye KOMaH bl IPEICTaBICHBI TOJIHKO B KAUYECTBE IPUMEPOB.

UYroObl OTyuuTh (aiin event.txt, BBEAUTE CICAYIONIYIO KOMaHITy

scp <mMsa_nosb3oBaTendlmma xocra> mnu <ip ampec>:event.txt ./event.txt
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UrtoOsl moyuuTh Gaitn data.txt, BBEOUTE CIEIYIONUIYI0 KOMaHIY

scp <mMsa_nonbs3oBaTenal@mma_xocra> mnm <ip ampec>:data.txt ./data.txt

Ucnonb3oBaHue FTP ansa noucka dannos. Uroosl ¢ momometo FTP momyuuTs daiin event.txt nim
data.txt, BBIIOTHUTE CIEIYIOIINE TCHCTBUS:

1.

6.

[ocne nosiBiIeHUs KOMaHIHOM MOACKa3ku BBequte ftp u [P-ampec IICY, a 3atemM HaxxMuTe ENTER.

Ecnu Hactpoiika JUIS ITapaMeTpa (cM. paznmen «Cepsep FTPy») ommgaercs ot 3HadueHus
10 YMOTYaHHUIO (2 1), HEOOXOIMMO UCIIONB30BATh 3TH HOBBIE HACTPOIKH B cTpoke KoManapsl FTP.

Hunsa kmuentoB FTP Windows ucnone3yiiTe cienyromuye KOMaH I, BKITtodast ipooesl. (s
HeKoTOpHIX KineHToB FTP mexny IP-anpecoM 1 HomepoM nmopta HeoOXOAUMO HCITOIB30BaTh
JIBOETOYHME BMECTO mpoberna.)

ftp>open ip_adpec Homep nopma

UtoOH! yIy4IInuTh 3aLIUTY, IS yCTAaHOBKM 3HadeHus nopta FTP-cepsepa, oTmuuHOrO OT
3HaYeHUs 1o ymomdanuio, cM. «CepBep FTP». MoxHO ykazaTs 11000# OPT B TUana3oHe OT
5001 mo 32768.

J1i BX0/a B cCHCTEMY MCTIONB3YHTE 3aBHUCSINEE OT PETHCTpa u TUTS
aJIMAHUCTPATOpa WIH MoJb30Barets. [1o yMomganuro UIst Tok30BaTeNs ¢ MpaBaMu aIMUHUCTPATOpa
WCTIOJIB3YeTCs MM apC. VIMeHeM Tombp30BaTeNsl yCTPOHCTBA IT0 YMOTYAHHIO SBIsIeTCs device.

YroOBl BKIIFOYHUTE TBOMYHBIA PeXUM Nepenadn (aiios, BBEIUTE:
ftp>bin

st oToOpakeHns1 HHAMKATOPa BHIIIOIHEHHS B X0Z€ niepenayn (hailyioB BBEAUTE:
ftp>hash

Hcnonp3yliTe kKOMaHLy get JUIsl IEpEAayM TEKCTA KypHaJIa Ha JIOKAJIbHBIM JUCKOBO/.

ftp>get event.txt

U

ftp>get data.txt

J171s1 OUMCTKH COAEP’KUMOTO JIF000TO0 JKypHaia MOXKHO MCIIOIb30BaTh KOMaHay del.

ftp>del event.txt

W

ftp>del data.txt

ITocne 3T0oro MOsABUTCA 3apOC HA NOATBEPKICHUE YIAJICHUS.

— Ecnu ygansercs )xypHal JaHHBIX, TO B )KypHaJie COOBITHI 3aliChIBACTCA
COOBITHE 10 YIAICHHUIO KypHAIA.

— Ilpu ouncTke *KypHana cCOOBITHI 3TO COOBITHE 3aMCHIBACTCS B HOBBIN (aiii event. txt.

Beemure quit B KOMAaHIHOH CTpOKe ftp>, YTOOBI 3aBepmuTh ceanc FTP.

XypHan UBI

MyTb: XKypHanbl > UBT

DTOT mapaMeTp MeHIo AoctyneH He s Bcex UBIL.

Ota uHpopmanus nocrynaet ot ycrpoictea MBI u otnensiercs ot xypHanos [ICY. (OHa He umeeT mpsiMoit
CBSI3U C IUIATOM W He ABIsieTcs 4acThio «XKypHan cobbrtuii» [ICY.)
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HaHHaﬂ I/IH(bOpMaL[I/IH MOXKET UCIIOJb30BaThCs CJIy)K6OI>'I TCXHUYCCKOM MOAACPIKKHU IJId YCTpaHCHUSA HpO6J'ICM.

Kypuaser nepenaun MBIT — orobpaxenue tadnuisl xpansmuxcs B MBI coObITril Iepexoia B pa3iuaHbIe
COCTOSTHUS, BKITIOUAs TIEpeXo1 Ha paboTy oT Oarapeii U mepexon B pekuM Oaimaca.

Kypuanel coos UBIT — orobpakenue Tadmuts! xpaasmuxcs B MBI ommoboxk.

XypHan 6paHgmayapa
MyTb: XKypHanbl > BpaHgmayap

[Ipu cozpanum nmoauTUKK OpaHAMay3pa B 3TOM pazzesie OyayT IPOTOKOIUPOBATHCS COOTBETCTBYIOLIHE
coObITHA. MIHOpMaLuio Mo HCHONb30BaHMIO ONIUTHKH CM. B paszesnie « DKpaHbl OpaHaMayspay.
JanHast nHGOpPMALHA MOXKET HCIOIb30BaThCS CIY>KOOH TeXHUUECKOH MOAACPKKH I yCTPaHEHHS IPOOIIeM.

B 3anmcsx xypHaia copepkutcs HHpopMmanus o Tpaduke U IeHCTBUH MpaBUi (pa3pelieHo, OTKIOHEHO).
CoOBITHS, KOTOPBIE 3aHECEHBI B ATOT JKypHAJI, HE 3aHOCSATCS B TNIABHBIN KypHal coObiTuil. CM. pasnen
«KypHain coObITHI.

B xypnane 6panamayspa cogepxkutcs 1o 50 mocnennux coobTuid. JKypHan Opanamayspa OudIIaeTcs Ipu
nepesarpyske IICV.
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JlnueH3us

BBeaeHue

O630p

[Inarer cereBoro ymnpasnenust AP9544 u AP9547 sBngroTcsa MMIEH3MOHHBIME NMPOAyKTaMu. JlocTynHBI Tpu
YPOBHS JIMLCH3HH.
* ToroBasi pyHKUHOHAJIBHOCTD MIPEIOCTABISIETCS OECIIATHO C OIPAaHUYCHHON (PYHKIIMOHAIBHOCTHIO.

* Standard npenocTapinser Bce QyHKIMOHANBHBIE BO3MOXXHOCTH, KPOME MHTETPallid HA YPOBHE
MPEATIPUSATHSL.

*  Premium npenocrapnseT Bech (DyHKIIHOHAIL.

IIOHOJ'IHI/ITGHLHLIC CBCIACHUA O TOM, KaKHUC (I)YHKLII/II/I BKJIIOYCHBI B Ka)I(,Z[I:II;'I YPOBCHbB JIMLICH3UU, CM.

B IOKyMCHTE
, TOCTyTHOM Ha BeO-caiite APC.

Yacro 3aaBacMbIe BOIIPOCHI, CBI3aHHBIC C JTUIICH3USIMH, CM. B JOKYMEHTE
Ha BeO-caiite APC.

MprobpeTeHne NULUEH3nU

Jlunensuro [ICY MoxkHO proOpecTH uepes miarGopmy . UroOsI mprodpecTn
JIUIICH3UIO:
1. Cwm. cicok . lenkuure Bolitu B cucremy/

JaperncTpupoBarThes B IPaBOM BEPXHEM YIUIy DKpaHa M BOMAUTE B CUCTEMY HJIU 3apPETUCTPUPYUTECH
B Ka4€CTBE KOHEYHOTO MOIb30BATEIS.

2. Ha crpanurie Co3nanue 3aKa3a BEIOSPUTE CBOIO JTUIICH3HIO. J[0OCTYITHEIE 7151 IPHOOpETEHUS HOMEpa

JIALICH3UN
Moppepxusa
ApTUKyn OnucaHue Moanepx
FWENMCS3P -
ST1Y-DIGI [Tara cereBoro ynpasiernus s 3-a3uex UBIT Easy — 1 ronm, Standard
FWENMC3P-
ST3Y-DIGI [Tara cereBoro ynpasiernus s 3-da3uex UBII Easy — 3 roma, Standard
AP9547
FWENMC3P- .
PM1Y-DIGI [Tara cereBoro ynpasiernus s 3-da3apx UBIT Easy — 1 rox, Premium
FWENMC3P- .
PM3Y-DIGI [Tara cereBoro ynpasiernus s 3-da3uex UBII Easy — 3 roma, Premium
NMPUMEYAHUA:

» Henp3s BBIOpaTh MTUIICH3UIO HA OJUH U TPH TOJIA IS OHOM ITOKYTIKH.

* JIuieH3un MOTYT OBITH YCIEIIHO aKTUBUPOBAHBI TOIBKO IS ToaaepxkuaeMbrx umu [ICY, 1. e.
TUTIeH3UH Ha 3-(pa3Hbie yCTPOHWCTBAa MOTYT OBITH AKTUBHPOBAHEI TOIBKO TIPH UCITOJIB30BAHUH
mnatel AP9547.
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3. Ha crpannne Onjiata u BbICTaBJIeHUE CYETOB:
a. Bribepute Criocod ormiarsl: KpeAUTHAs KapTa UM OaHKOBCKUH MEPEBO.

b. Beegure [lnatexnyio undopmainuio. [lonTBepxnenne 3akaza OyieT OTHpaBIeHO HA aapec
AIIEKTPOHHOU MOYTHI, YKa3aHHBINA B 3TOM pasiede.

c. YkaxkuTe Ajipec 2JIeKTPOHHON MouThl A5 akTusanun. UaeaTndukaTop akTHBaIiu, KOTOPBINA
HeoOXOMMO BBECTH B MONb30BaTeNbckuil BeO-uaTepdetic IICY unm uaTepdeiic komaHIHOM’
CTpPOKH, OyZIeT OTIPaBJIEH Ha 3TOT aJpec IEKTPOHHON MOUTHI.

4. Ha ctpanuue IlogTBep:kaeHue MpoBEphTe NPAaBIIIFHOCTL OTOOpaXkaeMbIx cBeaeHuil. Ilonreepaure,
YTO BBI COIVIACHBI C YCIOBUSMH U TIOJIOKCHUSMH, U LIeTKHUTE [loiTBepanTh 3aKas.

5. Ilo ncreuenuu 15 MUHYT nOcie 3aBEpIIEHUS NOKYIIKU BBl TOYYUTE JIEKTPOHHOE MUCHMO
C MACHTU(HUKATOPOM aKTHBALUH JTHLEH3UH, KOTOPBI HEOOXOAMMO BBECTH B MOJIB30BaTEILCKUI
BeO-uHTepdelic nan naTepdelic KoMaHAHOU CTPOKU AJs nuneH3uposanus [ICY.

MeHIo nuueH3uun

MyTb: JlnueHsus

UHdopmauunsa o nuueHsum

Mone OnucaHue

Tun JTuneH3uu Tun JIMOCH3UU aKTUBUPOBAH: T'oToBasi (l)}'lll\'l.lll()]lﬂ.'l[)l[()CTb, Standard nmu Premium.

JlaTta ucredenust cpoka | Jlata ucredenus cpoka aevictsus texyumei muuenzuu. IPUMEYAHMUE. J{ns rotooit
JAeHCTBUSA JTHICH3UH (DYHKIIMOHAIBHOCTH HET JaThl UCTEUCHHUS CPOKA JICHCTBHSI.

Wnentndukarop akruBauuy JuneH3ud. [Ipegocrasisercs B 3JIeKTPOHHOM MTUCbME OT
Schneider Electric Exchange mpu moxynke uiv npoyIeHHH cpoKa IeHCTBUS JTUIEH3HH.
Ero popmar: ACT-XXXX-XXXX-XXXX-XXXX.

OnvH naeHTHPUKATOP aKTUBAIMU MOXKHO TIproOpecTy as Heckonbkux [ICY. MoxHo
BOWTH B , 9TOOBI TOCMOTPETH, CKOJIBKO JTUIICH3UH OBLITO

Unentuduxarop aKTUBUPOBAHO.

AKTHBaLUH . .
1. Boiigure B cuctemy, UCHoOib3ys cBoil UaeHTH(UKATOP AKTHBALMM.

2. llepeiinute B paznen AKTUBAUMs U npaBa > CIUCOK Npas.

3. BwI MOXeTe MOCMOTPETh 001I1ee KOITMIECTBO, TOCTYITHOE KOJIMYECTBO U aTy
HCTEYCHHUS CPOKA JEHCTBUS JTUIICH3UN, CBSI3aHHBIX C BAaIllUM HICHTH()UKATOPOM
AKTHBALINH.

Ortot URL-aapec ucnonb3yeTcs IS CBSI3H C CEPBEPOM JIHIEH3UPOBAHHUA. JTO 3HAUCHHE
URL-aapec cepBepa JOJDKHO OBITH YCTAHOBIICHO TT0 YMOJTYAHHIO, YTOOBI aKTHBHPOBATH JIHIICH3UIO
B MHTEpHETE Yepe3 0OMauHbIi CepBep JTUICH3UPOBAHUS.

AKTnBauusa/geakTmBaLuusa NULEH3UN

AKTUBauun
Hepe/:[ TCM KaK NPUCTYNHUTH K aKTUBAllUX JIMLICH3UH, y6e,[[I/IT€CL, 4TO YKa3aH I/IZ[GHTI/I(I)I/IKaTop

aKTHUBalluH.

Brr moxeTe aktuBHpOBaTh utieH3u0 [ICY , ecrr [ICY mmeeT npsaMoit mocTyTr k ceTu MHTepHeT, min
B , eciu toctyna k cetu MatepHer HeT. CoObITHE OYIIET 3apEruCTPUPOBAHO B XKypHAIIC
COOBITHI TIPY aKTHUBAINH JTHIICH3HU.
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OHnanH-akTMBauua

Haxxmure , 9TOOBI OTKPHITH dKpaH [lonTBepikneHne akKTUBANK JUICH3NH. [IpoBeprTe

MPaBUILHOCTh CHCTEMHOM JaThl U BPEMEHU U HAXKMUTE . Ay npaBUIIBHOM paOOTHI JINIIEH3UU

HE00X0IMMO KOPPEKTHO HACTPOUTH AaTy 1 BpeMsl. Eciin oroOpakaeMble 1ata v BpeMsl HEKOPPEKTHBI, HAXKMUTE
, YTOOBI OOHOBUTH HACTPOUKH IEPE]] TEM, KaK MPOJOKUTE paboTy.

Ecmu B IICY Hert nefictButensHO DNS-3ammcu, 3agannoii B pasnene Kondurypamus > Cerpb >
DNS > Kondurypanus, npousoiiier cooii mpouecca aktuBanuu. Cm. paszaen «Okpan DNSy.

JLtst akTHBAITMHM H3MEHEHUH JINIICH3MH HeoOxoaumo Tiepe3arpy3uthb [ICY. [lepesarpyska mpou3soiiaer
ABTOMATUYECKH IIPU BBIXOJIC U3 BeO-uHTep(derica Ui MoXKeT ObITh MHUIIMUPOBaHa yepe3 YnpaieHue > CeThb
> Copoc/mepe3arpy3ka > Unrepdeiic ynpapiaenus nepe3arpy3koii. JlomoIHATEIFHYIO HHPOPMAITHIO CM.
B pazzaene «CeTb B MEHIO YIIPABICHUSD.

AKTUBaLUA B aBTOHOMHOM pexume
1. Haxwmure , 4TOOBI cO31aTh (haiin
capabilityRequest.bin. [locne co3nanus 3TOT ¢ailn MOKHO HAWTH B MankKe «3arpy3Ku».
2. Homyuute aiin capabilityResponse.bin.

a. Bapuant A. Eciu Bamr Opay3ep uMeeT mpsSMoi TOCTYII K ceTn HTEepHET, MENKHUTE CCHIIKY,
9TOOBI OTKPHITH . Boiigure B cucteMy, HCIONB3ys CBOI
HNnentudukarop akTuBanmu, 1 neperuTe B pa3nen YerpoicTBa > ABTOHOMHOE
ynpasJienue ycrpoiicrBamu. Cxadaiite dain capabilityRequest.bin, co3naHHbIN Ha
mrare 1, U3 manku «3arpy3km» u 3arpysure ¢aitn capabilityResponse.bin.

b. BapuanTt B. Eciin Bam Opay3ep He uMeeT npsMoro AocTyna kK cetu IHTepHeT, nepeMecTuTe
¢aiin capabilityRequest.bin u3 manku «3arpy3km» Ha Ipyrold KOMITLIOTEP, KOTOPBIHA
AMeeT TIPSIMOH MOCTyT kK cet MHTepHeT, HanmpuMep depe3 USB-ycTpoiicTBO duiemnt-maMsTH.

Ha xommnbrotepe ¢ noctynoM k cetd MHTepHET 3aiiAnuTe Ha . Boiiaute B
CHCTEMY, HCIIONB3Ys cBOM UeHTH(KATOp aKkTHBaLMH, U IIEpeiiinTe B pa3fen YerpoiicTea >
ABTOHOMHOe ynpaBJieHne ycrpoiicrBamu. Cxavaiite ¢aiin capabilityRequest.bin,
Hanpumep ¢ USB-ycTpoiicTBa uiemn-amsty, u 3arpysure ¢aiin capabilityResponse.bin.
[epemecrure 310T (haitn capabilityResponse.bin o0parHo B Opay3ep, KOHTAKTUPYIOIIHHA
¢ IICY, manmpumep ¢ USB-ycTpoiicTBa (hriem-naMsaTe, ¥ COXpaHUTE €T0 B TaIKe «3arpy3Kmy».

3. Haxmute 1 BbIOepuTe ¢aiin capabilityResponse.bin, NoJdy4eHHBIN Ha Iiare 2.
[Tocne BEIOOpa HAKMUTE KHOITKY . ®aiin capabilityResponse.bin
oyner riepenad B [ICY, u TUIICH3US aKTHBUPYETCS.

Ecmu ¢aiin capabilityResponse.bin u3MeHEH WX IPOU30IIET cO0 3arpy3kH, daiin oyaeT

HEICWCTBUTEIILHBIM U JIUIIEH3UsI HE MOXKET OBITh aKkTUBHUpOBaHA. Eciiu B BeO-uHTEpdeiice

otoOpakaeTcsi coolIeHrne 00 omuoKe, CBsI3aHHOE CO CIIOCOOHOCTBIO pearupoBaTh, BHITIOTHHUTE
OTKCaHHBIC BBIIIE NECHCTBHS €IIle pa3, uTOOBI CO3/IaTh U 3arPy3UTh HOBBIH (haiin
capabilityResponse.bin

Jis akTUBaIMK U3MEHEHHMI JTMIIEH3UN HeoOxomumo niepe3arpy3uts [ICY. [lepesarpyska npousoiiier
aBTOMATHUYECKH IIPH BBIXOJIE U3 BeO-nHTep(derica niam MoXeT ObITh MHUIIMAPOBaHa depe3 Ynpaienue > CeTb
> Copoc/mepe3arpy3ka > UHTepdeiic ynpaBiaeHus nepe3arpy3koii. J{omoimHuTenbHy 0 HHOOPMAIUIO CM.
B paznene «CeTh B MEHIO yIIPABICHUS.
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OHnanH-geakTUBaUuns

Haxwvwure kHOTIKY /leakTnBrupoBaThH, 4TOOB BEPHYTH HCHIONB3yeMyo nurensuro [ICY Ha cepsep
JIUIEH3UPOBaHHA. DTO MO3BOJSET MOBTOPHO UCIOIB30BATh 3Ty JHILEH3UI0 Juid aHanornyHoi [ICY. Haxwmure
kHOTNKY IIpuMennTn, 90061 OTKPHITH 9KpaH [loaTBep:kaenne yiajaeHus JUIEH3UH, H HAKMATE KHOTIKY
IlpumennTs 1 moarBepkaeHus. CoObITHE OyIeT 3aperucTPUPOBAHO B KypHaJle COOBITHIA IPH AeaKTUBALIUU
JTUTICH3UH.

Jlnst akTUBaIMK U3MEHEHUH TUIIeH3uH HeoOxoauMo niepe3arpy3utsb [ICY. [lepesarpy3ka npousoiaer
aBTOMATHYECKH IIPH BBIXOJIE U3 BeO-nHTep(derica nin MoXeT ObITh MHUIIMAPOBaHa depe3 Ynpasienue > CeTb
> Copoc/mepe3arpy3ka > UHTepdeiic ynpapiaeHus nepe3arpy3koii. J[omoimHuTenbHy 0 HHOOPMAIUIO CM.
B paznene «CeTh B MEHIO yIIPABICHUS.

Bo3Bpar nuieH3nu He MONAEeP)KUBACTCS, €CIH Bbl AKTHBUPOBAIIN JIMLICH3HIO . UtoOb1
MOBTOPHO MCIOIH30BATh JUIEH3UH IJIaThl CETEBOTO yIpaBiieHUs 0e3 MPsIMOro JTOCTyIa K CeTH
UnTtepuer, obparutech B

MpoaneHune cpoka AeMCTBUA NULIEH3UN

OtoOpaxkaeMasi 1aTa ncTedenns cpoKa JeiicTBIs JINIeH3u1 — 3TO0 JaTa, KOTAa UCTEUeT CPOK JACHCTBHUS
murersun [1CY. MoxxHO MpoaiiuTh CpoK NeiicTBrs MuieH3nn yepes iatdopmy Schneider Electric Exchange
JI0 UCTEUSHHS CPOoKa jeiicTBus Junensun. YToObl MPOUIUTh CPOK ACHCTBHS JINICH3HH:

3aiinure Ha TUTaThOPMY Y BOMINTE B CHCTEMY.

2. llepetimute B pa3men , HOKMUTE KHOMKY YnpagpJeHue moAnncKoii mom

muensuen T[ICY.

L L]

Haxxmute Ha 3Ha4OK psanom ¢ murensueit [ICY. Haxmure poaiuts noanucky.

4. Cpok AedCTBHS JUIECH3UH, BRIOPAHHBIN TP [TEPBOHAYATBHON MOKYIIKE, BEIOUPAETCS aBTOMATHUYECKH.
INPUMEYAHMUE. Henb3st U3MEHUTD CPOK JEHCTBUS JIULICH3UU IIPU IPOUICHUH CPOKA IEHCTBUS
nuuen3ud. Haxmure Odopvnts 3aKas,

5. Ha crpanune OnJiara u BeicTaBjaeHue cueToB oaTsepaute crnoco0d omiatsl. IPUMEYAHUE. [pu
IIPOUIEHUH CPOKa ACHCTBHS JIMLEH3UH HEOOXOAUMO HCIIONIB30BATh TOT K€ CHOCOO OILIAThI, KOTOPBIH
WCTIONIB30BAJICS IIPHU MOKYIIKE JHueH3un. [1pn Heo0XonMMOCTH MOXHO U3MEHHUTH JaHHbBIE CBOCH KapThl.

6. Ha crpanune IlonTBep:kaeHne mpoBephTe MIPABIIIBHOCTD OTOOpakaeMbIX cBeneHui. [lonTBepauTe,
YTO BBI COIVIACHBI C YCIOBHUSIMH U TIOJIOKEHUAMH, U IIenKkHUTe [loarBepauTs 3aKkas.
Ecnu BB akTHBHPOBAH JTHIIEH3UIO , Ballla 1aTa NCTeYEeHHUs CPOKA JAeiicTBUS JUIEeH3nU OyIeT
oOHoBieHa, korna [ICY cesbkercs ¢ cepBepoM sutienzuposanus. IPUMEUYAHUE. OOHOBIIEHHE MOXKET
3aHATEH 10 24 4acoB.

Ecnu BBl akTUBUPOBAIH JIMLIEH3HUIO , HEOOXOIMMO UMITOPTUPOBATh OOHOBIICHHBIN (haiin
capabilityResponse.bin BIICY, 4T00B OOHOBHTH NATY MCTeUEHIHs CPOKA AeHCTBUS JUIEH3NN,
BrimosnHuTe NEWCTBUS, OUCAHHEIC B pa3jieie « ABTOHOMHAs aKTHUBAIUs, YTOOBI CO3/1aTh H UMIIOPTHPOBATh
00HOBIEHHBIN (aiiy capabilityResponse.bin.

[ICY npenocrainser 30-AHEBHBIN JIBTOTHBIN EPUOJ MTOCIIE UCTEUCHUS CPOKA ACUCTBUS JTUICH3UU, B TCUCHUE
KOTOPOTO (hYHKITHH, BKITIOUCHHEIEC B BaIly JIUIICH3HIO, OymyT moctymHbl. Hampumep, SNMP, Modbus, BACnet.
NPUMEYAHUE. Henb3s nponauTh JIULEH3UIO IO KCTEYCHUH Cpoka ee aeicTBust. CM. pazaen «Cpok
JIEHCTBUSI TUIICH3UH UCTEK).
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[ICY yBenomut Bac 3a 60 maHEH 10 UCTeUEHUs CpoKa JieiicTBus Bariei auneH3uu. CoObITre OyleT 3aHeCeHO

B XKYpHAJI COOBITHII, U BCE MOTydaTeNId COOOIIEHNH dNIEKTPOHHOHN MOYTHI, HACTPOCHHEIE B pa3iee
Kondurypamnus > Yeenomienue > [loxyuaresn cood1eHuii 31eKTPOHHOI MOYTHI, OyIyT YBEIOMICHEI 00
ATOM TI0 AJIEKTpOHHOM TTouTe. CM. pazzaen «llomyuarenn cooOmeHni 3IeKTPOHHON TOYITHD. JIOTIOTHUTETHLHBIC
ANIEKTPOHHBIC TUChMA U YBEJOMIJICHHUS O COOBITUSX TAK:KE OTHPABIISIOTCS/perucTpupyrores 3a 30 aHel 10
HUCTEUEHHUS CPOKa JIEUCTBUS U B KOHIIE 30-THEBHOTO JIbTOTHOTO MEPHUO/IA.

CpoK [encTBuA NULEH3UN UCTEK.

[ICY npenocrapnser 30-IHEBHBIN JIBTOTHBIN TIEPHOJ ITOCIIC HCTCUCHHS CPOKa ACHCTBUS JINIICH3UH, YTOOBI BB
MOTJIU TIPUOOPECTH HOBYIO JIUIICH3UIO, 00CCIICUNBAas TPH STOM COXPAHECHUE HETIPEPHIBHOMN
¢yHKIHOHANTEHOCTH. ECIi BBI HEe IPHOOpETETE JIUIEH3HUIO B TeUEHUE JIBTOTHOTO MIEPHO/IA, BBI TI0 YMOIYaHHUIO
BepHETeCh K 0a30Boit nunen3un. CMoTpute pasaen «[IpuodbpeTeHne TUIeH3unY.

MPUMEYAHMUE. Hactpoiiku, mpeaocTraBisieMble IS TUIICH3NPOBAHHBIX QyHKIHHA, HarrpuMep SNMP,
Modbus, BACnet, OyayT coxpaHsIThCS 0 TeX TOp, TOKa He OyneT npuoOpeTeHa 1 aKTHBUPOBaHA HOBas
JTUIICH3USL.
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MeHI0 MH(bOopMaLUuu

O nnarte ceTeBOro ynpaBreHus

06 yctpounctsee MBI

MyTb: O nporpamme > UBI

Wundopmanums, otodpaskaemas B pasznene MBI, 3aBUCHT OT HCHONB3yeMOT0 YCTPOHCTBA.

Mone

OnucaHue

Ha3zBanmue mponykra

Hazpanue nuneliku npogykros UBII.

Mopeanb

OTH 1O TO3BOJIIOT HAeHTH(GUIMPOBaTh ycrpoiicto UBII.

Cepuiinblii HoMep

YHukanpHbid naenTudukannonssiit Homep MBII. CepuiiHblii HOMep Takxe
yKa3bIBaeTcsl ¢ BHeIIHeH ctopoHs! UBII.

LlaTa HU3T0TOBJICHUSA

Hara nzrorosnenus: UBII.

Bepcusi MUKponporpaMMsbI

Howmepa Bepcuii Moyseil MUKpOIIpOTpaMMBl, ycTaHOBJIEHHbIX B MBI,

Ha3Banue npousBoauTeJIs

IIpousBogutens UBII.

HomunaabHoe 3Hauenue B BA

Homunanpaas moaxaas momuocTs MBIT B BA.

HoMunailbHoe BXogHoe
HaNpsKeHue

Homunansnoe Bxoanoe Hanpspbkenne MBI B B nepemennoro Toka.

HoMuHajlbHoe BbIXOTHOE
HaNpsKeHue

Homunansnoe Boixoanoe Hampsbxenue BII B B nepemennoro Toxa.

HomunanbHas BbIXO/JHas
yacrTrora

Homunanbnas yacrora BeixonHoro Hanpspkenus UBII B ',

HoMuHaabHBIN BHIXOTHOM TOK

Homunaneneiii Beixognou Tox MBI B A.

HomuHajibHOe HaTIpsKeHH e
O6aTapen

HomunansHoe Hanpsoxenne 6arapen MBI B B moct. Toka.

Bxoanbie ¢pa3bl

KomngecTto Bxomubix a3 NBII.

Bbixoanblie ¢a3bl

KonngecTro Berxomubix ¢a3 UBII.

B Tabnuvue O wommiexrax 6arapeii MBI yKa3biBaeTcs BEPCUST MUKPOMNPOrpaMMHOro obecnevyeHust, Mogens,
CEpUIAHLIN HOMEP M AaTa Npou3BoacTBa koMnnekToB 6atapen UBIT.

UHdopmauusa o MNMCY n moaynsax mmkponporpamMmmbl
MyTb: O nporpamme > CeTb

3aBOI-M3IOTOBUTEIL ANNAPATHOTO odecnedenns: HHopManus 00 000pyIOBaHUN HCIIONB3YETCS IPH
yCTpaHeHMH HeucnpaBHocTel ycrpoiicta [ICY.
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bLecnepedoiinas padora ynpagsJieHns: BpeMsl HEPEPBIBHON pabOThI JAHHOTO HHTep(delica yrpaBieHUsl, TO
€CTh BpeMSI, TIPOIIIEIITIEee MOCIIE TOPSIETro WK X0IoaHoro 3amycka [ICY.

Mopyas npuiaoskennsi, OC APC (AOC) u MounTtop 3arpy3xu: qaHHas HHGOPMAITUS UCIONB3YETCS
IIPH YCTpaHESHUHN HEUCIIPABHOCTEH U IS TIOVICKA OOHOBIICHHON MUKPOIIPOTpaMMBI Ha BeO-caiiTe

MertKa nons OnucaHue

Hasanue Mozymst MUKpPOIIPOIPaMMBL.

Pvst Haspanne MoayJib npujioseHus 3aBUCUT OT Tuma ycrpoiicrsa UBII.

Moayas APC AOS Bcerna nMmeeT Ha3BaHUE a0S, a MOAYJIb MOHUTOPA 3arPy3KH BCET/Ia UMEET
Ha3BaHue boot.

Howmep Bepcun momyst Mukponporpammel. Homepa Bepenii Mofgysei MOTYT OTINYATLCS, HO
Bepcus COBMECTHUMBIE MOJYJIH BBIITyCKAIOTCSI BMECTE.
CwMm. paznen “OOHOBICHHE MUKPOTIPOTPAMMBI .

Jara/Bpems Jlata 1 Bpemst co31aHusI MOLYJISI MUKPOIIPOTPaMMBIL.

Cwum. Takxe “IIpoBepka HOMEPOB BepCH yCTaHOBIEHHOTO MUKPOIPOTPaMMHOTO obecIieueHus .

SKpaH noaaepXxKu
MyTb: O nporpamme > Moapepxka

Ota QyHKUUS MO3BOJsIET OOBEIMHNUTE pa3IMYHbIC JaHHBIE 3TOTO HHTEepdeiica B OTAeNbHEIN (ailn apxuBa,
KOTOPBI UCTIONB3YETCS IEHTPOM OOCITYKMBAaHUS KIMEHTOB M IPU YCTPaHEHUH HeHcIpaBHocTel. B aToT daiin
BKJTFOUEHBI JKypHAITBI COOBITHI M TaHHBIX, (Daiin koHpurypanun (cMm. “Co3gaHre U UMITOPT HACTPOCK C
rmoMorIsio (paitna koHpurypanun’) ¥ KOMIDICKCHasT HHGOPMAITHS TT0 OTIAIKE.

Menkaute Co31aTh sKypHAJILI, YTOOBI co34aTh (aiii, a 3aTeM LeaKHuTe 3arpysuth. [lossasercs 3anpoc,
KOTOPBII MO3BOJISIET IPOCMOTPETh WIIM COXPAaHUTH (aiin apxusa.
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MacTtep HacTpouku IP-koHdurypaumm
YCTPOUCTB

Bo3moXxXHOCTN, TPe60OBaHUA N YCTAaHOBKA

AIMUHUCTpATOp MOXKET TOMYUNTh (haiin .ini miatel ceTeBoro ynpasieHus (IICY) u sxkcmopTupoBarh ero
B npyryto IICY wmu B Heckonbko [ICY. Ilpu o0HapyKeHUH TaKOW TIATHI M MIOAKITIOUECHUHN K HEH MOXKHO
HACTPOUTH I Hee mapameTpsl [P-anpeca.

MOJKHO Taxke HalTH yCTPOICTBa, KOTOPhIE y’Ke MOAKIIOUEHBI K CETH, IIyTeM BBoJa auamnasoHa [P-anpecos,
9T0OBI CY3UTh ITOUCK. JaHHBIM MacTep ckaHupyeT IP-anpeca B yka3aHHOM Juana3oHe U ONpeessieT IUIaThl,
kotopeiM DHCP-cepsep yxe HazHauwmn IP-anpec.

INPUMEYAHUSA:

» Henp3s npoBecTH MOMCK Ha3HAUEHHBIX YCTPOMCTB, yXKe HAXOAALINXCS B CETH, IIPU MOMOILIHU AUANa30Ha
anpecos IP, noka Bbl He Bkitounte SNMPv1 Ha [ICY 1 He ycranoBute napamerp Community Name B
3HayeHue public. {7t nomyueHus 1ONOTHUTENbHON HHOPMaK cM. pasznen « Okpansl SNMPy.

* [Tocne HacTpoiiku mapameTpoB [P-agpeca miaTel c€TEBOTO yIpaBiIeHUS Ul TOCTyIa K BeO-HHTEpdency
monp3oBatens [ICY uepes Opaysep Heodxoanmo namennts URL ¢ http Ha https.

[TonpoOHyto nHMOPMALIHIO IT0 JAHHOW IIPOrpaMMe CM. B 0a3e 3HAHWM Ha CTPAHMIIC TTOIICPIKKHI

BeO-caiiTa 1 BBITIOJTHUTE TIOUCK (mpeHTH(UKATOP COOTBETCTBYIOMICH
CTaThbH).

B crarbe 0a3bl 3HAHMIA TAKKE COACPIKUTCS MHOOPMAITHUS [0 UCTIONB30BaHUIO TapaMeTpa
12 nporoxona DHCP.

CucremMHble Tpe6oBaHUA

Jannbrii Mmactep paboraet B Microsoft Windows 2000, Windows Server® 2003, Windows Server 2008,
Windows Server 2012, Windows Server 2016, a Takxke B 32- u 64-pa3psnabix Bepcusax Windows XP,
Windows Vista, Windows 7, Windows 8 u Windows 10.

JlaHHBII MacTep MoxaepKUBAET IJIATHl ¢ MUKPOIporpaMMoi Bepcuu 3.0.X Wi BBIIIE U MOAAEPKUBAET TOIBKO
npotokon [Pv4.

YcTaHOBKa

ITopsnok ycTaHOBKM MacTepa u3 3arpyKeHHOIo HCHOJIHseMoro (aiina:

1. Ilepelinute Ha CTpaHUILY
2. Bemonnute ¢unprpanuio no [10/MukponporpaMMHOMY 00€CTIEUEHHIO — MAacTephbl U KOH(QUTYPATOPHI.
3. 3amycTuTe UCTIONHAEMBIN (Al U3 MaIKH, B KOTOPYIO OH OBLIT 3aTrpyKeH.

[Tocne 3arpy3ku MacTep JOCTYIEH C MOMOLIbI0 MeHI0 Windows.
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JKCNOPT napamMmeTpoB KOHUurypaumm

NMony4yeHue n akcnopTt hanna .ini

KpaTkoe onucaHue npouenypbl

AIMUHHCTpATOp MOXKET TOTydaTh ini-ait miarel cereBoro ynpasieHus (IICY) u skcrmoptupoBars Ux B
Ipyryro miaty win B Heckoiabko IICY. [TonpoOHyIo nHMBOpPMALIHIO CM. B CISAYIONINX pa3eiax.

1. Hactpoiite IICY c BEIOOpOM TpeOyeMbIX TapaMeTPOB U IKCIOPTHPYHTE UX; cM. paznen «Co3manne u
AMITOPT HACTPOECK C IMTOMOIIBI0 (paiiia KOHPUTYpaIim.

2. Tlomyuute ini-aitn u3 stoii I[ICY.
OtpenakTupyiite Qaiis, U3MEHUB Kak MUHUMYM HacTpoiiku TCP/IP.

4. Hcnonp3yliTe MPOTOKON mepenaqn ¢aitnos, moaaepxxuBaeMsiid [ICY, 4ToObI IepeaaTh KOMUIO Ha OAHY
unu Heckonbko IICY. ns nepenaun Ha HeckonbKo IICY ucnons3yiite cuenapuii FTP unn SCP au6o
YTUIUTY A7 ini-haitnos.

Kaxnas n3 npuauMatomux [ICY UCHONB3yeT MOMyYeHHBIN (haiii 111 KOHPHUTypauuu cOOCTBEHHBIX HACTPOEK,
HOCJIE YETro yAalsieT ero.

CopepxaHue channa ini

daiin config.ini, nomyuennsiit u3 I[ICY, cogepkurt:

*  3aeconosxu pazoenog u Kouesvle c108a (TOIBKO Te, KOTOPbIe TOIEP>KUBAIOTCSI KOHKPETHBIM YCTPOHCTBOM
UBIT nnum TICY, ot koToporo noiyyeH (aiin). 3are10BKu pasiesioB — 3TO Ha3BaHUS KaTETOPHH,
yka3zaHHbIe B ckoOKax ([ ]). KiroueBbIe cjioBa B KaX/IOM 13 3ar0JIOBKOB pa3zieia MPeCTaBIISIOT CO00H
METKH, OIUCHIBAIOIINE OIpenesieHHble HacTpoiiku IICY. Iocne kaXa0ro KIIoUeBoro cioBa CIeayeT 3HaK
paBeHCTBa U 3HaUeHUE (IPUHSATOE M0 YMOTYaHHIO WM 33/IaHHOE TIPH KOH(HUT'YPHPOBAHHH).

» KiroueBoe ci10BO Override: Ipy 3HAUEHUH, 33JaHHOM 110 YMOIYaHUIO, TaHHOE KIIFOYEBOE CIIOBO
MIPEJOTBPAILAET SKCIOPT OJHOTO MIJIM HECKOJIBKHMX KITIOUEBBIX CIIOB M UX 3HAYE€HUH, ONPEAETIAEMBIX
ycTpoiictBom. Hanpumep, B paszaene [NetworkTCP/IP] 3Ha4Y€HHE IO YMOIYAHMIO JUIS CI0BA
Override (MAC-aapec ynpasistomiei [ICY) OIOKHpyeT SKCIOPT MapaMeTpoB SystemIP,
SubnetMask, DefaultGateway U BootMode.

NMoapo6GHbIe npoueaypbl
Mony4eHue. [opsok HACTPOUKHU ¥ MOITy4eHUs ini-haiina [ist FKcrmopTa:

1. Eciu Bo3MOXKHO, ucniofib3yiite uatepdeiic [ICY mns KoHPUTryprupoOBaHUS €€ HACTPOCK JIJIs KCIIOpTa.
(HemocpencTBeHHOE M3MEHEHHUE CONEPIKUMOTO ini-(haiiia MOXKET BBI3BaTh OIIUOKH.)

2. B cnenyromem nprumepe nokasaHo, Kak ucrnoib3oBatb FTP s monydenus ¢aiina config.ini u3
HaCTPOECHHOU IUIATHI CETEBOIO YNPABIEHUS C IIOMOIIBIO KIMEHTa KOMaHIHON CTPOKH

a. YcranoBute coeaunenue ¢ I[ICY, ucnonssys ee IP-aapec:
ftp> ip_adpec

0. 3aper HCTpprfITCCL B CUCTCMEC, UCIIOJIb3YS AJId 3TOr0 UM IMOJIL30BaTEC/IA U TApOJIb
AAMHUHHUCTpPATOpPA.

B. UTOOBI BKJIFOUUTH TBOMYHBINA PEIKUM TIepeiadu GailsioB, BBEIUTE:
ftp> bin

I[J'IH 0T06pa)K6HPI$I HWHAWKATOpPAa BBIITOJIHCHHUSA B XOAC IICpeaavIn q)aﬁHOB BBCIUTC:
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TI.

ftp> hash

[MomyuuTe atin config.ini, coneprxamuii HacTporiku IICY:
ftp> get config.ini

daiin OyneT coxpaHeH B MaIke, U3 KOTopoii ObLI 3amyieH kiaueHTt FTP.

Jnig nony4yenus napameTpoB KoHpurypauuu u3 Heckonbkux IICY u ux sxcnopra Ha apyrue [ICY
cM. 3anucku o evinycke. caysicebnas npoepamma ¢gaiina INI na Bedo-caiite APC uau cM. cTaThio
B 0a3e 3HaHMI 110 aApecy

HacTtpoiika. [lepen nepenaueii ¢aiina Ha npyryro [ICY ero HeoOXomTUMO OTpEIaKTHPOBATb.

1. Jlnst penaktupoBaHus Qaiiia UCTIONb3yHTe TEKCTOBBIM PeqaKTop.

3arojIoBKH pa3aciioB, KIIFOYEBLIC CJIOBA U MPESABAPUTCIIBHO 3aJaHHBIC 3HAUYCHNA HC 3aBUCAT OT
perucTpa, Ho CTPOKOBBIC IICPEMCHHLIC, 3a/1aBAC€MbBIC ITOJIL30BATCIICM, 3aBUCAT OT PErUCTpa.

Urto0bI ykazaTh, YTO 3HAYCHHE HE 33/1aHO, UCTIONB3YHTe KaBbIYKU. Hanmpumep, LinkURL1=""
nokasbiBaeT, uTo URL crnennansHo He onpeneneH.

3axmrogaiTe B KaBBIYKHY JTFOObIe 3HAYEHHUS, KOTOPBIE CONlEprKaT MPEIIIeCTBYIOIINE FITH
TTOCIIEAYIOMIHE Pa3Ieibl TN YK€ 3aKIIFOYCHBI B KABBIUKH.

JI1s1 3KCTTopTa 3aIuIaHuPOBAHHBIX COOBITHI HACTpanBaiiTe 3HAYCHUS HETIOCPEACTBEHHO B ini-(atine.

JIJ1s1 9KCIIopTa CUCTEMHOTO BPEMEHH ¢ MAKCUMAaJIbHOM TOUHOCTBIO, €CIIH NpuHUMaromue I1ICY
HMCIOT JOCTYII K CEPBEPY IPOTOKOJIA CETCBOI0 BPEMEHH, YCTAHOBUTE 3HAYCHHE enabled I
napamerpa NTPEnable:

NTPEnable=enabled

MOKHO TaKk)Ke COKPaTHTh BpeMs Mepeadu IyTeM dKCIIOpTa pas3liena [SystemDate/Time] B BUJC
OTAENBHOTrO ini-gaiina.

JHobaBisieMble CTPOKA KOMMEHTApUEB JTOJDKHBI HAUMHATHCSI ¢ TOYKH C 3aISITOM (; ).

2. CkomupyiiTe OTpelaKTHPOBAHHEIN (aiin B (aiii ¢ IpyruM UMEHEM B 3Ty JKe MaIKy:

Wwms daiina moxxeT comepkarb 10 64 CUMBOJIOB U TOJDKHO UMETh PACIIUPEHHE ini.

CoxpaHuTe UCXOAHBIA OTPEAAKTUPOBAHHBIN (aiiil 1JIsl HCIIOIB30BAHUS B OyIyIIeM.
Coxpansiemvlii ¢haiin sa613emcsi eOUHCMEEHHOU 3ANUCLI0 KOMMEHMAPUES.

Mepepayva channa Ha ogHy MCY. [lng nepenaun ini-aiiia Ha APYTYIO MJIaTy CETEBOTO YIPABICHUS
BBITIOJTHUTE OJTHO U3 YKa3aHHBIX JICHCTBUM:

L]

a.

B unTepdetice monp3oBarens npuauMatoniei [ICY Beioepure — —

. YKaXuTe MOJHBIN MyTh K (Qailily WM BOCHIOIB3YHTECh KHOTIKOM

O030p Ha JOKAJTHLHOM KOMITBIOTEPE.

HWcnonesyiite m000i U3 IPOTOKOJIOB, MOJACPKUBAEMBIX IUIATOH CETEBOTO YIPaBieHUs, HAPUMED,
FTP, FTP Client, SCP unu TFTP. B npuBenennoM npumepe ncrnonbssyercs npotokon FTP:

W3 namnku, conepskaiieil KOIuo 0TpeJakKTHPOBAHHOTO ini-(aiiia, BOCIOIb3yHTeCh TPOTOKOIOM
FTP, uro6sl BoiiTH B IICY, B KOTOPYIO cOOMpaeTeCch IKCIOPTHPOBATH ini-(aii.

ftp> open ip_ azpec

YroOBl BKIFOYHUTH IBOMYHBIA PeXUM Hiepenadn (aiios, BBEIUTE:
ftp> bin

JLitst oToOpaskeHUsT MHANKATOPA BBIITOJIHGHUS B X0J1€ TTepenaqn (aiyioB BBeIUTE:
ftp> hash

DKCHOPTUPYHTE KOMHUIO OTPEAAKTUPOBAHHOTO ini-(haiina B KOPHEBOI KaTaJIOT IPUHUMAIOILEH
M[ey:
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ftp> put ums_avira.ini
Mepepaya anna Ha Heckornbko MCY. BMecTo 3TOro BEIOTHUTE CIEAYIOIIAE OTICPAITHH.

*  MHcnomssyiite FTP unmu SCP, Ho HanumuTe crieHapuii, KOTOPBIM CONEPIKUT U MTOBTOPSIET OTIEPAITHH,
HCITONIb3YeMBIE IS DKCTIopTa daitna Ha oqay IICY.

* HcnonesyiiTe nmakeTHBIH (aitn o0paboTKu U yTUIUTY A5t (Haiiyios .ini.

JList cozmanmst makeTHOTO (paiiyia M UCIIONh30BaHUS CITY>KeOHOM MporpaMMBbl cM. 3anucku
0 guinycke: caydicebnas npoepavma gatina INI na Bed-caiite APC. Wnu cM. crarsio
B 0ase 3HAHMIA I10 aIpecy

CoobLeHna o coobITUAX 3arpy3Km N ownodKax

Coo0OuweHuns o cobbITUN N OMOKAX, CBA3aHHbIX C HUM

CJ'IC}.'[yIOIlICe COOBITHE MPOUCXOAUT B TOM CJIy4daec, KOTJa IpHMHHUMArOIas mjaara CCTEBOIo YIIpaBJICHUA
3aKaH4YMBaCT MCIIOJIb30BaAHHEC ini—(bafma JJIA OOHOBJIEHHUST CBOUX HAaCTPOCK:

Configuration file upload complete, with mnomep valid values

Ecnu kimrodeBoe ¢iioBo, UM pas3jiesia Win 3HaYSHHs OKa3bIBAIOTCSl HEBEPHBIMH, 3arpy3ka B [ICY 3aBepiiacTcs U
BBIIAETCS JOIMOIHUTEIBHOE COODIEHUE 00 OIINOKE.

TeKcT coobeHuna o cobbiTum OnucaHue

[penympexnenue Qaiina KOHGUTYpAITIH: HEBEPHOE

KIII09€BOC CIOBO B CTPOKE HoMeED. Crpoka ¢ HenpaBWIEHBIM KIFOYEBBIM CIIOBOM HIIH
[penympexnenue Qaiina KOHGUTYPAITH: HEBEPHOE 3HAYCHUEM UTHOPUPYCTCH.

3HaYEHHE B CTPOKE HOMEp.

Ipenynpexaenue daiina KOHGUTYpAITHH: Ecnu ums ceknuu yxazaHo HEBEPHO, BCE Maphl KIIFOUEBBIX
HEJCHUCTBUTENBHBIN pa3ies B CTPOKE C HOMEPOM. CJIOB U 3HaY€HUU B JAHHON CEKUUU UTHOPUPYIOTCS.
[penynpexnenue daiina KOHGUTYPAITUH: KITIOUCBOEC KitroueBoe cltoBo, BBeIcHHOE B Hadase ¢aitna (To ecTh
CIIOBO OOHAPYKECHO BHE CEKIIH B CTPOKE HOMeEp. TIEpE1 3aTOJIOBKOM CEKIINH ), ITHOPUPYETCSI.

Ecmu pasmep daiina caummkoM 60bIIoN, IPOUCXOIUT
HETIONTHAS 3arpy3Ka. YMEHBIIHUTE pa3Mep ¢aiina v
pasbeiite ero Ha [Ba (aiiyia ¥ TOBTOPUTE 3arpy3Ky €Il pas.

[penympexnenue daiina KoHPHUTypanuu: pasmep daiina
KOH(HI'ypalMy MPEBbIIIaeT MAKCUMAIIBHBIA pazMmep.

CoobGuweHus B channe config.ini

VYerpoiictBo, ces3annoe ¢ TICY, ¢ KoTopoii 3arpyxaetcs daiin config.ini, J0IKHO OBITH 00HAPYIKEHO IS
BKITIOUeHHsI ero KoHpurypauuu. Eciu ycrpoiictBo (Takoe kak MBIT) oTcyTcTByeT MM He OOHAPYKEHO,
¢aiin config.ini B COOTBETCTBYIOIIEH CEKIIMHM, BMECTO KITIOUEBOTO CIIOBA WM 3HAYCHUH, Oy/leT coepKaTh
coobmmenue. Hanpumep:

UPS not discovered

Ecnu He mnaHupyeTcst SKCIOPT KOHPHUTYpALlUK YCTPOHUCTBA KaK YacTH HMITIOPTUPOBAHHOTO ini-(aiina,
UTHOPUPYHTE 3TH COOOIICHHUS.

OwunbKn, reHepupyembie 3abNOKMpoOBaHHbLIMUM NapamMeTpamMm

KirroueBoe cimoBo Override W €ro 3HaUCHUE OYIyT CO37aBaTh COOOIICHHUS 00 OMMNOKaX B )KypHAJIE COOBITHI
npU OJOKUPOBKE DKCTIOPTA 3HAYCHUH.
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CaezieHMsI O TOM, Kakue mapaMeTpbl MOTYT OJIOKHpoBaThesi, cM. «Coaeprkanue ¢aiina ini».

[MockonbKy OIIOKHpYyEMbIEe TapaMeTPhl OTHOCSITCS K KOHKPETHBIM YCTPOUCTBAM M HE TIPUTOHBI IS
skcriopra B apyrue [ICY, urHOpUpPYHTE 3TH cooOIIeHNs 00 ommOKkax. UToOB! IPeTOTBPATUTE TOSBICHUE ITHX
COOOIICHH, YIAIUTE CTPOKH, COIEPIKAIIUE KITFOUSBOE CIIOBO Override, U CTPOKH, COEPIKAIIUE
Onokupyembie apaMeTpbl. He ynansiite u He u3MEHSHTE CTPOKH, COACPIKALIIE 3ar0J0OBKH Pa3/IeioB.

CBsA3aHHbIe BOMNpOChHI

B omepammonHbIX crcteMax Windows BMECTO IepechUIKH ini-(haiyIoB MOXKHO HCITOJIB30BAaTh MACTEP
HacTpouku IP-koHGUTYpaIuy ycTpoicTB, 9TOOB H3MEHUTH OCHOBHEIE HacTpoitku TCP/IP nnarsl ceTesoro
yTpaBJieHus 1 HACTPOUTH JPYTHUE MapaMeTphl Yepe3 HHTepdeiic monbp30BaTeNs.

Cwm. paznen «Mactep HacTpoiiku [P-koHurypamuu ycTpoicTBy.
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Nepeaava channos

OGHoBNEeHne MUKponporpamMmmbl

[Ipu 0O6HOBIIEHNN MUKPOIIPOTPAMMHOTO obecIieueHus Ha Tuiate cereBoro yrpasieHus ([ICY) cranopstes
JOCTYITHBIMH TIOCNeTHUE QYHKIIMH, YIYYIICHHS O630MaCHOCTH U MTPOU3BOJUTEILHOCTH U UCTIPABICHHUS OLTHOOK.

OO6HOBIEHNE TTOIpa3yMeBaceT mpocTtoe Kormmposanue (aizza NMC3 na [1CY. [Ipomece ycTaHOBKH OTCYTCTBYET.
PerynsipHo mpoBepsiiTe BeO-cTparuity www.apc.com/shop/tools/software-firmware Ha Hamaue 0OHOBIEHUIA.

@aiin NMC3 umeer cnenyromuii popmar:
apc_Bepcusa-o00opyHOBaHMA TUIl _BepPCUA—-000pyHOBaHMA .Nmc3

e apc: 0003HaYaeT KOHTEKCT.

* hardware-version: hwOn, rjie n 0603HaYaeT BEPCUIO OOOPYIOBAHUS, HA KOTOPOM MOXHO
HCIOJIb30BAaTh 3TOT (hailI.

*  type: ONpenenseT, KAKoW HIMEHHO MOJTYJb.

* Bepcwusa: HOMEp Bepcuu (Qaiina.

CnocoObl nepepayuu channoB MMKponporpaMmmbl

MukponporpaMMmy TOCIIeTHEH BEpCHHA MOXKHO OECIIaTHO 3arpy3HTh 10 aapecy www.apc.com/shop/tools/
software-firmware. Jlns o6HOBICHUS ipormmBKY oHOM [ICY MM HECKOIBKUX UCITONB3YHTE OUH U3
CJIEIYFOIINX METO/IOB.

* B omepannonHoii cucteme Windows HCTIONB3yiTE Nporpavmy 00HOBICHIA MUKPOIPOrPaMMbI,
3arpyKeHHYI0 C . Cm. paznen «Vcmonb30Banue mporpaMMbl 0OHOBIICHUS
Mukporporpammsl [ICY».

o Jlns nepenaun aiina NMC3 ucnonpiyiite FTP v SCP Ha 110001 B3 IOmAepKUBaeMBIX OIEpaIIMOHHBIX
cucreM. Cwm. paznen «Mcnonp3oanue F'1'P i SCP nyist oOOHOBIIEHNS OHOM TIAThI CETEBOTO YITPABICHUSD).

o Jlnsa nmepenaun aitna NMC3 ¢ Bamrero KOMITbIOTepa Ha TUIATy CETEBOTO YIIPaBJICHIS, HAXOMSIIIYIOCS
BHE Bameii cetu, ncions3yiire XMODEM 4gepe3 BUpTyaapHBIN OpT cBs3u ¢ USB-unaTEepdeiicom ¢
TTOMOIITEI0 3arpy3unka. Cum. paszaen «McnonaszoBanne XMODEM mns oOHoBieHMS ool [ICY».

*  Hcnonesyitre USB-naxonurens ajs nepeHoca ¢aiiyia MUKpOIporpaMMEI ¢ Balllero KoMmbioTepa. Cum.
«Hcnons3oBanne USB-Hakonwrens 11 mepeHoca (haniony.

e Huadopmamnmto 06 0OHOBICHHUH HECKOJILKIX IJIAT CeTeBOT0 YIpaBaeHus cM. B pasaenax «OOHOBICHHE
MHKPOIIPOTpaMMBbl Ha HECKOJIBKHX IIJIaTaX CETEBOIO ynpasieHus» U «lcronp30BaHne nporpaMmal
obHoBnenus: Mukporporpammsl [ICY misa Heckonpkux oOHOBIEHHH B cucteMe Windows.».

Mcnonb3oBaHue nporpaMmmbl 0GHOBNEHUS MUKponporpammbl MCY

OTta nporpaMmma OOHOBJICHUS MUKPOIIPOTrpaMMBbl ABJIACTCA YaCThIO IMAKETaA OOHOBIICHUS MUKPOIIPOrpaMMmBbl,
JOCTYIIHOI'O Ha . (HI/IKOII[a HC HCHOJ’H:3yI71Te nporpamMmy, IpE€AHa3HAYCHHYO JJI OAHOTO
nu3acius, ajs OOHOBJIECHUS MHKPOIIPOTrpaMMBbI APYyTroro I/I3,Z[CJ'II/I$1.)

Ucnonb3oBaHue nporpammbl Ans ooHoBreHus B cuctemax Windows. B mo0bIx momaepkuBaeMbIX
cucremax Windows nporpamma oOHoBIeHUsI MuKpornporpammsl IICY aBromarusupyet nepenady Qaiina c
pacumupeHueM .nmc3 .
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Pacnakyiite 3arpy»xeHHbIH (aill MUKpOIpOrpaMMBI U ABaX bl IEIKHUTE Qaiiil ¢ paciiupeHreM .exe. Beeaunte
[P-agpec xocTa, UMsI OIB30BATEINS U APOJTH B JHATOTOBBIX MOJSIX. Takke HEOOXOIUMO BBIOPATH MPOTOKOI
FTP wmm SCP u cBsI3aHHBIN ¢ HAM TOPT.

MNNPUMEYAHUE. BeiOpaHHBIi TPOTOKON MOIHKECH OBITH BKJIIOUEH Ha ycTpoiictBe [ICY mis 3aBepreHus
00HOBJIEHHUS] MUKpONporpaMmsl. Taxoke cM. pasznen «lcrnonb3oBaHye nporpaMMbl 0OHOBJICHUS
Mukponporpammsl [ICY 1 HecKoNbKUX 0OHOBIIEHHH B cucteMe Windows.».

Ucnonb3oBaHune FTP unn SCP ansa o6HoBneHus oqHou nnartbl CeTeBOoro yrnpasneHus

FTP. Uro0s1 ucnonb3oBats npotokos FTP mist oOHoBIeHUs oHO# [ICY depe3 CeTh, BBIMOIHUTE CIASIYIOIINE
JEHCTBUS:
* TICY nmomkHa OBITH MOAKIIOUEHA K CETH, UMeTh [P-anpec, MacKy moAceTH U UTI03 10 yMOTYaHHIO.
*  Cepep FTP nomxken 0b1Th pa3penieH B HacTpoiikax [ICY; cm. pazaen «Cepsep FTP».
s nepenaun ¢aiina BBIMOTHUTE CIETYIOLINE ASHCTBHA.
1. OTtkpoliTe Ha CETEBOM KOMIIbIOTEPE OKHO ¢ KOMaHAHOM cTpokoi. [lepeiinnre B mamky, cogepxartyro
(haiiy MPOIMBKY, ¥ TIPOCMOTPHUTE CITUCOK (haiIoB:
C:\>cd apc
C:\apc>dir
Nudopmarmro o daiinax cm. B pazaene «Daiin NMC3 nmeeT crenyrormii popmar:.
2. Ortkpoiite knueHnTckuid ceanc FTP:
C:\apc>ftp

3. Bsemute komaHay open uykaxute IP-aapec IICY, 3areM Ha)XMUTE KIaBUIly ENTER. Eciiu HacTpoiiku
nopta (port) FTP-cepBepa oTin4aroTcs OT 3Ha4EHUS 110 YMOJYaHHUIO, paBHOTO 21, HE0OX0MUMO
HCIIOJIB30BaTh 3TU HOBbIE HACTPONKH B cTpoke komaHabl FTP.

» Jlna ximentoB Windows FTP oraensiite Homep mopta ot IP-anpeca mpo6enom. [Ipumep
(c mpobenom miepen 21000):
ftp> open 150.250.6.10 21000

* Hexotopsie kineHTs! FTP TpeOyioT cTaBuTh nepes HoMepoM IopTa ABOETOUHE.
4. Boiiaurte B cucTeMy ¢ IpaBaMu aIMUHUCTPATOPA.
5. OOHOBUTE MPOUIKBKY.
ftp> bin
ftp> put apc hw2l AA v-v-v-v.nmc3 (rae AA - npuiioKeHue, Hampumep eulp,
a v-v-V-V - HOMep BepPCUH MHUYKKPOIPOTpaMMBbI)
6. Korma FTP-cepBep moaTBepauT nepeaady, BBEIUTE quit IS 3aKPBITHS CEaHca.

SCP. Jlna ucnonp3osanus nporpammel Secure CoPy (SCP) ¢ nensio o0HOBIEHHST MUKpotiporpaMMel [ICY
BBINOJTHUTE CIIEAYIOLINE ACHCTBUS.
1. C nomompio komauaHOU cTpoku SCP BemonmauTe nmepenady daiima NMC3 ma IICY. B nanaoM
pUMepe V-V-V-V MOKa3bIBaeT HOMEp BEPCHU MOMYJISL TPUIIOKEHHUS:
scp apc_hw2l eu3p v-v-v-v.nmc3 apc@l58.205.6.185:apc_hw2l eu3p v-v-v-
v.nmc3su v-v-v-v.nmc3

[pumeuanue. /{nst ucnons3oBanus SCP HeoOxomumo BrarounTh SSH. MHbOpMaruro o Bkitouenuu SSH cm. B
pasnene « KpaH KOHCOIH.
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Ucnonb3oBaHne XMODEM ana o6HoBneHus ogHou MNCY

Yto0s1 ncnonb3oBate XMODEM s o6noBienus oguoi [ICY, He Haxonsielicss B ceTH, HEOOXOIUMO CIEJIaTh
CIEyFOIIeE.

1.

C momorsto mpriraraeMoro kabdess micro-USB (momep mperamn 960-0603) moaxmroaute IICY x mopry
USB 710KabHOTO KOMITBIOTEpA.

2. Haxmure KHONKY Ha [ICY.

Korga IICY Bo Bpems 3arpy3ku oOHapyxuBaeT coeannenne USB, ona oxxumaer 90 cexyHa, 4TOObI
JIaTh ONIEPAllMOHHOM CHCTEME TOCTAaTOYHO BPEMEHH Ha paclo3HaBaHUE U HACTPOWKY BUPTYaIbHOIO
nopta cBsi3u. Korna BUpTyanbHbI OPT CBS3U OyET TOTOB, 3aIlyCTUTE MPOrpaMMy TEpPMHHAIA,
nanpumep HyperTerminal uiu Tera Term, u BeIOepuTE 3TOT BUPTYaJIbHBIH HOPT.

Haxxmure knaBunry JBaYKABI WIM HAKUMANTE €€ 10 TEX NOp, IOKA HE MOSIBUTCS MPUNIALICHUE
MOHHUTOpA 3arpy3ku: BM>

NPUMEYAHMUE. Ecnu B Teuenue 90 cexyna nocie Hayana nepesarpysku IICY coenunenue c
MOHHUTOPOM 3arpy3KH ycTaHoBieHO He OyzaerT, [ICY npomomkuT cBoi 0OBIYHBIN MpoLIECC 3arpy3Ku.

Beeante XMODEM u Haxxmure

B menro mporpammel TepmuHaia Beioepute XMODEM, 3areM Be1OepuTe (aitr .nmc 3, KOTOPHIi OyaeT
niepenan ¢ momorbio XMODEM. Ilo 3aBepmiennn nepegaan XMODEM Ha skpaHe TTOSIBUTCS
MpUTIalIeHUe MOHUTOPA 3arpy3KH.

BBenute reset WM HAKMHUTE KHOIKY , 4TOOBI iepe3anyctuth [ICY.
MMPUMEYAHHUE. /ns noaxrouenus k kouconu [ICY 8 OC Windows 7 Tpebyercs npaiiBep. JpaitBep

JIOCTYTICH JIJIsI 3arpy3Ky Ha cTpaHulle ycrporictea AP9544/AP9547 na BeO-caiite , PACIOJIOKEHHON
B pasjeine . st OC Windows 10 apaiiBep He Tpebyercs.

1. ITpu momkimouenun [ICY gepes kabenb micro-USB B pasnene «Jlpyrue ycrpoiicTBa» Oymet oOHApyKeHO
ycTpoticTBo mmon HazBanneM NMC3-CDC.

2. HaxxmuTe mpaBoit KHOITKOW MBIIIH Ha 3TO YCTPOUCTBO U BhIOEpUTE «OOHOBHTSH JpaiiBep...».

3. Bribepute oniuio « BRIMOMHUTH MOUCK JIpaiiBEpOB Ha 3TOM KOMIIBIOTEpPE» U IepeHIuTe K MECTY
3arpy3ku apaiiBepa (usb_cdc_ser.inf).

4. TlpumuTte cooOieHue 0 6€30MaCHOCTH HEMOIMTUCAHHOTO JpaiBepa.

Tenepsr Windows pacnioznaer [ICY u HazHaunt ycrpoiictey COM-1opr.

Ucnonb3oBaHne USB-HakonuTena ana nepeHoca cannos

Ora (yHKIHA JOCTyIHA B 3arpy3unke Bepcun v1.3.3.1 u eite. Ilepen Hauanom mepeHoca yoemuTech, 4To
USB-nakonutens oTdopmaTipoaH ¢ ucnonaszoBanueM cuctemsl FAT, FAT16 nnu FAT32.

Ll e

3arpysute Qaiisi 0OHOBICHUS IPOIIUBKH.
Cozpnaiite Ha USB-HakonuTese manky ¢ UMEHEM
[MomecTute daiin .nmc3 B manky

ITpu OMOIIIH TEKCTOBOTO PelaKkTopa co3aaiTe daitn . (Heobxoaumo yka3aTh paciimpeHne
rcf, a He .txt.)

B J00aBbTe CTPOKY /IS MTAKeTa TPOIIMBKH, KOTOPBIN Hy>kHO 00HOBUTH. Hamprumep, 4To0bI
00HOBHUTH BepcHIo Mpuio:keHus 3-¢paznoro ycrpoiictea MBI Easy v1.5.0.6, BBeaure:
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NMC3=apc_hw21 eu3p 1-5-0-6.nmc3
[Momectute daiin nmc3.ref B manky apcfirm ma USB-Hakonmrerne.

Bcrasbte yeTpoiictBo uami-mamsaty B mopt USB Ha miiaTe ceTeBoro ympasieHHs; CM. paszel
«Ilepennsis manens (AP9544/AP9547)y.

[Tepesarpysure [ICY u 1oKaUTECh TIOTHOM ITepe3arpy3KH TUIATHI.

Y6enuTech, 4T0 OOHOBJIIEHHE OBLIO BHIITOIHEHO MPAaBUIIHHO, HCIIONB3YS ONMCAHHBIE B Pa3eie
«IIpoBepka 0OOHOBICHHID TTPOIIECAYPHI.

OGHOBMNEeHMe MUKpONpOorpaMmMbl Ha HECKOMNbKUX NnaTtax ceTeBoro ynpasneHus

Hcnonp3yiiTe OMMH U3 ABYX CIEAYIOUINX METOOB.

[Iporpamma obunossienust mukponporpamvsl HHCY B Windows. CM. pazgen «Mcnonb3zoBaHue
nporpaMMsl 0OHOBIIEHHSI MUKponiporpaMMbl [ICY 11t HeCKONbKUX OOHOBJIEHUH B CHICTEME
Windows.».

Ucnoaszosanne FTP nin SCP. [lnsg obHoBIeHUS HeCKoabkux IICY ¢ ucnonb3oBanueM kiuenta FTP
wiu poTokoia SCP HanMIIUTe CKPUNT, KOTOPBINA OyAET BIMOJIHATE 3Ty MPOIEAYPY aBTOMAaTHUYESCKHU.

Hacrpoiiku kondurypanun sxcnopra. MokKHO co3[aTh KOMaH/IHbIC (aiiiIbl H UCTIONB30BAaTh
IIporpaMmy AJIs IOJy4YeHHUs TapaMeTpoB KOH(UIypauy HecKoIbKux IICY U 3KCIIOPTUPOBATh UX Ha
apyrue IICY.

CM. 3anucku o svinycke: cayscebnasn npoepamma atina INI B 6a3e 3HaHMIA 110 afpecy

Ucnonb3oBaHue nporpamMmmbl OGHOBIIEHUA MUKponporpammsbl NMCY aAnA HecKonNbKUX OOHOBEHUN
B cucteme Windows. Ilocne 3arpy3ku mporpaMmmbl 0OHOBIICHHSI CO CTpaHUITI 3arpy3ku [ICY Ha

TBAKITBI HAKMHTE Ha (Daiiyl .eXe U U3BJIICKUTE CONCPIKUMOE apXUBa.

1.

Hatimure daiin devices. txt B karajore ¢ mporpammont. OTKpoiiTe (ailil 1 OTpeHaKTUPYHTE €To B
TEKCTOBOM PENaKTOpe, YTOOBI BBECTH HEOOXOAMMYIO HHPOPMAIIUIO IS KaXKIOTO OOHOBIISIEMOTO
ycrporictea [ICY:

— [YcrpoiicTBo]: JlaHHEIH 3aroi0BOK pa3felna JODKeH ObITh BKIIIOUEH M KaKI0W 0OHOBIsIEeMON
TICY.

— Xocr: IPv4-agpec ycrpoiicTsa.
— TIlIporoxon: SCP mwnu FTP.
— Topt: opr, ceszannsiit ¢ SCP wnu FTP.
— Hwms monw3oBarens: MiMa monp3oBarens ¢ IpaBaMy aJIMUHHCTpaTopa, BKiIroueHHoro Ha [ICY.
— TIlapons: [Tapons agmunaMCTparopa, aeiictyromuii Ha [ICY
VYnanure Bce KOMMEHTapHUU M TOYKH C 3aIsTol u3 (haitna devices . txt U COXpaHUTE U3MCHEHHUSL.

Hanpumep:

[YcTpomcTBO]

XocT = 192.168.0.1
[Iporoxon = SCP

MopT = 22

VMg noJsp30BaTesid = apc
[Taposis = apc

Hanpumep:
[YcTpomcTBO]
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XocT = 192.168.0.2
[lpoTrokost = SCP

[lopT = 22

ViMa noJsip30BaTesId = apc
[laposie = apc

MOKHO HCIIONIE30BaTh UMEIOIIMICS (aill devices. tXt, €ClIH OH yKe CYIIEeCTBYET.

2. Ortkpoiite nmporpaMMy oOHOBJIEHUS] MUKponporpaMmbl. Ecin B daiine devices. txt Obum
IIPEAOCTABIICHbI IIPABUIbHBIE IaHHBIE, B IPOrpaMMe HOSBUTCS CIIEAYIOIEe COOOIICHNE:

OBbHapPyXeH ¥ MMIOPTUPOBAH CIMCOK YyCTPOMCTRB, [IO3TOMY XOCTH, IIepeuMCIJIEHHBIE
B OKHE COOBITUM HMXe, OyIyT MCIIOJb30BATbCS B KaueCTBEe AKTMBHHX.

3. HaxwmuTte B mporpamMmMe KHONKY «HauaTs 00HoB/IeHne), YTOOBI HaYaTh OOHOBJICHUE
MHUKpPOTIPOTPaAMMBI.

NMpoBepka oOHOBNEHUN

Koabl pe3ynbraTtoB HOCHEAHeﬁ nepega4iun

Bosmoxxabie ommbku nepenayn: cepsep TFTP nnu FTP He HaiineH, cepBep OTKa3bIBaeT B JOCTYIIE, CEpBEp HE

HaXOAWT WM HE Paclio3HaeT NepeaaBaeMblil (aiin, mepenaBaeMblil paiin moBpeKaAcH.

I'IpOBepKa HOMepoB Bepcvu7| YyCTaHOBJIEHHOIro MUKponporpaMmmMmHoro obecneyveHuns
MyTb: O nporpamme — CeTb

Hcnons3yiite BeO-unTEpdeiic monp30BaTeNs A HPOBEPKH BepcUil OOHOBIEHHBIX MOIYJEH MUKPOIPOTPaMMEI.
MoskHo Takxe uctoib3oBats komanay GET amst OID sysDescr MIB 1. B unrepgeiice koMaHIHOH CTPOKH
BBEIUTE KOMaHy about.

CmeHa a3bika nHtepdenca nonb3oBaTens

WuTepdetic moms3zoBatens [ICY MoxkeT 0ToOpakaThCsl Ha pa3HBIX A3bIKaxX. BEIOEpUTE S3BIK U3
PaCKPBIBAIOIIETOCS CITUCKA C sI3bIKaMu Language Ha 9KkpaHe Bxoaa [Login.

WnTepdetic momp30BaTens TOCTYIIEH HA IEBATH S3bIKaxX: (PPaHITy3CKOM, HTATBSTHCKOM, HEMEIIKOM, HCITaHCKOM,
Opa3nIIbCKOM MOPTYTATECKOM, PYCCKOM, KOPEHCKOM, SITIOHCKOM H YTIPOIIIEHHOM KHUTAHCKOM.
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YcTpaHeHue npoornem

Mpo6nembl AocTyna K nnaTte ceTeBOro yrnpaBrieHUs

[TocernTe 6a3y 3HAHWIA 11O aapecy JUTISL TIOJTYY€HHUS TOIIAroBhIX HHCTPYKIIMH 11O
YCTpaHEHHIO MPOOIIeM U MOJIE3HBIX PEIISHH PaclpoCTPaHeHHbIX Heronanok. MHapopmanmio 06 oOpameHun
B CITy’KOy TOJJICPIKKU CM. B paszzieie «YerpaneHue mpoduem».

Npobnema PeweHune

Ecmu namukarop cocrostans [ICY roput 3eneHpIM IBETOM, MOMPOoOyHTE TOCIaTh
KOMaHJy 9XO-T€CTHPOBAHUS Ha JPYTOH y3€l TOTO K€ CErMEHTA CETH, B KOTOPOM
pacronoxxera [ICY. Ecii TectupoBanue He paboTaerT, To IuiaTa CEeTeBOTO
ynpasieHus ucnpasHa. Eciii He CBETUTCS 3€NIEHbIM HHANKATOP COCTOSHUS U HE
YAAETCsl yCTAHOBUTH OOMEH MaKeTaMH, BBITIOJHHUTE CICAYIONIHE JEHCTBHSL.

He yaiaeTcst BEIMOMHUTS 5X0- * [IpoBepbTe, UTO IIaTa CETEBOIO YIPABJICHUS Hale:KHO ycTaHoBieHa B VB
tectupoBanue [ICY * [IpoBepbTe CETEBBIE TOAKIIOUEHUSI.

* [Iposepste IP-anpeca miaTel cereBoro ympasieHus u cuctemy [ICY.

* Ecrmu [ICY HaxoauTcs B qpyroi ceTH (WM MoaceTH), omaHoH ot cetu [ICY,
mposepbTe [P-aapec mumo3a mo yMordaHuro (MM MapIIpyTA3aTopa).

* HpOBepI)Te YHUCIIO OUTOB MOACCTHU IJIA MAaCKHU ITIOACCTHU I1JIaThbl CCTCBOT'O

YIpaBIICHHUS.
He ynaercs nasnaunts Ilepen ncnonbp3oBaHHEM IPOrpaMMBbl TEPMHUHATA I HACTPOUKHU IIIAThI
KOMMYHUKAIIMOHHBIH TOPT ¢ CETEBOT'0 YIPABJICHUS CIIEAYET 3aKPBITh BCE MPUIIOKEHUSI, CITYKOBI 1

TIOMOUIBIO TPOrpaMMBbl TCpMHHAJIA OporpaMMbl, KOTOPbIC UCTTOJIB3YIOT L[aHHI:Iﬁ KOMMyHI/IKaIII/IOHHHﬁ opT.

HeBosmoskeH noctyr gepes
nHTepdeiic KOMaHIHOM CTPOKH IO
KaHaJTy TTOCIIEI0BATEIEHOTO OOMEHa

Yb6ennurech, 4TO HACTPOHKH CKOPOCTH OOMEHA TaHHBIMHU HE OBLIN M3MEHEHBI.
[MompoGyiite ycranoBuTs 3Ha4eHUs 2400, 9600, 19200 mm 38400.

* Ybenutech, 4To MCTIONB3YeTCsl PaBIIIBbHBIHA crioco goctymna: Telnet wmm Secure
SHell (SSH). AMUHHECTpaTop MOXKET BKJIFOUHMTB 3TH METOIBI ocTyra. [1o

HeBO3MOXKEH yIaneHHBIH TOCTYT yMoITgaHuto mpotokon Telnet BeimoueH, a mopt SSH Brmoden. [Tporokomnst SSH u
uepes I/IHTepCI)Cf/'IC KOMaHIHOU Telnet MOXKHO BKJIFOYATE/OTKIIFOYATEL HE3ABUCHMO ApyT OT Apyra.
CTPOKH * IIpu ucnons3oBanuu SSH 1miara ceTeBOTro yNpaBIeHHsT MOXKET CO3aBaTh KIIFOY

xocT-y3ma. [Tnare cereBoro ynpasieHns TpeOyeTcst 10 OAHON MUHYTHI JUTs
CO3/1aHMs KJTI0YA XOCT-y371a, B 970 Bpemst SSH OyzeT HemocTyTieH.

* Voenutecsh, uto noctyn HTTP wim HTTPS oTkpsIT.

* Yoenutecs, uto ykazaH npaBuibHbI URL-aapec, cOOTBETCTBYIOIINI cuCTEMe
6e3011acHOCTH, UCTIOIB3yEMOM TUIaTol ceTeBoro ynpasnenus. st SSL B Havane

URL-aznpeca Hy>KHO yKa3bIBaTb , aHe
* Y6eaurech, 4TO 3X0-TECTUPOBAHNE TIATHI CETEBOTO YIIPABICHUS BBIIOIHACTCS
YCIEIIHO.
He ynaercst mony4nts goctym K * YoenuTech, 4To HCTIONB3YeMbIi Opay3ep NoaIep KUBaeTCs IIATOH CETEBOTO
unTepdeiicy mompsosaress (Ul) ympasnenus. Cm. pasnen « YCTpaHeHUe mpooaem.

* Ecnin mata ceteBoro ynpagieHus ObUia TOJBKO 4TO TIepe3arpyxeHa u
BBIMIOJIHSIETCS HacTpoiika SSL, BO3MOXHO, TIaTa CETEBOr0 YIPaBICHHUS
coznaet ceprudukar cepepa. s coznanus aToro cepridukara miare
CETEBOTO0 YIpPaBJICHUS MOTPeOyeTCs A0 OJHOI MHUHYTHI, B 9TO BPEMs CepBep
SSL GyneT HEmoCTyIIEH.
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HeucnpaBHoctu SNMP

Npobnema PeweHue

* [IpoBepsre Bo3moxkHocTh uteHust (GET) umenu coobmecra (SNMPv1) nun
HeposvoxHo KoH(Urypauuro rnpoduist nonszosareist (SNMPv3).
BBITIOJIHUTD

onepanuio GET

* Ucnonp3yiiTe nATEp(dhelic KOMaHAHON CTPOKH WM HHTep(delic moap30BaTes s
nposepkn qoctyna NMS. Cwm. pasaen «Okparsl SNMPy.

Heso3moxnao
BBITIOJIHUTH
oneparuio SET

* IIposepsre, BKitoueH a1 npoTokosl SNMP. TTpotokonast SNMPv1 u SNMPv3 BeixitoueHs!
MO YMOJYaHUIO.

* [IpoBeprTe Bo3MoxkHOCTh UTeHHs/3anucu (SET) nmenu coobmecrsa (SNMPv1) nmu
koH(pUTypanuto mpoduss noiaszoarens (SNMPv3).

* Mcnonb3yiite uHTEpdelic KOMAHIHON CTPOKH WM HHTEp(EHC MoIp30BaTeNs ISl IPOBEPKU
toro, uto NMS umeer nocryn Ha 3anuch (SET) (SNMPv1) nim noyuun nocryn K
IP-anpecy B cincke ynpasnenust goctynoMm (SNMPv3). Cm. pasnen «Okpanst SNMPy.

He ynaercs nomyuars
NpepeIBaHus B
cucreme NMS

* [IpoBepsre, uToOBI THT TpepbiBanust (SNMPv1 wim SNMPv3) O6bu1 TpaBUIIBHO HACTPOCH
[t cucteMsl NMS, uctions3yeMoid B KauecTBe PUEMHHKA TPEPHIBAaHHH.

* B ciiyuae SNMP v1 nonumure 3anpoc meonfigTrapReceiverTable MIB OID, uto0s!
poBepUTH, uTo [P-anpec NMS ykazaHn KOppEKTHO U YTO UMl COOOIIECTBA, YKa3aHHOE
B NMS, cooTBeTCTBYeT MMEHH COO0IIECTBA, yKazaHHOMY B Tabmune. Eciu uro-nmbo
yKa3aHO HeNpaBUIbHO, Ucnonb3yiiTe koManny SET mis mconfigTrapReceiverTable
OID unu ucnonp3yite nHTEpdEHc KOMaHAHONW CTPOKH WIIM HHTEpQEHC MoIbp30BaTes,
YTOOBI HCIIPABUTh HACTPOWKHU NMPUEMHHUKA ITPEPbIBAHHH.

* B ciiyqae SNMPv3 mpoBepsTe HacTpoiku ipoduits mosib3oBatess it NMS u 3amycTuTe
TECT MPEpPhIBAHUN.

Cwm. pazgensl «Oxpansl SNMPy, «Ilonyuarenu npepslBaHUi» U «DKpaH TE€CTUPOBAHUS
npepsiBaHuit SNMP».

IIpepwiBanus,
monmy4yaembie NMS,
HE OTIPEJEIICHBI

CwM. moxymerTaruio 1o NMS, 9ToOBI MPOBEPHUTH, YTO IMPEPHIBAHNS PABIIIEHO YKa3aHEI
B 0a3e JaHHBIX CHTHAJIOB TPEBOTH U NPEPHIBaHUI.

NMpobnembl ¢ Modbus

[TonpoOHyto nHbpOPMANHIO 0 perucTpax u onucanus 6utoB Modbus cM. B Kapme pecucmpos
Modbus (Modbus Register Map) ua Bed-caiite APC.
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HeucnpaBHOCTM annapaTHOro Knrw4va ycTponcTBa
APC USB Wi-Fi (AP9834)

HeucnpasHocTb PeweHue

* [IpoBepsre, paBuiIbHO JiH BeTaieHo ycrpoiictBo APC USB Wi-Fi
B USB-nopr miarsr AP9544/AP9547.

* [IpoBeprTe mpaBmiIsHOCTE HacTpoek Wi-Fi B BeO-uHTEpdeiice momp30BaTeist Win
nHTepdeiice komanaHoU cTpoku [ICY.

Heso3moxHO * B xypnane coosrtuii [ICY yoenurech B OTCyTCTBHM COOBITHH, CBsi3aHHBIX ¢ Wi-Fi.
MIOAKJIIOUUTHCS K CETH Ecnu Hactpoiiku Wi-Fi BBeieHbI HENPaBHIbHO WM OCTaBJIeHBI mycThiMu, [ICY
Wi-Fi. 3aukcupyer omuoKy B )KypHaie coobituii. Hanpumep: «Oumbdka ycrpoiicTsa

USB Wi-Fi. Hactpotiku Wi-Fix.

Ecnu Henoaaka Bee ele coxpaHsieTcsi, 00paTuTech K CETEBOMY aIMUHUCTPATOPY JJIst
JUATHOCTUKHU TPOOJIEM C TIOAKITFOUCHUCM.

* [IpoBeprre mpaBuiibHOCTH HacTpoek Wi-Fi B BeO-uHTepdeiice momp3oBarens wiu
unrepgeiice komanaHoit ctpoku IICY.

* Pemmre npo0Giiemy, cBsi3aHHYTO ¢ JTFOOBIMA cOOBITHAMA Wi-Fi B s)kypHaie coObITHIA
IICY. Hammpumep: «Ommbdka ycrpoiictBa USB Wi-Fi. Hactpoiiku Wi-Fi».

* [TOBTOPHO BBIMOIHUTE MIPOBOAHOC COCTUHCHUE M U3MCHHUTE HACTPOHKH Wi-Fi
aJIbTePHATUBHBIM METO/IOM.

HeBO3MOXKHO PeluTh — Be6-unrepdetic mompzoBarens (Konpurypammus > Cers > Wi-Fi)

npobiemy, B — Unrepdetic komaHaHOM cTpoKH (koMaHma wifi)
pesylbTaTe KoTopoii — ®Daiin config.ini (pasnen NetworkWiFi)
CBETO/IMO yCTPONUCTBA

Ecnu mpoBogHOE coepnHeHue O0IbIIe HETOCTYITHO, MOAKIIOUNTE Kabems Mukpo-USB
MMOCTOSTHHO TOPUT

KPACHBIM CBETOM. (960-0603) x xoHconsHOMY TopTy [ICY 11151 ocTyna Kk uHTEpdericy KoMaHTHOH

CTpOKH U nepepaiite daiin config.ini ¢ momorsio komauab! xferINI. JlonmonHuTeIbHBIC
CBEJICHUS CM. B

Ecnu Hemomaxa Bee elie COXpaHseTcst, 00paTuTech B CIIyKO0y TEXHHUECKOM
moanepkku. Cm. paszaen «[mobanpHas cmyx0a TexHrndecKkoi moanepkku APCy.
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OnucaHwue MHAOANKaTOpPOB COCTOAHUA

CocTosiHue

OnucaHue

He ropur

BosMoxHa 071Ha U3 CIIEAYIOMNX CUTYAIHH.

* YerpoiictBo He BcraBneHo B USB-nopt nuiatel cereBoro ynpasienus AP9544/
AP9547.

* [Ipommeka [ICY we noxnepxuBaer Wi-Fi. [Tonnepxka Wi-Fi moctymnHa B
npommmBke Bepcun 1.4 u Beime. Cum. pasaen «[lepemada daitmoy.

* YcTpoiicTBO He paboTaeT HaIexKanmM oopasom. BosmoskHo, moTpedyercs
OTPEMOHTHPOBATH WM 3aMEHUTD YCTPOicTBO. OOpaTHTECh B CITYKOY TEXHHUYECKOM
noanepxkku. Cm. pasaen «[mobanbHas ciyx0a TeXHUIeCkor moanepkku APCy.

HemnpepbiBHO
CBETUTCS 3€JICHBIM
LIBETOM.

yCTpOﬁCTBO TMOAKIIFOYCHO K TOYKE NO0CTYyIa, HO CCTCBAsA aKTUBHOCTb OTCYTCTBYECT.

Muraet 3ejIeHbIM
IIBETOM.

YerpoiicTBO MOIKITIOUEHO K ToUKe foctymna u ceth Wi-Fi akTuBHa.

HenpepsiHO
CBETHUTCS KPACHBIM
LBETOM.

Bo3morkHa on1Ha U3 ClleayIOIUX CUTYalui.
* ImeeT MecTo cucTeMariyeckas OmoKa B yCTpoiicTBe.
* ImeeT MecTo cucTeMaTuieckas omrioOka B HacTpoitkax Wi-Fi [ICV.

* Umerot Mecto HEPA3pCHINMBbIC HpO6J’IeMBI, CBSI3aHHBIC C TOYKOMU A0CTyIIa.

MuraeT KpacHBIM
LIBETOM.

YCTpoHcTBO HAXOAUTCS B MPOIECCe MOIKITIOYCHUS K Touke noctyma Wi-Fi.
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D,ByXHeTHFIFI rapaHTuAa npom3soauTtens

VcinoBus HACTOSIICH T ApaHTHUU PACTIPOCTPAHAIOTCS TOJIBKO HAa U3ACIINUA, HpI/IO6peTeHHLIC JJIA COOCTBEHHOTO
HCIIOJIb30BaHUA B COOTBECTCTBUU C IaHHBIM PYKOBOACTBOM.

YcnoBus rapaHTum

Komnanust APC rapantupyer, 4To ee MpoayKIust He OyJeT UMETh Ie(hEKTOB MaTepPHaIOB U U3TOTOBICHHUS B
TeueHHeE ABYX JIeT OT Aarsl nokynku. Kommanus APC rapanTupyeT peMOHT WM 3aMEHY HEUCIIPaBHBIX
U3JENNH, Ha KOTOPBIE paCIPOCTPAHSAIOTCS YCIOBHA HACTOSIIEH TrapaHTuu. /laHHas rapaHTHs He
pacrmpocTpassieTcss Ha 000pyJOBaHHE, TOBPEXICHHOE BCJICACTBIE HECUACTHOTO CIIydasi, HEOPEKHOCTH HIIH
HETPaBUIBLHOTO UCTIOJIB30BaHUS, & TAKXKE HAa 000pyI0BaHUE, TOABEPraBIeecs] U3MEHEHUSIM HIH J0Pa0OTKe
KaKUM-JIH00 criocoboM. B cirydqae peMOHTa MiIn 3aMEHbI HEUCTIPABHOTO 000PYIOBAaHHS MIIH €r0 KOMIIOHEHTOB
HCXOJIHBIM rapaHTUIHBINA CPOK HE MpojyieBaeTcsl. KOMIOHEHTBI, IPEN0CTaBIIsIEMBIE COITIACHO JaHHOU
rapaHTUH, MOTYT OBITh JTMOO HOBBIMH, TMOO OTPEMOHTUPOBAHHBIMU B 3aBOJICKUX YCIOBHSIX.

MapaHTUa 6e3 npaBa nepega4vu

JlaHHas rapaHTHsl OTHOCUTCS TOJIBKO K IIEPBOHAYATILHOMY ITOKYIIATEJI0, KOTOPBIN TOKEH COOTBETCTBYIOIIUM
00pa3zom 3aperucTpupoBars usznenue. [IponrykrT MoxXHO 3aperucTpupoBarh Ha BebO-caiite kommnanuu APC:

UcknrouyeHusn

Kommnanus APC He HeceT OTBETCTBEHHOCTH 110 TapaHTHH, €CJH B Pe3YyJIbTaTe TECTUPOBAHUS M UCCIIEOBAHUS
ObLTO0 00HAPYKEHO, YTO TIpeNNoNIaraeMblii 1eeKT U3eNHsl He CYIECTBYET HIIH €r0 MPUIHHON SBUITUCH
HEINpPaBUIFHOE UCIIOIb30BaHUE MOJIb30BaTEIeM UM TPETHUM JIMLIOM, HEOPEKHOCTh, HECOOTBETCTRYIOIIAS
yCTaHOBKa WM TecTupoBaHue. B mampHelimem kommanus APC He OymeT HeCTH OTBETCTBEHHOCTH 3a
HECaHKIIMOHWPOBAHHBIE ITONBITKH PEMOHTA WIIM U3MEHEHUS HeaIeKBaTHOTO IEKTPUUECKOT0 HANPSDKCHNS HITH
MOAKJIIOYEHHSI, HECOOTBETCTBYIOIINE YCIIOBHS HKCIUTyaTallii Ha MECTe, KOPPO3UIHYyI0 aTMochepy, PEMOHT,
YCTaHOBKY, BO3JCHCTBUS OKpY>KaloIeil cpelibl, CTUXUIHBIE OEACTBUS, OXKap, KPaXKy HIH YCTaHOBKY,
MPOTHUBOPEYAIYI0 PEKOMEHIANUAM Wi crierudukanusiM kommanuu APC, wim mo6oe coObITHE, TPH KOTOPOM
cepuiinblif Homep APC OblT M3MEHEH, NCKa)KeH WU YAAJeH, WU JII00YI0 APYTYIO IPUYMUHY BHE paMOK
IUTAHUPYEMOT'0 UCIIOJIb30BAHUS.

O YCJIOBUAM JAHHOT'O COITTAIIEHUA UJIN B CBA3U C HUM HE IPEAYCMOTPEHO
HNHBIX, ABHbIX UWJIHU IIOAPA3YMEBAEMBIX, IPUHUMAEMBIX B CUJIY 3AKOHA WJIN
UHBIM OBPA30OM, TAPAHTUMHBIX OBSI3ATEJILCTB B OTHOIIEHUU ITPOJABAEMOM,
OBCJYKUBAEMOM WJIHN MPEJOCTABJISAAEMOM MPOJIYKIIMU. KOMITAHUS APC
OTKA3BIBAETCS OT IIOJIPA3YMEBAEMBIX TAPAHTUIHBIX OBSI3ATEJIHLCTB B
OTHOIIEHUHA KOMMEPYECKOM IEHHOCTH U IPUT'OJJTHOCTHU OBOPYIOBAHMS K
OIPEJIEJIEHHBIM LEJISIM. TIPEJIOCTABJIEHUE KOMIIAHUEN APC TEXHUYECKUX U
UHBIX KOHCYJBTAILIUI WX YCJIYT B OTHOIEHUU OBOPYJIOBAHUSA HE MOXET
CIYXKUTb OCHOBAHUEM /UIAA PACIHUPEHUSA UJIN COKPALIIEHUA UJIN U3SMEHEHU S
YCJIOBUI TAPAHTHH, HAJIOXKEHUS TOTIOJTHUTEJBHBIX OBS3ATEJILCTB U
OTBETCTBEHHOCTMU. BBINEITEPEYNCJ/IEHHBIE TAPAHTHUU N CPEICTBA
BO3ZMEIIEHUSA ABJIAIOTCA UCKJIIOUYUTEJIBHBIMHA U 3AMEIIAIOT JIIOBBIE IPYT'UE
T'APAHTHUU U CPEACTBA BOSMEIIEHMUSA. U3JIOKEHHBIE BBILIE YCJIOBUSI TAPAHTUHU
YCTAHABJIMUBAIOT UCK/IIOUUTEJIBHYIO OTBETCTBEHHOCTb KOMITAHUU APC 1
UCKJIIOUYUTEJbHBIE MPABA 3AIIUTHI MOKYIIATEJIEN B CJIVUAE HAPYIIEHUS
YKA3AHHBIX TAPAHTHI. JEHCTBUE TAPAHTU KOMITAHUM APC PACIPOCTPAHSIETCS
HA ITOKYIIATEJISA, HO HE HA TPETBbUX JIULI.
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HU IIPU KAKUX OBCTOSITEJIbCTBAX KOMITAHUS APC, EE CJIYKAIIME,
PYKOBOJMTEJINA, COTPYIHUKHU ®UJIUAJIOB U IITATHBIE COTPYIHUKHU HE HECYT
OTBETCTBEHHOCTH 3A KOCBEHHBII, OCOBbINI, IOBOYHbIN UJIH IITPAGHOMN
YIIEPB, IOHECEHHBIN B PE3YJIBTATE UCITIOJIB30OBAHUSI, OBCJIYKUBAHUS NI
YCTAHOBKH TPOJYKIIUU, HE3ABUCHUMO OT TOI'O, YHHOMUHAJIOCH JIX O TAKOM
YIIEPBE B JJIOTOBOPE WIU JAEJUKTE, BY/lb TO HEUCIIPABHOCTb, HEBPEXKHOCTD,
OBSI3ATEJIBCTBA IO BOSMEIIEHUIO YIIIEPBA, WJIH OT TOI'O, BEJIUCH JIA
IPEJBAPUTEJIBHBIE KOHCYJIBTAIIMU C KOMIIAHHUEM APC O BO3MOKHOCTH TAKOT'O
YIIEPBA. BUACTHOCTH, KOMIIAHUSI APC HE HECET OTBETCTBEHHOCTH 3A
U3JEP)KKH, IOHECEHHBIE B PE3VJIBTATE IIOTEPU IIPUBBLIINA WA JOXO/IA,
BBIBEJIEHMS U3 CTPOSI OBOPYJIOBAHMSI, HEBO3MOKHOCTH VCITOJIb30BAHU S
OBOPYJIOBAHMUS, YTPATBI IPOT'PAMMHOI'O OBECIIEYEHUW S UJIU JAHHBIX, 3ATPAT HA
3AMEILEHUE, UICKOB TPETbUX JIMII U T.J.

HU OAUH IMPOJABEL[, COTPYAHUK NJIU ATEHT KOMIIAHUU APC HE YIIOJIHOMOYEH
JIOBABJISAATH WU U3MEHATH YCJIOBUS JTAHHON TAPAHTUH. YCJIOBUS TAPAHTUA
MOI'YT BbIThb UBMEHEHBI (ECJIM BOOBIIE MOI'YT BbITh U3BMEHEHBI) TOJIBKO B
NUCBMEHHOM ®OPME, C OAMUCSAMHU JOJKHOCTHOI'O JHUILA U IOPUIUYECKOIO
OTAEJIA KOMIIAHUU APC.

FapaHTUNHbIE NpeTeH3UKn

KitneHTh1, y KOTOPBIX BO3HUKIIM BOIIPOCHI IO TAPAHTHH, MOTYT OOPaTUTHCS B IICHTP CEPBUCHOTO
oocayxuanus APC co crpanutisl «Support» (ITonnepxka) catita APC: . B BepxHeii
YaCcTU CTPaHUIIBI BEIOEPUTE CTPaHy B COOTBETCTBYIOLIEM criucke. [1is monydyeHust uHGOpMAIMK O IIEHTPax
CEepPBUCHOTO OOCITY>)KHBaHHS B KOHKPETHOM pErvoHe BEIOepuTe BKIAAKy «Supporty (ITogmepxka).
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YBeaomMneHust 06 aBTOPCKMX npaBax

Kpunrosoruyeckas 6mdanorexa Cryptlib

Cryptlib aBTopckoe npaBo © Digital Data Security New Zealand Ltd 1998.

ba3za nannbix bepkiau

Agrtopckue npaBa © PykoonctBo Kanngopuuiickoro yuusepecurera, 1991, 1993. Bee npaBa 3alluIneHsbl.

PaCHpOCTpaHeHI/Ie 1 UCIIOJIB30BAHUEC B HCXOOAHOM U JBOMYHOM BHUAC C KBMCHCHHUEM HIIN 0e3 TaKOBOTO pa3p€aicHo
TOJIBKO IIpH CO6J'IIOI[6HI/II/I CICAYIOMHNX YCHOBHﬁ.

1. PaCHpOCTpaHeHI/IC HCXOIHOr0 KOa TO/DKHO YUMTBIBATH BBIICYKA3aHHBIC 3asABIICHUA 00 ABTOPCKHUX IpaBax,
TNEPEUCHb yc.]'IOBI/Iﬁ U CIICAYIOIIUC OTrPpaHNTYCHUA.

2. PaCHpOCTpaHCHI/Ie B IBOMYHOM BHU/JC NOJDKHO YUYUTHIBATH BBIIMICYKA3aHHBIC 3asIBJIICHUA 00 ABTOPCKUX
IpaBax, nepeucHb YCHOBI/Iﬁ " CJICAYIOMUC OTPAaHNYCHHUA B JOKYMCHTAUN U JPYTUX MaTcpuaiax,
MPCAOCTABICHHBIX IS PACIIPOCTPAHCHUS.

3. PexmamMugble Marepualjibl, YIOMUHAOIIUEC XapaAKTCPUCTUKN U UCIIOJIB30BAHUEC HACTOAIICTO MPOTpaMMHOT0
obecreueHus, TODKHBI IPH3HABATD CIEAYyoIIee. DTOT MPOAYKT COACPKUT MPOrPaMMHOE 0DeCIICUeHHE,
paspaborannoe KanupopHuiiCkuM YHUBEPCUTETOM B BepKIIH U ero COTpyIHUKaMHU.

4. HazBaHue yHHBEpCUTETa U UMEHA €r0 COTPYAHHUKOB HE JTOJKHBI UCTIOIB30BAThCA I MOIACPKKA U
TIPOJIBMKCHUS MPOAYKTOB, CO3aHHBIX Ha OCHOBE JJAHHOTO POTrPaMMHOTO oOecriedeHus 6e3
MIpeIBapUTENHLHOTO MUCEMEHHOTO Pa3peLIeHHs.

JAHHOE ITPOI'PAMMHOE OBECITEYEHHME TTPEJJOCTABJIEHO PYKOBOJCTBOM 1 COTPYIHUKAMU HA
YCIOBUAX «kKAK ECTby, U, BKIIFOYA S, HO HE OTPAHUYNBASICH TAKOBBIMU, JIKOBBIE SIBHO
BBIPA’KEHHBIE NJIN TTOJAPASYMEBAEMBIE TAPAHTUU ITPUTOJHOCTU JIJIA TTPOJJAKU U
COOTBETCTBUA KOHKPETHBIM LEJISIM HEITPUMEHHWMBI. HU TTPU KAKMX OBCTOSATEJIBCTBAX
PYKOBOACTBO MNJIM COTPYIHUKUN HE HECYT OTBETCTBEHHOCTHU HU 3A KAKUE TTPSIMBIE,
HEIIPSIMBIE, CJIYYAMHBIE, CHIELIMAJIBHBIE, INTPA®HBIE MJIM KOCBEHHBIE YEBITKM (BKJIIOUYAS,
ITOMUMO ITPOYET'O, ITPUOBPETEHUE TOBAPOB NJIX YCJIYT HA 3AMERY, ITOTEPIO BOSMOXXHOCTHU
HUCIIOJIL30BAHMS, JAHHBIX WJIN IIPUBBIIN UJIN ITIPUOCTAHOBKY BU3HECA) ITO JIKOBOM ITPUYMHE
1 I10 JIKOBOM TEOPUU OTBETCTBEHHOCTH, OBS3ATEJILCTBAM, BIPAXXEHHBIM B KOHTPAKTE,
CTPOI'MM OBA3ATEJIbLCTBAM, NJIN TTPU T'PAXKTAHCKOM ITPABOHAPYIIEHWUA (BKJIFOUA A
XAJIATHOCTD U ITPOYEE), BOSHUKAIOUINE KAKMM BbI TO HA BbIJIO OBPA30OM BCJIEJICTBUE
MMPUMEHEHW S JAHHOI'O ITPOT'PAMMHOI'O OBECITIEUEHW A, JAXE ITPY HAJIMYNU NTHOOPMAIINU O
BO3MOXHOCTHU HAHECEHH S JAHHOI'O VIIIEPBA.

Lua
Agrtopckoe npaBo © 1994-2021 Lua.org, PUC-Rio.

Hacrostum GecrmaTHo mpeoCcTaBIsIeTCs pa3peieHne II000MY JIHITY, TIOIYYaoNIeMy KOIHIO ATOTO POTPaMMHOTO
oOecreueHNs U CBSI3aHHBIX ¢ HUM (haitnoB mokymenTtanun («IIporpamMmmHaoe obecrieueHne» ), paboTars ¢ MporpaMMHBIM
obecrnieucHreM Oe3 OrpaHUYCHUI, BKITFOUasi, IOMHUMO MPOYETO, IpaBa Ha KCIOIb30BaHUE, KOTMPOBAHKE, H3MECHEHHE,
CIMSTHHE, ITyOIUKAIHMIO, PACTIPOCTPAaHEeHUE, CYOIUIICH3UPOBAaHNE H/FITH TIPOIaXy KOIUHA MTPOrPaMMHOTO 00eCIICUCHHSI,
a TaKoKe pa3perars JIMaM, KOTOPBIM IIPEJOCTaBIIeTCs IPOrpaMMHOE 00ecIieueHue, Aearh 3TO0, TIPH COOTIOICHUN
CIEAYIOMMX YCIOBHIl.

[TpuBeneHHoe BhIlIE YBEJOMIICHHE 00 aBTOPCKUX MPaBax W HACTOALIEE YBEJOMIICHHE O pa3peIlieHnH JOIDKHBI ObITh
BKJIFOYCHBI BO BCE KOIIMU MJIM CYIECTBEHHbIE YaCTH IIPOrPaMMHOTO 00ECIICUCHNSI.
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[IPOTPAMMHOE OBECIIEYEHUE ITPEJIOCTABJISIETCS «<KAK ECThb», BE3 KAKMX-JIMBO TAPAHTUI,
SABHBIX WJIN TOJIPA3YMEBAEMBIX, BKJIFOUA S, HO HE OT PAHUUMBA SICh TAPAHTUSIMU TOBAPHOI
[IPUTOQHOCTH, IPUTOAHOCTH [J1s1 OTIPEJIEJIEHHOM LIEJIM U HEHAPYIIEHUS TTIPAB. HU ITPU KAKHX
OBCTOATEJIBCTBAX ABTOPBI NJIN ITPABOOBJIA IATEJIM HE HECYT OTBETCTBEHHOCTU 3A JIFOBBIE
IMMPETEH3UHU, YBBITKHN WJIN APYTUE OBA3ATEJIbCTBA, BYIb TO B CBA3U C JJOTOBOPHbBIM,
JEJIMKTHBIM UJIN NHBIM OBPA30M, BOSHUKAIOIIME 13 1IN B CBA3U C ITPOT'PAMMHBIM
OBECIIEYEHMEM, NJIN NCIIOJIb30BAHMEM, NI APYTUMU CHEJIKAMU C [TIPOTPAMMHBIM
OBECIIEYHEHUEM.
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Pagno4yacTtoTHbIe MOMexm

BHecenue usMeHeHMii B KOHCTPYKIMIO JAHHOIO YCTPOlicTBa 0e3 NMChbMEHHOI0 pa3pelieHust
OpraHu3aluM, OTBeyaloLlei 3a odecreyeHne COOTBETCTBUS CTAHIAPTAM, MOKeT IPUBECTH K
JIMIICHMIO TOJIB30BAaTeJIsl MPaB HA IKCIUIYaTAMIO IAHHOTO 000pYA0BaHUS.

CWWA — FCC

I[aHHOG YCTpOﬁCTBO IMPOULTIO UCIIBITAHUSA, MOATBEPAUBIINE €TI0 COOTBETCTBUC OIrPAHUYCHUAM,
MIPEMyCMOTPEHHBIM TpeOoBaHMAMU paznena 15 npaBun OenepanpHol komuccnu mo cBsizu (FCC) CIHA k
MUQPPOBBIM YCTPOHUCTBaM Kilacca A. DTH OrpaHUYCHUS TPU3BAHBI 00CCIIEUNBATH TIOCTATOUHYIO 3aIIUTY OT
BPEIHBIX TIOMEX BO BpeMsl SKCILTyaTaliu 000pyI0BaHus B POU3BOJICTBEHHBIX yCIOBUsX. JlaHHOE M3aemme
TCHEPUPYET, HCIIOJIB3YET U M3IIy4aeT ICKTPOMATHUTHBIC BOJHBI B PAIUOANAIIA30HE U, OyIydn
YCTaHOBJICHHBIM C OTKJIOHEHHEM OT TPEOOBAHUM, H3JIOKESHHBIX B HACTOSIIEM PyKOBOJICTBE, MOXKET CTaTh
HNCTOYHHUKOM paJUuOIIOMEX. 3KcnnyaTau1/m JaHHOI'O O60py,Z[OBaHI/IH B KHJIBIX paﬁOHaX MOXKET CO31aBaThb
noMexu. OTBETCTBEHHOCTh 32 YCTPAaHEHUE TAKUX NIOMEX MOJTHOCTHIO JISKUT Ha MOJIb30BaTeIe.

KaHapa — ICES

210 1 POBOE YCTPOICTBO Kitacca A ymoBieTBopseT TpedoarmsM crarmapta ICES-003 (Kanana).

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

AnoHna — VCCI

OT0 M3Aenue Kiacca A OCHOBaHO Ha cTaHAApTe JOOPOBOJIILHOTO COBETA IO KOHTpOIIo omex (Voluntary
Control Council for Interference — VCCI) anst uHGOpMaOHHO-TEXHOIOTUIECKOTO 000PYAOBaHUSI.
HcnonezoBanue 000pynoBaHus B JOMAIIHUX yCIOBUSIX MOXKET IPUBECTH K paguonoMexaM. B aTom ciydae
MOJIB30BaTENb JOJKEH MPUHATH HEOOXOTUMBIE MEPEI.

COEERF, FRUBZEEFTRETEIRNNRESR (VCC) OEEIZEICI TR A BEREMEETT. COE
ERERETEATSE. Bl

HEESIESECTIENHYFET . COBRICEK, EFRAENSEUGRHREET AL IICERSNGIENHYFET

[

TanBaHb — BSMI
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ABcTtpanua u Hosasa 3enaHgus

Buumanmue. [{aHHbII IPOXYKT sBIIsIeTCS 000pYyAOBaHHEM Kinacca A. B OBITOBBIX yCIOBHSAX TaKoe
000pyI0BaHHE MOXKET BBI3BIBATH PAAHOIIOMEXH. B 3TOM ciydae OT moJp30BaTeist MOXKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOLINX MEP.

EBponenckuim coros

JlaHHOE M3/eNre COOTBETCTBYET TPEOOBAHUSM K 3alllUTE, YKa3aHHBIM B TUPEKTHBE coBeTa EBpomnelickoro
coto3a 2004/108/EC, pa3paboTaHHOI B COOTBETCTBUU C 3aKOHOAATEIHLCTBOM TOCYAaPCTB-UJICHOB B
OTHOIICHUH MIEKTPOMaraHuTHON coBMecTuMocT. Kommanus APC He mpuHUMAaeT Ha ce0sl OTBETCTBEHHOCTh
3a J1r000€ HEBBITIOTHEHNE TPeOOBaHUH K 3aIUTE, BRI3BAHHOE HECAHKIIMOHUPOBAHHOW MOTUDUKAIIEH
W3NS

JlanHoe ycTpoiicTBO OBUIO MPOBEPEHO M MPU3HAHO COOTBETCTBYIOMINM OrpaHnndeHusm st UT-
obopynoBanus kiacca A B coorBerctBun ¢ CISPR 22/esponeiickum crangaprom EN 55022, Orpanndenus
JUIs 000pyIOBaHUs Kiaacca A ObIIIM ONpeeNIeHbl AIsl KOMMEpPYeCKOH U MPOU3BOJCTBEHHOH Cpesl !
00ecIeYnBaloT JOCTATOYHYIO 3aIIUTy OT MIOMEX MPH UCIIOIb30BaHNH JIMIICH3UPOBAHHOTO
KOMMYHHUKaIIMOHHOTO 000pYOBaHUSL.

Buumanmue. [[aHHBII IPONYKT sBIIsieTCS 000pyaOBaHHEM Kinacca A. B OBITOBBIX yCIOBHUSX Takoe
000pyI0BaHHE MOXKET BBI3BIBATH PAAHOIIOMEXH. B 3TOM ciiydae OT moip30BaTeis MOXKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOLINX MEP.

Kopes &=

A I (ERE Y&5SAI1I1)
0l JPDI= g8 (A2) 22 MAIMEESES & JIJI0IQUEMA L= AL Xt= 0l 82 =26t
Al BEetDd , DHE AL XIS0A AtScte s SH22 L.



YcTpaHeHue npobnem

[Nonp30Barenbckast MOANEPIKKA TAHHOTO MITH JIFOOOTO IPYTrOTo M3ASI M OCYIIECTBISACTCS OSCIIaTHO OAHUM M3
CIIETYIOIINX CITOCOOOB:
» OoOparurech Ha caiiT komrnanuu Schneider Electric mist noctyna k qokymeHTam 6a3nl 3HaHui Schneider
Electric u ormipaBku 3ampoca Ha 00CTyKUBaHUE.
- (TeHTpanbHOE OT/ACTICHUE)
OO0paruTech Ha JIOKAJIM30BaHHBIE ISl OTJICNIBHBIX CTpaH BeO-caiThl kopriopaiuu Schneider Electric,
Ha KaXJIOM M3 KOTOPBIX COACPKUTCS HHPOPMAIIHS O TEXHUIESCKOW TOIePIKKE.

I'moOanbHas TeXHUYECKas MOIIePXKKa ¢ MOMOIIBIO MTOKMCKA B 0a3e 3HaHMi komnaHuu Schneider
Electric 1 ncionp30BaHNE CHCTEMBI MIICKTPOHHON MTOMICPIKKH.
» OOparuTech B IEHTP TeXHUUECKOH noaaepkku koMmnanuu Schneider Electric mo tenedony uim
3JIEKTPOHHOM ToYTe.
— PeruoHasbHbIE IEHTPHI: CM. KOHTAKTHYIO HH(OPMAIHIO Ha BeO-canTe

I/IHq)OpMaI_[I/IIO 0 MECTHBIX LICHTPax TEXHUYECKOMH MMOAACPIKKU MOKXHO TAKIKE MMOJYUYUTh Y IPEACTABUTECIIA UIIN
y IUCTPUOBIOTOPA, Y KOTOPOTO OBLIO MPHOOPETEHO U3AETHE.

© Schneider Electric, 2022. Bee npasa 3ammmiensl. Schneider Electric, APC u [Tata cereBoro
YIpaBJICHUS SBISIOTCS TOBAPHBIME 3HaKaMu 1 coocTBeHHOCTRI0 Schneider Electric SE, ee nouepanx u
a(dumpoBaHHBIX KOMIIaHU. Bee ocTanpHble TOBapHBIE 3HAKH SIBIISIOTCS COOCTBEHHOCTHIO
COOTBETCTBYIOLIMX BIIaJCIIBLCB.

990-91545-028 05/2022


http://www.apc.com
http://www.apcc.com/support
http://www.apc.com/support/contact
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