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lNpaBoBas oroBopka komnaHuu Schneider Electric

Kopnopauus Schneider Electric He rapaHTupyeT HageXHOCTb, NOMHOTY M 6e30WNG0YHOCTL NPEeACTABNEHHON

B HaCTOsILLIEM PYKOBOACTBE MHpopMaumn. [JaHHoe n3gaHue He ABMsSeTCA 3aMeHon nogpobHOMY onepaTBHOMY
nnaHy, paspaboTaHHOMY C Y4E€TOM KOHKPETHbIX YCNOBUN MOHTaxa. Takum obpasom, koprnopaumsa Schneider
Electric He HeceT H1KaKol OTBETCTBEHHOCTYM 3a yLiepb, HapyLleHMs 3aKOHOB, HEMPABUIIBHO BbIMOSTHEHHbIV
MOHTaX, COO cUCTEMbI U Apyrne NpobrnemMbl, KOTOPbIE MOTYT BO3HUKHYTb B CBA3W C UCMOMb30BaHNEM
HaCTOSILLEro U3aaHus.

Wudopmauus, cogepxalasica B HacTosiwen nybnvkaumm, NpegocTaBnsaeTcs Ha YCroBUAX «Kak eCTby
WCKIIOYUTENBHO ANA NITaHMPOBaHUA AM3aiHa U NPOeKTMPOBaHNs LeHTpa 00paboTku aaHHbIX. MHdopmauuns
AN aaHHoro usaaHus Geina nobpocoBecTHO cobpaHa kopnopauuen Schneider Electric. OgHako He gaetcs
HUKaKOW rapaHTUK, BbIpaXXeHHOW UNun nogpasyMmeBaeMoin, B OTHOLLEHUN NOMAHOThI U TOYHOCTW NpeacTaBieHHON
B M34aHuM UHopmauun.

KOPNOPALINA SCHNEIDER ELECTRIC UIK NIOBAA FrONTOBHAA UNU AOYEPHAA KOMNAHUA

nnn oUNnNA”N KOPNMOPALIMM SCHNEIDER ELECTRIC UITU COOTBETCTBYIOLUUE CIYXALUME,
PYKOBOAUTENW, COTPYAHUKWN HE HECYT OTBETCTBEHHOCTW 3A JIIOBbIE NMPAMbIE, KOCBEHHbIE,
NMOBOYHBIE, LUTPA®HbLIE, OCOBEbIE UIU CITYYAUHBIE YEbLITKU (BKIMIOYAS, B TOM YUCHIE, YEbITKU
n3-3A YTPATbI NPEANPUATUA, PACTOPXXEHUA OrOBOPA, NMOTEPU BbIPYYKW, OAHHDbIX,
NH®OPMALIUN NN NPEPbIBAHUA OEATENBbHOCTH), BO3SHUKLUUE B PE3YINLTATE UITUA B CBA3U

C UCNONb3OBAHUEM HACTOALLEINO U3AAHUA UITU HECMOCOBHOCTU ErO UCIMOJb30BATD,
OAXE ECJIU KOPMOPALIMA SCHNEIDER ELECTRIC BbIJTIA HEMOCPEACTBEHHO YBEAOMJIEHA

O BO3MOXXHOCTU TAKUX YBEbITKOB. KOPMOPALIUSI SCHNEIDER ELECTRIC OCTABJAET 3A COBOU
NPABO USMEHATb UMM OBHOBNATb COAEPXXAHUE U ®OPMAT HACTOSALLEIO U3OAHUA B NIOBOE
BPEMA BE3 YBEAOMJIEHUA.

ABTOpPCKME, UHTENNEKTYarnbHbIe U UHblE NMYLLIECTBEHHbIE NpaBa Ha cogepxaHue (Bknioyasi, B TOM 4ucne
nporpammHoe obecneyeHne, 3ByKoBble U Buaeodannbl, TEKCT U hoTorpadun) HacToALWEro n3gaHus
npuHagnexar koprnopauun Schneider Electric unun ee nuueHsnapam. Bce npaBa Ha cogepxaHue, He
npegocTaBneHHble ABHbIM 06pa3om B HACTOsLLEM AOKYMeEHTe, 3almieHbl. Hukakue npasa He nepegatoTcs,
He OTYY>XAAalTCHA U HE NepexoasT nuuam, NonyyawLwmm OCTyn K JaHHOW MHdopMaunu.

HacTosiwee nagaHvue Luenukom unu niobasi ero YacTb He noanexar nepenpoaaxe.



UHTepdhenc KomaHaHOUN CTPOKU

Bxopa B cuctemy

O6G3op

Jnst moctyma K uHTepdeiicy KOMaHTHON CTPOKH MOYKHO HCIIOIb30BaTh JIOKAJFHOE IMOIKITIOYCHUE
(o mocnenoBaTeNbHOMY KaHATy CBsI3M) WiH ynaieHHoe nonkitodenue (Telnet mmu SSH) ¢ kommbioTepa,
HaXOJAIIErocs B TOM ke CeTH, UTo U TuiaTa cereBoro ynpasieHus (IICY).

Jnst noctyna k uHTEepdeiicy KoOMaHIHOM CTPOKH, KOTOPBIH OMHCHIBASTCS B STOM pyKoBozCTBe, Ha [ICY
J0JbKHA OBITH ycTaHoBeHa rpommBka Smart-UPS nmn Single Phase Symmetra, a cama [ICY nomxkHa
ObITh ycTanosieHa B IBI1 moxenu Smart-UPS wnu Single Phase Symmetra. JlononHUTeIbHYO
undopmanmrio o monensax UBII, copmectumbix ¢ Bameii [ICY, cum. B crarbe FA237786 6a3bl 3HaHuMi
Ha Beb-caiiTe ciryxO0bI TexHuueckoi noxaepxxku APC o agpecy

Hcnone3yiite 11 BXoAa B CUCTEMY 3aBUCSILEE OT PETUCTPa UMsI II0JIb30BaTeNIsl U I1apoib (110 yMOIYAHUIO, apC U
apc 1714 cyneprnonb3osaress). [1o ymoauaHuio Ul NOJIB30BaTENs yCTPOICTBA UCIIONB3YETCs UM II0JIb30BaTelIs
device. [Tonp30Baresns ¢ MpaBaMy TOJNBKO HA YTEHHE HE UMEET JOCTyIa K MHTepQeicy KOMaHIHON CTPOKH.

HOPUMEYAHHUE. [Tocne nepeoro noxakitoueHus kK [ICY ¢ ydeTHOW 3amUChi0 CyNepIioa»30BaTelis BaM OyieT
MPENJIOKEHO BBECTH HOBBIM NAPOJIb.

3amuTHast O1okupoBKa. Ecnu npaBuiibHOE UMS TIOJIB30BATENs UCIIOIB3YETCS ¢ HEMPABUIIBHBIM HapoJieM
HECKOJIbKO pa3 (uncio pas ykaszaHo B BeO-untepderice NMC B pasaene Kondurypauus > BezonacHoctsb >
JlokajabHbIe MoJib30BaTe u > HacTpoiiku o yMOJYaHUIO), yICTHAS 3alHCh TTOJIB30BATEIS YCTPOMCTBA
OJOKHMpYETCs 10 IOBTOPHOTO BKIIIOYEHHUS IPUBHUIIETHPOBAHHBIM TI0JIH30BaTENIEM TN aIMUHIUCTPATOPOM.

WNudopmanmio 06 3TUX mapaMeTpax cM. B ILIaThl CETEBOTO yNpasiaeHus 3 (s
wiat AP9640, AP9641, AP9643).

Ecnu BBI 3a0B11H UMS MTOIH30BATENS WU napoJjib, CM. pas3aci «BoccranoBiaenne YTEPAHHOTO
apoJjis» B

YaaneHHbIW AOCTYN K UHTepcency KoMmaHAHOU CTPOKU

Jocryn k uaTepdeiicy KOMaHIHOM CTPOKH MOYKHO BBIMOJIHATH C MTOMOIIIBIO TpoTokosia Telnet wiu SSH.
[To ymomuaHuo BKJIIOUEH TOJIBKO IpoTokon SSH.

JList BKITIOUEHHS U OTKJIFOUEHUS ATUX CITOCO00B JOCTyIa UCTIONB3yiTe BeO-unTepdeiic. B merro Koncoan
ynpasjaenus Boioepure Cerb > Koncoss > Joctym.

Kpome Toro, Bl MOkeTe BKIIOUUTH AocTyn yepe3 Telnet mimm SSH ¢ momorkto naTepdeiica
KOMaHIHO# cTpoku. CM. pa3aen «console» Ha cTp. 13.

MpoTtokon SSH gns goctyna ¢ BbICOKMM YpOBHEM 3awuTbl. Eciu nj1s obecrieuenus HaIe)KHOM 3aIUThI
BeO-untepdetica ucnonssyercst SSL/TLS, anst noctyna k uaTepdeiicy KOMaHIHON CTPOKH HYXKHO UCIIOJIb30BATh
mpotokoi1 SSH.ITporokon SSH BeinonHseT miudpoBaHre UMEH MMOJIL30BaTeICH, MapoJicii U mepeaaBacMbIX
JAHHBIX. BHE 3aBUCUMOCTH OT crtoco0a jocTyna K uarepdeiicy komangHoi crpoku (SSH wim Telnet)
UHTEpQeElic, yUSTHBIC 3alMCH MOJIL30BaTesICH 1 MpaBa JIOCTYIIA M0JIb30BaTesiel 0CTaI0TCs HeU3MEHHBIMH.
OnHaxo, 4To0BI MOJI30BaThess SSH, HE0OXOMUMO CHaYalia BBIMOJIHUTE HACTPOWKY U YCTAHOBHUTH HA KOMITBIOTEPE
KieHTcKyto nporpammy SSH.IIpu Brimrouennn SSH Taxoke akTHBUPYETCS TPOTOKOJ 0€30IaCHOTO KOITUPOBAHUS
SCP (Secure Copy), obOecIieunBaroIuii 3alMIICHHY0 Tiepenady (haitios.
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L.

Wcnons3yiiTe cnenyromumii mpuMep koMaHas! ucnionb3oBanust SSH qnst nocryna k [ICV.

ssh -c aes256-ctr apc@156.205.14.141

NMPUMEYAHMUE. [Tannas xomanna SSH npennasnauena i Habopa nporpamm OpenSSH. [lannas
KOMaH/1a MOXKET OTJINYaThCsI B 3aBUCUMOCTH OT MCIIOJIB3yeMOro HHCTpymMeHTa SSH.

BBenuTe nMs monbp30BaTens U mapoJib.

MPUMEYAHMUE. Ilocie nepeoro nmoakaroueHus kK [ICY ¢ yueTHOM 3alUChIO CYIIEPIIOIb30BATEIISI BaM
OyaeT MpeyIoKEHO BBECTH HOBBIH MapOIib.

MpoTtokon Telnet ana cranpgaptHoro goctyna. IIporpamma Telnet oGecrieunBaeT cTaHIAPTHYIO
ayTeHTU(UKAIIAIO 110 UMEHH TI0IH30BaTEIIs U TIapOITI0, OTHAKO HE UMEET MPEHUMYIIECTB MU(POBAHMS,
00eCIIeINBaIONTNX BRICOKUN YPOBEHB 3aIUTHI.

UcnonszoBanue Telnet st qoctymna kK nHTEpQEiicy KOMaHIHON CTPOKH:

L.

Ha xomnbroTepe, KOTOpBIN UMEET JOCTYT K CeTH ¢ ycTaHoBineHHoi [ICY, npu npuriamennn K BBOLY
koMaHbl Habepute telnet u [P-ampec IICY (mampumep, telnet 139.225.6.133, ecnu [ICY
ucnonssyet Telnet mopt 23 1Mo yMONYaHHIO), © HAKMHUTE KITaBUITY ENTER.

MPUMEYAHMUE. Stot npumep NprMEHNM TSl KOMaHTHOW cTpoku kiueHToB Telnet. J{ist pa3Hbix
KJIMeHToB Telnet KOMaHIBI MOTYT OTJIMYAThHCSL.

Ecmu TICY ucnons3yet HoMep mopTa He o ymordanuto (ot 5000 mo 32768), To B 3aBUCUMOCTH OT
kirenTa Telnet HEOOXOAMMO UCTIONB30BATh JBOCTOUNE WK Tipoben mexay [P-anpecom (ninm nMeHem
DNS) 1 umenem mopta. (OTH KOMaHIBI OTHOCATCS K OOIIEeMY CIIydaro: HEKOTOPhIE KIMCHTHI HE
MO3BOJISIOT YKa3bIBaTh MOPT B Ka4eCTBE apryMeHTa, U ISl HEKOTOPBIX THITOB Linux MoryT
MOTpeOOBaThCS AOMOTHUTEIHHBIE KOMAHIBI).

BBCI[I/ITC HUMs IOJIB30BATCIIA U I1apOJIb.

MPUMEYAHMUE. Ilocne neproro noxkmtoucHus Kk [ICY ¢ yueTHOM 3aIichIo CYTepIoL30BaTess BaM OyIeT
MIPEATIOKEHO BBECTH HOBBIH MapOIIb.

JlokanbHbIN AoCTYyN K UHTepchency KOMaHAHOMN CTPOKM

JA71s1 TOKanmbHOTO JOCTYMa K MHTEp(eicy KOMaHJHOW CTPOKH UCTIONB3YHTe KOMITBIOTED, KOTOPBIH MOAKIIOYACTCS
K KapTe CeTeBOTO YIIPaBJIEeHUs Yepe3 BUPTYaIbHbIH mocienosarenbHbiid mopt USB:

1.

C nomorpio mpuaraeMoro kabes ¢ uarepdeticom micro-USB (Homep m3nenust 960-0603) momxirounte
USB-mopT koMIbIOTEpa K TIOPTY KOHCOJM Ha 11are ceteBoro ynpasieaus (IICY).

B monckoBoit crpoke Windows BBeaute Device Manager (Jlucnierdep yCTpOHCTB) HIH OTKPOKHTE €ro 13
naHenu yrpasneHus. Beioepure Ports (IlopTsl) u 3adukcupyiiTe HOMEp KOMMYHUKAIIHOHHOTO TIOPTA,
npucBoeHHbIN [ICY.

3amycTuTe MporpaMMy TepMHHANA (HallpuMep, TaKOW CTOPOHHUN dMysaTop, kak HyperTerminal,
PuTTy wnu Tera Term) u ycTaHOBUTE CIEAYIOINE 3HAUYCHUS JJI1 KOMMYHHUKAIIMOHHOTO MTOPTa
(3a¢ukcupoBanHoro B 11. 2): 9600 OuT/C, 8-OUTHBII HHYOPMALIMOHHBIN pa3psi, 0€3 MPOBEPKH
YETHOCTH, | CTOMOBBIH OUT, 6€3 KOHTPOIIS oTOKa. COXpaHUTE U3MCHEHUS.

Haxxmute xnaBumry ENTER (Heckonmbsko pas, eciu TpeOyeTcst) st 0ToOpaKeHwsI 3ampoca Ha BBOJI
BBeauTe uMs Mob30BaTENs U AP0,

NPUMEYAHMUE. [Ipu nepBoM BXOA€ B CUCTEMY Y4€THAs 3alUCh NPUBUIICTUPOBAHHOIO MOJIb30BaTENs
Oynet umethb uMs apc. [locie Bxona B cucteMy OyIeT MpeaIoKeHO BBECTH HOBBIN MapoJib.
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OCHOBHOM 3KpaH

NMpumep oCHOBHOroO 3KpaHa

Hwxe mpuBeeH mpuMep 3KpaHa, KOTOPBI 0TOOpaskacTCsl MPH BXOAE B CUCTEMY C ITOMOIIBIO HHTepdetica
KOMaHJTHOH CTpOKH Ha Tuiate ceteBoro ynpasinenus (IICY).

//;chneider Electric Network Management Card AOS vx.x.%\\\
(c)Copyright 2020 All Rights Reserved Smart-UPS & Matrix-UPS APP VX.X.X

Name : Test Lab Date : 10/30/2020
Contact : Don Adams Time : 5:58:30
Location : Building 3 User : Super User
Up Time : 0 Days, 21 Hours, 21 Minutes Stat : P+ N4+ N6+ A+

Protocol | Status | Protocol | Status | Protocol | Status
HTTP | disabled | HTTPS | enabled | FTP | enabled
Telnet | disabled | SSH/SFTP | enabled | SNMPv1 | enabled
SNMPv 3 | | disabled | Modbus TCP | enabled | |

IPvo6 | disabled | IPV4 | enabled | Ping | enabled

Type ? for command listing
Use tcpip command for IP address(-i), subnet(-s), and gateway(-g)

N /

Monsa nHdopmaumm n coctosiHUA

MH(t)OpMaLWIOHHbIe nonsA oCHOBHOIO 3KpaHa.

* JlBa mons uaeHTH(GUIUPYIOT BEPCHHU ONepallioHHOM cucteMbl American Power Conversion (AOS)

W BepcuH NMpoIuBKy npunokenus (APP). HazBaHue npommBky NpuaoKeHUs! ONpeessieT yCTPOHUCTBO,

KoTopoe moakirouaeTcs k cetu ¢ nomortnbio [ICY. B mpusenennom seitie npuMepe [1ICY ucnonb3yet
npomuBKy nprtoxkenus s MBI Symmetra.

Network Management Card AOS VX.X.X
Smart-UPS & Matrix-UPS APP VX.X.X

*  Tpu mons HACHTUPHUIMPYIOT Ha3BaHUE CUCTEMBI, KOHTAKTHOE JTUIIO 1 MecTomonoxenue [ICY.

Name : Test Lab
Contact : Don Adams
Location : Building 3

* B mone «Up Time» (Bpemsi padoThbl) yKa3bIBaeTCs MPOIODKUTEILHOCTD PabOThI HHTEp(eiica
ympasienus [ICY mocie nocneaHero 3amycka uim copoca.

Up Time : 0 Days 21 Hours 21 Minutes
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- B ABYX TTOJIIX YKa3bIBACTCA aTa U BpEMsA BXOAad B CUCTEMY.

Date

Time

e Bone

uHTepdeiice MoMp30BaTelIs) y Bac €CTh JOCTYII K )KypHAITy COOBITHI, BO3MOXXHOCTH HACTPOWKH HEKOTOPBIX

06/30/2020
5:58:30

YKa3bIBaeTCs CIIOCO0 BXOZIa B CHCTEMY — C MCTIONIh30BAHUEM YUSTHON
3amucy NPUBWIETHPOBAHHOIO N0JIb30BaTeis1 (Super User), anmunucrparopa (Administrator),
aucneryepa ycrpoiicts (Device Manager), moip30BaTens ¢ IpaBaMH TOJIBKO Ha CETEBbIE PECypPChI
(Network Only) vim none30BaTess ¢ mpaBaMu ToIbKO Ha ureHue (Read Only).

[Ipu BXOzE B CUCTEMY B Ka4eCTBE JICIIETIEpa YCTPOUCTB (SKBUBAJICHT TIOJTB30BATENS YCTPONCTBA B

napamerpos MBI u mpocMoTpa psa akTUBHBIX aBapUIHBIX CUTHAJIOB.

User

Super User

Monsa cocToAHUA Ha OCHOBHOM JKpaHe.

* Jlone Cocrosinue yka3piBaeT Ha coctosinue [ICY. CpenHee cocTosiHIE MEHSETCS B 3aBUCUMOCTH OT

pabotsl BEIOparHOTO Bamu miporokona IPv4, IPv6 niam o0oux, Kak yKa3aHo BO BTOPOH TaOIHIE HIDKE.

Stat : P+ N+ A+
P+ Onepanumonnas cucrema (AOS) paboTaeT HOpMaJIBHO.
Toub- | Tosb-
KO KO IPv4 n
IPv4 | IPv6 IPv6* Onucanue
N+ N6+ | N4+ N6+ | Cerp paboTaeT HOPMAIBHO.
N? N6? N4? N6? | Bemonnsercs nuki 3anpoca DHCP unu BOOTP.
N- N6- N4- N6- | IICVY He moakitodeHa K CeTH.
NI NG N4l NGI Hpyroe ycrpolictBo ucnons3yer IP-agpec miarel

CETCBOI'O YIIpaBJICHU.

* 3nauenus N4 u N6 moryTt oTnnuartbesi: y Bac moxer ObITh, Hanpumep, N4— N6+.

[Mpunoxenue paboTaeT HOPMAIIBHO.

[IpunoxeHne nMeeT HeNPaBIIFHYIO KOHTPOIBHYIO CYMMY.

Brmomasercs WHUIHATIU3alus ITPUITOKCHUA.

Al

[IpmtokeHne HECOBMECTUMO € OTepalnoHHol cuctemoit AOS.

Ecnu P+ He oToOpakaercs, moceTUTe BeO-CalT MOAIEPIKKU KIIUSHTOB T10 aJIpecy

PykoBoactBo nonb3oBartensa UPS Network Management Card 3 CLI

4


http://www.apc.com/site/support/

Ucnonb3oBaHue uHTepcenca KoMmaHAHON CTPOKMU

0630p

WnTtepdeiic KoMaHAHOW CTPOKH TpElyCMaTpUBAET MapaMeTpbl HACTPOMKH MapaMeTPOB CETU M YIIPaBICHHUS
WBII u ero mnaroit cereBoro ynpasienus (IICY).

BBon komaHp

B mnTepdetice KOMaHIHON CTPOKH UCTIONB3YHTE KoMaHAB! Ayt HacTporku [ICY. JIs Bbmadn KoMaH Ibl
HaOepuTe KOMaHIy W HAXKMUTE KJIaBUITY ENTER. KOMaH[IBI M apryMeHThI MOXKHO BBOJIUTH B HUKHEM, BEPXHEM
Y CMEIIaHHBIX perucTtpax. [lapaMeTpsl 3aBUCAT OT perucrpa.

HpI/I HCIIOJIb30BaHUH HHTep(beﬁca KOMaHIHO# CTPOKHU MOKHO TAK’K€ BBIIMIOJHATH CICAYIOIINUE ONICpallin.

Habpats ? 1 Ha)xaTh ENTER, YTOOBI MPOCMOTPETH CIIMCOK MMEIOINXCS KOMaH{ Ha OCHOBAHUH THIIA
Bameit yuetHol 3anucu.

s monmy4ennst HHQOPMAaILMK O HA3HAYEHUU U CUHTAKCHCE YKa3aHHON KOMaH/bl HaOepuTe KOMaHIy,
npobest 1 ? wim cinoBo help. Hanpumep, a1t mpocmoTpa napamerpa koHpurypammuu RADIUS
BBEIHUTE:

radius ?

Wi

radius help

Haxxmure KmaBuIry co cTpeskoi BBEPX U TPOCMOTpa KOMaHIbI, KOTOpast Oblia BBEJIeHA MOCIIEAHEH
B 3TOM ceaHce. Vcronb3yiiTe KiaBuIly co CTpeIKaMu BBEPX W BHU3 JIJIS IPOCMOTpA CIIHCKa,
B KOTOPBIH MOXKET BXOJIUTH A0 ACCATH KOMaH].

Ha6epuTe 1o MeHb1eH Mepe ofHy OyKBY KOMaH/Ibl H HAXKMHTE KIJIABHITY TAB, 4TOOBI IPOCMOTPETH BCE
KOMaH[Ibl, KOTOPBIE COBMAJAIOT C TEKCTOM, HAOPAaHHBIM B KOMaHIHOW CTPOKE.

HabGepute ups -st ans npocmotpa cocrostaus UBIT.

BBenute exit wiM quit, 4TOOBI OTKIIIOYUTEL COSAMHEHUE C NHTEP(ECOM KOMaHIHOM CTPOKH.

CuHTaKcnUc KOMaHAbl

IToka-

3aTeIn Onucanne
- [TapameTpam npemmiecTByeT aeduc.
<> OrnpenesneHust mapamMeTpoB YKa3bIBAIOTCS B YITIOBBIX ckoOkax. Hampumep:

-pw <user password>

Eciu koMaHaa IPHHAMAET Pa3IHdHbIC TapaMeTPhl HIIH [TapaMeTp IPHHAMAET
B3aMMOHCKITIOUAFOIIIHE APTYMEHTBI, TO 3HAYCHHUS MOT'YT YKa3bIBaThCS B KBAJAPATHBIX
CKOOKax.

BeprukanbHas TUHUS MEXTy ITO3UIUAMHA B KBaJIPaTHBIX WIIA YTIIOBBIX CKOOKaX
yKa3bIBaeT Ha B3aUMOMCKITIOYAIONIHE MO3UINH. HeoO0xomnmMo BHIOpATh OAHY U3
TO3HITHAM.
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NMpumepbl cMHTaKcuca

KomaHngHas CTPOKa, KoTopad nogaepxuBaeT HeCKOJIbKO NapaMeTpoOB:
user -n <MMsA [OJIBE30BATEeJIA> —-pw <IIapoJib [IOJIE30BaTeJIg>

3meck KOMaHIa user HCHONB3YET [Ba ITapaMeTpa: —n, KOTOPBIA OMpeAessseT UMs MOJIh30BaTelNlsd, 1 —pw,
KOTOPBIA U3MEHSET MapoIb.

Hanpumep, 4To0b! ©13MEHUTH Napoib Ha XYZ, BBEAUTE:
user -n apc -pw XYZ

NNPUMEYAHHUE. J[ns npuBUIErHPOBAHHOIO MOJIb30BaTEls TAKXKE HEOOXOAUMO BBECTH TEKYILUH Iapolb,
€CIIM IIapOJIb U3MEHAETCA yaaneHHo. CM. pas3fien «user.

OOparute BHUMaHKE, YTO JUIS IPUBUIICTHPOBAHHOTO TIOJIE30BATENS TAK)KE HEOOXOIUMO BBECTH TEKYIIUIA
TIapoJIhb (CM. Pas3zelT «user»).

KomaH,qa, KoTopasa npuHUMaeT And napameTpa B3auMoUCKn4varowme apryMmeHTbl:
alarmcount -p [all | warning | critical]

B sTOoM npuMepe napameTp -p NpUHUMAET TOJIBKO TPU apryMeHTa: all, warning WM critical. Hanpumep,

IUISL TIPOCMOTPA Psiia aKTHBHBIX KPUTHUCCKUX aBapUIHHBIX CHTHAIOB HaOepuTe:
alarmcount -p critical

KOMaH,Z[a HC 6yz[eT BBITIOJIHEHA, €CJIN BBCIACH HE YKaSaHHBIﬁ ApPryMcCeHT.

Koabl peakumMu Ha KomaHAay

[Ipu BEIMOTHEHUH 3aJaHHBIX OTIepaIiii (CKPUIITOB) KOJBI PEAKIIMH Ha KOMaHAy ITO3BOJIAIOT TOCTAaTOYHO TOUHO

OTPEIEIATH YCIOBHS OIMTHOKK 0€3 HEOOXOAMMOCTH TOYHOTO COBITAJICHHUS C TEKCTOM COOOIIEHHS 00 OImoKe.
HHTepdetic koMaHIHONW CTPOKHU coo0ImaeT 000 BCeX KOMAHIHBIX OTEpalnix B CICTYIOIeM Gopmare:

E [0-9][0-9][0-9]: CoobmeHme o6 ommbke

Kon Coobmenue 00 omuoke

E000 VYeneurno

EOO0L VYenemHo 3agana

5002 Jyis BBOMA M3MEHEHU TpeOyeTcst
nepesarpyska

E100 Co6oi1 KoMaHbI

E101 Komanna e oOHapyxeHa

E102 Ommbka mapamerpa

E103 Ommbka KOMaHTHOW CTPOKH

E104 OTKJIOHEHUE YPOBHS MOIH30BATENSI

E105 IIpenBaputenbHOE 3aI0JHEHUE KOMAHIbI

E106 JlaHHBIE OTCYTCTBYIOT

E107 IToTepsina mocnegoBaTeNnbHas CBS3b C
UBIT
EAPoL BrikitoueH u3-3a

E108 HeJIeHCTBUTENILHOT0/3alIH(POBAHHOTO
ceprudukara
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OnucaHue KomaHA

Ha paznmansix yerpotictBax MBIT MoTyT OBITH TOCTYITHBI pa3IMIHbIC KOMAHIBI M ITApaMETPHI U3
YKa3aHHBIX HIXKE.

f)

HocTyn. IIpuBuierupoBaHHbIi MOIB30BaTENb, AAMUHUCTPATOP, IOJIB30BaTEb YCTPOHCTBA.

OnucaHume. [IpocmoTp crimcka Bcex KOMaH I HHTepdeiica KOMaHIHOW CTPOKH ISl YUeTHOH 3amucu Bariero
Thna. J{J1st MpocMOTpa TEKCTa CIpaBKH 10 KOHKPETHOW KOMaHze HabepuTe 3Ty KOMaHIy U IMOCTaBbTE MOCIe
Hee 3HaK BOIIpoca.

I'IpMMep. Jloist IIpOCMOTpa CIHUCKa NapaMeTPOB, KOTOPbIC MPUHUMAIOTCSI KOMaHJ0M alarmcount, Ha6epI/ITe:
alarmcount ?

about

Hoctyn. [IpuBuiernpoBaHHbII MOIB30BaTENb, AAMUHUCTPATOP, MTOJIB30BATENb YCTPOMCTBA, TOIH30BATENb C
MpaBaMHU TOJIBKO Ha CETEBBIE PECYPCHI, TIOIH30BATEIND C IPaBaMH TOJIBKO Ha YTCHHUE.

Onucanume. [Tpocmotp uHbpopMaIUK 00 anmapaTHO-MPOrpaMMHOM 0OecTiedeHU . ITa nHPOPMAIHS MOTe3HA
MPY TIOUCKE HEHCIIPABHOCTEH U MO3BOJISIET OMPEACTUTh HATMYUE OOHOBICHHOTO aIMapaTHO-MPOrPaMMHOTO
obOecrieueHus Ha BeO-caiiTe.

alarmcount

D,OCTyI'I. HpI/IBI/IJ'Iel"I/IpOBaHHHﬁ IMOJIB30BATEC/Ib, AAMUHUCTPATOP, I1OJIH30BATCIb YCTpOﬁCTBa, TOJIBKO JIJIsA
YTCHHUA.

OnucaHue.

ITapameTp | ApPrymMeHTbI Onucanue

ITpocMOTp psifia aKTUBHBEIX aBAPUUHBIX CHTHAJIOB, O KOTOPBIX MOCTYITHIIO
all coobmienue ¢ [ICY. Mudopmanus 06 aBapuiiHBIX CUTHATIAX HAXOTUTCS B
KypHasie COOBITH.

P warning [IpocMoTp psiia aKTHBHBIX MPEAYNPEKTAIOIINX CUTHAIOB.
critical [TpocMoTp psiia aKTUBHBIX KPUTHYECKUX CUTHAJIOB.
informational [IpocMoTp psiia aKTHBHBIX HHPOPMALMOHHBIX CUTHAJIOB.

Mpumep. lns mpocMoTpa BceX aKTUBHBIX MPEAYIPEKTAI0NINX CUTHAIOB HabepuTe:
alarmcount -p warning
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bacnet

HocTyn. TIpuBrIernpOBaHHbIN MOIb30BATENb, AAMHHUCTPATOP, MOIb30BATEND YCTPOUCTBA.

OnwucaHwue. [pocMoTp u HacTpolika mapamMeTpoB BACnet.

JlomomauTeNBHBIE CBECHNUS 0 Toukax AaHHBIX MBI, npenocraBnsemsix mocpenctsoM BACnet, cM. B
nmokymeHTax «BACnet Application Mapsy» (Kaptsl peanuzannu BACnet) Ha BeO-caiite APC

IMapameTp

AprymeHTsbI

Onucanue

enable | disable

Bribepure 3TOT mapameTp, 9T0OBI BKIFOUUTH WK OTKIIOUYUTh BACnet. Ecin
BACnet otrumroueH, k [ICY Henmp3st 00paTUThCS Yepe3 STOT MPOToKoII. 1o
yMonmuyanuio BACnet oTKiIt0u€H.

NNPUMEYAHMUE. HeBo3mMoxHO akTUBUPOBaTh potokos1 BACnet, moka He
YCTaHOBJIEH ITapoJIb AJIs YIIPABICHUS CBI3bIO ¢ yCTpoicTBOM Device
Communication Control Password (—pw).

0-4194303

VHUKaTEHBIN HaeHTA(UKATOp A yeTpoiictBa BACnet, ncmonp3yeMslit mist
oOpareHus K HeMy.

-n

<ums
yCTpOMCTBa>

Wwmst marHOTO yeTpoiictBa BACnet, KoTOpoe TOIKHO OBITh YHIKATEHBIM B PaMKaX
cet BACnet. [To ymom4aHuIo 111 yCTPOICTBA HCIONB3yeTcst UM B (popmare
«BACn+mocnenane Bocemb mupp MAC-anpeca IICY». MunanManbsHas arHa
paBHa 1 cumBoIy, MakcuMasibHast — 150, Ipy 3TOM pa3peleHo UCTIOIb30BaTh
CrIennaIbHbIe CHMBOJIBL.

1000-30000

VYkaxute BpeMs oxxuganust APDU — cpok B MIJUIMCEKYHaX, B TEUEHUE
koroporo IICY oxunaet orBet Ha 3anpoc BACnet. CrangaptHoe
3HaueHue — 6000.

-r

VYkaxkute noBTopHbIE NONBITKH APDU — 4nCi0 NOBTOPHBIX HOIBITOK
BBIIOJIHUTH 3anpoc BACnet, npeanpunumaemsix [ICY, npexe uem
3ampoc OyzeT mpepBan. CTaHmapTHOE 3HaYCHHE — 3.

<maponp>

Cmyx06a Device Communication Control ucmonssyercst kineHToM BACnet,
9TOOBI 1aTh KOMaHIY yAalleHHOMY ycTporcTBy (Hampumep, [ICY ¢ mogmepkkoit
BAChnet) mpekparuts oTmipaBnaTh 3anpockl APDU i oTBedaTs Ha HUX
(xpome oTHOCcATIXCA K ciryx0e Device Communication Control) B TedeHue
3aaHHOTO TIeproaa. DTy CIIy>KOy MOXKHO MCIOJIB30BaTh IS AUATHOCTHKH.

VYxaxure maponb Device Communication Control, uro6sr kiareHT BACnet He
Mor yIpaBisITh B3aumozencTaueM ¢ IICY gepe3 BACnet, He nmpegocTaBuB
3aJIaHHBIN 3/1€Ch MAPOJib. DTOT MaPOJIb TOIKEH UMETh AUHY OT § 10 20
CHMBOJIOB U COZIEPXKAaTh CIIEAyoLIee:

* Yucro.
* CUMBOII B BEpXHEM PETHUCTPE.
* CHMBOII B HIDKHEM PETHCTPE.

¢ CrierinanbHbI CUMBOIL.

Pexomenyercst ”(3BMEHUTH MapoIb MpH MepBoM BKIroueHnn BACnet. s aToro
3HaTh TEKYLIUH I1apoiib He TpeOyeTcCsl.

ITapamerpsl BACnet IP:

47808,
5000-65535

VYxaxkurte nopt UDP/IP, ucrionbzyemsiii [ICY 1i1st oTIIpaBKU M TOJTy4YESHUS
coobmenuii BACnet/IP.

Ipumeuanue. Anpec [ICY ¢ nonnepxkoii BACnet/IP onpenessiercst B Buze
[P-anpeca IICY u nokansHOrO mopra.
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IMapamerp | ApPrymMeHTbl Onucanne
Vxkaxkute 3HaUeHHE «enabley, aTo0sI 3apeructpuposats [ICY Ha ycTpoiicTe
ynpasieHus mupoxoBemanneM BACnet (BBMD).

. Ipumeuyanne. Bam HyxHO 3apeructpuponats [ICY B kauecTBe CTOPOHHETO

-fdre enable | disable p . 4 P PHb N p
ycTpoicTBa Ha yctpoiictee BBMD, eciiu B noacetu IICY celiuac et
ycrpoiictea BBMD nu6o I[1ICY ncnonp3yet qpyroit TOKaIbHBIH TOPT IS
BBMD. JIon10MHUTENBHBIE CBEAEHHSI O PETUCTPALIUN CTOPOHHUX YCTPOUCTB CM.
B [ICY Ha

. [P-anpec nmm nostHOE TOMEHHOE MM YCTPOHCTBA YIIPABICHHS IIHPOKOBEIIAHAEM

-rip [P-anpec
BACnet, ¢ koTopsM OyzeT 3apeructpupoBana naraas [ICY.

-Ipo 5000-65535 [opt ycrpotictea BBMD, ¢ kotopsim OymeT 3apeructpupoBana ganHas [ICY.
[epuon B cexynaax, B Teuenne koroporo BBMD Oyner cunrars nannyro [ICY
3aperucTpupoBaHHbIM ycTpoiicTBoM. Ecnu IICY He moBTOpUT perucTpanuio 1o

-fttl 1-65535 UCTEUeHHs 3Toro cpoka, BBMD ynanur ee u3 cBoeli TabaHIBI CTOPOHHUX
ycTpoiicTB, nocine uero [ICY He cMOXeT OTHpaBIATh WU IPUHUMATh
IIMPOKOBEIIATEIEHBIC COOOMICHUS uepe3 3To ycTpoiicteo BBMD.

-fsl CraTyc peructpaiyy CTOpPOHHETO YCTPOMCTBa.

Mpumep.
bacnet

E000: Success

Enabled: yes

Device ID: 1013

Device name:

BACnB7D7ESF

Network Protocol: BACnet

APDU timeout (ms): 6000

APDU retries: 3

IP Port: 47808 (0xXBACO)

Registration Enabled: no

Registration Status: For

Registration BBMD: 0.0.0

Registration BBMD port:

Registration TTL: 7200

2
/1P

eign device registration inactive
.0
47808 (0xBACO)
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boot
HocTyn. [IpuBHiIerupoBaHHBIN ITOJIB30BATEh, AIMUHACTPATOP, TTOJIH30BATENb C IPaBaMHU TOIBKO Ha CETEBBIC

pecypch

Onucanue. Hacrpoiika Toro, kak [ICY GyneT noiy4yarh CBOM CETEBBIC TTapaMeTphl, BKitouast [P-aapec, macky
TIOJICETH 1 IIITIO3 10 yMomaanwio. Iloce atoro Tpebyercst HacTpotika mapamerpoB cepsepa BOOTP nm DHCP.

ITapamerp AprymeHr Onucanue
-b <pexum dhcp | bootp | Omnpenenure, kak OyayT HacTpanBarbest napameTpsl TCP/IP npu
3arpy3Ki> manual BKJIIOYCHHUSIX, COPOCAX U Mepe3alycKax IUIaThl CETEBOTO yIPaBICHHUSL.

Tonbko U1 pe:kMMOB 3arpy3ku dhcp. BxitoueHne win oTKIIIOYeHHE

- enable | disable TpeboBanus Bbiaun cepsepoM DHCP oaiina cookie APC.

3HayeHus 110 YMOJTYAHHUIO JUIS 3TUX TPEX HACTPOEK OOBIYHO MEHSTh He Tpelyercs:

<KJiacc
v APC.
MMOCTaBIIUKa™>

; <upentudukarop | MAC-aapec [ICY, KOTOpPBIi AaeT yHUKAIBHYIO HACHTH(OUKALINIO 3TON

KJIMEHTa> IJ1aThl B CETH.
<KJiacc

-u HasBanue Monynst MUKpOIIpOrpaMMHOTO obecreueHus.
MOJIL30BaTEIIA>

Mpumep. Yto6s! ucionszosats cepep DHCP a5 momy4eHus ceTeBbIX MapaMeTPOB, BBIMOTHUTE CICAYIOIINE
OTIEpaLUH.

1. HaGepute boot -b dhcp

2. Bxurounrte Tpebosanus k cepsepy DHCP o HeoOxonmumocTu Beinauu daiina cookie APC:
boot -c enable

bye

Hoctyn. [IpuBrIerupOBaHHBIN MTOJIH30BATEIh, AIMIHACTPATOP, MTOJIE30BATENh YCTPOUCTBA, TTOJTE30BATEIb

C IpaBaMM TOJIBKO Ha CETEBBIC PECYPCHI, ITOJIB30BATEJIb C IIpaBaMM TOJIBKO HA YTCHUC.

OnucaHue. Beixon u3 ceanca naTepderica KOMaHIHOW CTpOKU. PaboTaeT aHaJOrnyHO KOMaHIaM exit U quit.
Mpumep.

bye

Connection Closed - Bye

cd

D,OCTyrI. HpI/IBI/IHeFI/IPOBaHHHﬁ MOJIB30BATC/Ib, AAMUHUCTPATOP, I1OJIB30BATCIIb yCTpOﬁCTBa, IIOJIB30BATECIIb
C IpaBaMM TOJIBKO Ha CCTCBBIC PECYPChI, ITOJIB30BATCJIb C IIpABAMHU TOJIBKO Ha YTCHUC.

OnucaHwue. Ilouck manmku B CTpyKType Karayora IICY.

Mpumep 1. [l ©3MEHEHUsI ANKK ssh ¥ OATBEPkKACHUS TOTO, 4TO ceprudukar 6ezomacHocti SSH Obin
3arpy>keH B IICY, BBINOIHUTE CAEAYIOIIUE ONIEpaLvU.

1. HabGepute cd ssh u HaxmuTe ENTER.
2. HabGepute dir u HaXMUTE ENTER JUIsI TOTyYeHUs criMcKa ¢aitnos, xpaHsammxcs B nmanke SSH.

Mpumep 2. JIns Bo3BpaTa B MPEIbIIYIIYIO MMAMKy KaTanora Habepure:
cd ..
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cfgshutdn

Ooctyn. [IpuBrIerupoBaHHBIN ITOJIH30BATETh, AIMUHACTPATOP, MTOJIH30BATEIh YCTPOUCTBA.

OnucaHune. HacTpoiika mapamMeTpoB BBIKIIOUSHHS: 3TO MO3BOSAET OTOOPA3UTh U HACTPOUTH 3HAUCHUS JIJIS
3agep>xkku Beikmouenus MBI, 3agepsxku Bo3para UBIL, npogomxurensHocty padotel MBI npu HU3KOM
3apsiae 6arapen, Bpemenu MBI B crsimiem pesxxnMe, MUHUMaIbHOTO 3apsja Oatapeu MBIl u MuHMMambHOTO

BpeMeHH aBTOHOMHOM paboTsl BII Ha BeIxoze.

OtH pyHKUMM qocTynHbI He a71st Beex MBI

Mapamerp | AprymMeHT Onucanue
OTtob6pakeHne BceX TPUMEHUMBIX ITapaMeTPOB BRIKIIOUEHUS I JAHHOTO
-all
WBIL
000|090 | 180 |
-sd 270|360 | 450 | YcTaHOBKA 3a/I€PKKHU BEIKIIOUCHHS B CEKYHIAX.
540|630
02|05]08|11| | YcranoBka MpoIOHKUTENFHOCTH PaOOTHI IPH HU3KOM 3apsiie OaTapeu B
-lo
141712023 MHHYTaXx.
000|060 | 120 |
d 180 240 | 300 | YceranoBka 3anepxku Bo3Bpara UBII B cexyHnax, KoTopast peacTaBiseT
c000i1 BpeMs 3aJIep>KKH Iepe MOBTOPHBIM BKiIroueHueM MBIT.
360 | 420
YcTaHOBKa MHUHUMAIIFHOTO BPEMEHH aBTOHOMHOW pabOTHI Ha BRIXO/IE
-1t 0-3600 B CEKYH/IaX, KOTOPOE TPEACTABISET COOO0M BpeMsi aBTOHOMHO# paboThI
Oarapeu Iyl TOJIEPKaHMUS Harpy3KH Tiepe MOBTOPHBIM BKtodeHneM MBI,
YcTaHOBKA BPEMEHU B CIBIIIEM PEXKIME B 9acaX. APTYMEHT MOXKET
-sl 0.0-359.9
npuHuMars 3Hadenue ot 0,0 no 359.9.
00|15]30|45| | YcraHoBka MHHHIMAJIBHOTO 3apsia OaTapeu B BUIE MMPOIICHTHOTO
-15¢C N
60| 75190 OTHOIICHUS K O0IICH eMKOCTH.
Mpumep.

cfgshutdn -all

EO0O00: Success

Low Battery Duration:

Sleep Time:

0.0 hr

4 min
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cfgpower

HocTyn. IIpuBuierupoBaHHbIN MOJIB30BaTENb, AAMUHUCTPATOP, IOJIB30BaTEb YCTPOHCTBA.

OnucaHue. Hacrpoiika napaMeTpoB MUTaHKs: 3TO MO3BOJISIET OTOOPA3UTh U HACTPOUTH TOUKH MEPEXo/a,
YYBCTBUTEJIBHOCTD U BBIXOJHOE HAIIPSIKCHUE.

Otu dyHKIUU HocTymHBI He 1t Beex MBI

ITapamerp | AprymMeHT Onucanue
Ha paznuunbix
YCTPOMCTBaX MOT'YT
HCIIONIb30BaThCs
pa3HbIe 3HAYCHUS.
-all Oto0pakeHHe BceX NPUMEHUMBIX ITapaMeTpoB MuTanus s nanHoro MbIT.
-1 97-106 VYcTaHOBKa HYPKHEW TOYKU NIEPEXOAA B BOIBTAX EPEMEHHOIO TOKA.
-h 127-136 VYcraHoBKa BepxHeil TOUKHU MEPEX0/a B BOJIBTaX MEPEMEHHOIO TOKA.
-ov 100|120 | 110 | VcTaHOBKA BRIXOIHOTO HAIPSDKEHHs B BOJIBTAX MEPEMEHHOTO TOKA.
s Normal | YcTaHOBKA 4yBCTBHTEIBHOCTH C HCIIOJIB30BAHHEM OIHOTO U3 TPEX
Reduced | Low apryMEHTOB.
1271130133 | VcTaHOBKa BEPXHETO HANPSIKEHHs Oaiinaca B BOJBTAX MEPEMEHHOTO TOKA;
-bu 136|139 | 142 | KOTZIa HAIPsDKEHUE TIPEBBIIIACT 3TO 3HAYCHHE, YCTPOICTBO MEPEXOAUT B
145|148 pexuM Gaitmaca.
086|088 | 090 | YCTaHOBKA HUKHETO HATIPSUKEHHS Gaifriaca B BONBTAX MEPEMEHHOTO TOKA;
-bl 0921094 | 096 | KOTJIa HAIPSHKEHNE OITYCKAETCSl HUKE 3TOTO 3HAYCHUSI, YCTPOMCTBO
098 | 100 TIEPEXOINT B PEXKHUM Oanmaca.
YcTaHOBKA OAYM CUTHAJIA TPEBOTH, €CITH JOCTYITHOE PE3ePBHOE MUTAHHE
ormyckaercs Hike n+1 wim n+2. Beegure «Never», 9To0bI He TIOAaBaTh
-rda Never | n+1 | n+2 .
CHTHAJI TPEBOTH IPH J000I OTepe pe3epBHOTO MATAHHUA. DTOT IapaMeTp
JocTyneH Tosbko 11 moaenu WMBIT Symmetra.
Never | 01.0 | .
YcTaHOBKA CHTHAJIA TPEBOTH, €CIIM HAarpy3Ka IIPEBBIIAcT YKa3aHHBIN
02.0103.0]04.0 |
1da 05.0106.0]07.0 B KBA ypoBeHb. Beenute «Never», 4To0BI He ITOIaBaTh CHTHA TPEBOTH
' ' ' NPU U3MEHEHHSX YPOBHS Harpy3ku. DTOT MapaMeTp JOCTYIICH TONBKO IS
08.0109.0]10.0] mopnenu MBIT Symmetra
12.0]14.0] 16.0 A M '
YcTaHOBKa OJaYH CUTHAJA TPEBOTH, €CITM 3HAYCHHE JIOCTYITHOTO BPEMEHU
Never | 005 | 010 | paboTHI OT OaTapen OMyCKaeTCs HIDKE YKa3aHHOTO BPEMEHH (B MUHYTAX).
0151030045 | 3HaueHre TOCTYITHOTO BpEMEHH PadOTHI OT OaTaper — 3TO BpeMs B MHHYTaX,
-rta 060|120 | 180 | B TeueHue kotoporo MBI MoxkeT nonaep kuBaTh TEKYILIYIO HArpy3Ky Mpu
240300360 | paborte ot barapen. Bemute «Nevery, 9ToOBI He IOIABATH CUTHAT TPEBOTH
420480 TIPH TTAJCHUH JOCTYITHOTO BPEeMEHH paboTHI OT OaTaper. DTOT mapaMeTp

JocTyTieH ToabpKo a1t moaenu MBIT Symmetra.
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Mpuwmep.

cfgpower -all

EO00: Success

Low Transfer Voltage: 106 VAC
High Transfer Voltage: 127 VAC

Sensitivity: Normal

clrrst

OocTyn. [IpuBuierupoBaHHBIN MOJH30BATEh, AIMUHACTPATOP.

OnucaHue. OuncTka MpUYUHEI cOpoca ceTeBoro uHTepdetica. Cm. pasmen «lastrst» Ha cTp. 22.

console

D,OCTyI'I. HpI/IBI/IJ'IGFI/IpOBaHHLII‘/'I IMMOJIb30BAaTC/Ib, AAMUHUCTPATOP, TOJILKO CCTh.

OnucaHue. Onpezensier, MOTYT JIM HOJIB30BAaTeIN UMETh JOCTYII K HHTep(eiicy KOMaHIHON CTPOKHU C IIOMOIIIBIO
npotokona Telnet, BEIKITIOYEHHOTO 110 YMOYaHuUIo, Hin nporokona Secure Shell (SSH), BkiroueHHOT0 TI0
YMOITYaHHIO, 00eCTIEYHBAOLIETO 3aLIUTY ITyTeM Mepeiayn UMEH MoIb30Barelield, maposield 1 TaHHBIX B
mrpoBaHHOM BUJE. [t JOMOMHUTENEHOH 6€30MacHOCTH MOKHO M3MEHUTh HACTpOoWKy noprta Telnet mmm SSH.
MOXHO TaK)Ke OTKJIIOUUTH CETEBOM JTOCTYM K HHTEp(delicy KOMaHIHOM CTPOKH.

IMapameTp AprymeHr Onucanue
. Brurrouenue uin BeIKiiogeHne npotokoia SSH. TIpu
-s enable | disable
BKITToueHnH nporokona SSH Bxiogaercst SCP.
-t enable | disable BrtroueHue WK BRIKITIOUEHHE TpoTokona Telnet.
VYxaxwure nopt Telnet, ucrionb3yemstii s cBsizu ¢ [ICY
- < > N .
pt Homep nopra telnet (o ymommuanwro 23). pyroit nuamnazon 3Hauenuii: 5000—32768.
Viaxute nopt SSH, ucnions3yemsiii i csizu ¢ [ICY (o
- < > N N
ps Homep nopra SSH ymomuanuio 22). [pyroii nuana3on 3HaueHuit: 5000-32768.
2400 | 9600 | 19200 | Hacrpolika ckopocTy nepenadn JaHHBIX MTOCIEI0BATEIHLHOTO
-b
38400 mopTa (3HaueHne 1o ymomdanuio: 9600).

Mpumep 1. Utobs obecrieunts goctyn SSH k uHTEepdeiicy KoMaHIHOW CTPOKH, HAOEpUTE:
console -s

Mpumep 2. Yto6s! uzmenuts nopt Telnet Ha 5000, HaGepure:
console -pt 5000

date

Hoctyn. [IpuBHIerupoBaHHBINA ITOJIH30BATEIh, aIMIHACTPATOP.

Onucanue. Hacrpoiite aaty, ucnonsszyemyto I1CV.

CaeneHnus o HacTpoiike cepsepa NTP Ha onpenenenue naTsl U BpemeHu ajs IICY
CM. B .
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ITapameTrp | AprymeHT Onucanne

YcraHoBKa TeKymiel gathl. Mcmons3yiiTe hopMar 1aThl, 3a1aBacMbIi

-d <«CTpOKa_JaTbI»> .
poka_it KoMaHaou date —f.
Hacrpoiite Tekymee Bpems B 4acax, MUHYTaX U CEKyHIaX.
t <00:00:00> POHTE TELYLLIEE BPEN > MY i
HUcnonesyiite 24-gacoBoii (hopMat BpeMeHH.
Bribepure nngposoii popmar, B KoTopoM OYIyT 0TOOpakaThCst Bce
mm/dd/yy | JTaTHl JAaHHOTO TOJIh30BaTeIhCKOTO MHTEpdeiica. Kaxkmas Oyksa m
dd.mm ¥y | (Mecsm), d (aeHp) U 'y (TOX) IpeACTaBISICT ONUH pa3psia. OTHO3HAYHBIS
IM-YYYS HU ¥ MECSIIBI OTOOpaKAIOTCS ¢ HYJIEM Iepel 3Hadame nugpoii.
-f mmm-dd-yy | A H p ¥ pe meit mp
dd-mmm- N .
vyl NPUMEYAHUE. ®opmaT naTsl, yCTAHOBIEHHBIA B HACTPOHKax
yyyy-mm-dd

mop30Batens Beo-uaTepdeiica IICY, mepeonpeaenuT CymecTBYOMIYI0
HAaCTPOMKY IpH CIEIYIOMIEM BXOJE B CHCTEMY.

Jlnist onpernienieHnst 94acoBOTO Hosica 331aiiTe pa3HUILy OTHOCHTEIBHO
<CHBHT 4acCOBOTO
-z Hosica> BpemeHH 1o [ puaBHay (GMT). 3T0 MaeT BO3MOXKHOCTH
CHHXPOHU3ANUH C IPyTHUMH JIIOAbMHU B Pa3IMYHBIX YACOBBIX MOSICAX.

Mpumep 1. Jls oToOpakeHus AaThl B hopMare TTIr-MM-1J1 HabepuTe:
date -f yyyy-mm-dd

Mpumep 2. YtoOw! ykazats gary 30 oxtsaops 2009 roga B popmare, yka3aHHOM B MPEABLIYIIEM ITPUMEDE,
Habepure:
date -d “30.10.2009"

Mpumep 3. YtoOw! 3aaars Bpems 17:21:03, zabepure:
date -t 17:21:03

delete

Hoctyn. [IpuBHIerupoBaHHBINA ITOJIH30BATEIh, aIMIHACTPATOP.

OnucaHue. Yoanenue daiina B ¢aiinoBoii cucreme. (CBegenns 00 yaaaeHuH KypHaia COOBITHHA

CM. B
AprymeHT Onucanue
<ums Qaitna> BBenute Ha3zBanue Qaiina, mpeaHasHaYeHHOTO IS yIaaeHHs.

Mpumep. YtoOs! ynanuth (aiii, BEIOIHATE CISAYIONINE ACHCTBUS:

1. Tlepetinute B manky, B KOTOpOI HaxOMUTC HYXHBIH (haiin. Hampumep, s mepexonia K marke
XKypHAIOB logs HabepHre:

cd logs

2. Jlmsa mpocMoTpa (aititoB B mamnke >KypHaJIOB 1ogs BBEAWTE:
dir

3. HabGepure

delete <umsa odamnna>

PykoBoactBo nonb3oBartensa UPS Network Management Card 3 CLI

14


https://www.apc.com/ru/ru/download/document/SPD_CCON-AYCEFJ_RU/

detbat

JlanHas KoMaHAa JOCTyIIHA HE Ha Bcex ycrpoiicteax MBII

Jlst mexotopeix yerpoiicte MBI ¢ mpedrkcom SRT moCTyIHBI IpyTrHe BapuaHTHI.

Ooctyn. [IpuBrIerupoOBaHHBIN ITOJIH30BATETh, AIMUHACTPATOP, MTOJIH30BATEIh YCTPOUCTBA.

Onucanue. [Ipocmotp monpobHoit naopmanuu o 6arapee WBII.

ITapamerp AprymMeHTHI Onucanue

-all <#> OTtoOpaxxenue Bceil nHpopMalmu o darapee.
-f <#> Bepcun npomuBKy KOMITIEKTA.

-t <#> TeMmepaTypa KOMILIEKTa.

-pe <#> CocrosHue 6aTapen KOMIUIEKTa.

-S <> <H> CocTosiHIEe KOMIUIEKTa UM KOHTEIHepa.

Cocrosiaue komiiekra. IPUMEYAHME. Otor napamerp

-ph <#> JIOCTYTICH TOJIBKO JJIs1 HeKOoTOphIX yerpoiicts UBII ¢ mpedukcom
SRT.
rd <#> <> JlaTsl pekoMeHTyeMoil 3aMeHbI KOHTEHHEpa T KOMITIEKTa

Oarapeii.

JlaTpl peKoMeHTyeMOol 3aMeHbI KOMITJIEKTa OaTapei.
-pr <#> MPUMEYAHME. D3TOT mapaMeTp JOCTYIIEH TOJIBKO IS
HekoTophix yerpoiictB MBI ¢ mpedukcom SRT.

-id <#> <#> JlaTa ycTaHOBKH KOHTEHHEpa HITH KOMITJIEKTa Oarapeii B TEKyIeM
<«cTpoka_JaTel»> | (opmare JaHHBIX.

Jlara ycTaHOBKHM KOMIUIEKTa Oatapeii B TekylieM opmare

. <#>
-pi " " naueeix. IPUMEYAHME. Otot mapameTp J0CTyNEH TOIBKO
<'CTpoOKa_JaTel > .
- 1t HeKkoTopeix yerpoiictB UBIT ¢ npedukcom SRT.
-ce <> <> CocrosH1e OaTapen KOMITJIEKTa WM KOHTeHHepa.

Mpumep. detbat -all

E000: Success

Firmware Revision (IP): BMC 12.5

Temperature (IP): 26.00C

Pack Status (IP): No Errors

Health (IP, Cl): Battery Life OK

Predicted Replacement Date (IP, Cl): 07/02/2019
Installation Date (IP, Cl): 02/12/2015

Status (IP, Cl): OK
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detstatus

HocTyn. IIpuBuierupoBaHHbIN MOJIB30BaTENb, AAMUHUCTPATOP, IOJIB30BaTEb YCTPOHCTBA.

OnucaHwue. IIpocmotp oapoOHBIX cBeaeHMA 0 cocTosHUN MBII. CM. Takoke onmcanme
napamerpa -st B paszene «ups» Ha ctp. 36.

IMapamerp | Onucanue
-all OToOpakeHue BCeX MPUMEHUMBIX CBEACHHA O COCTOSHUU A1t fanHoro MBII.
-1t Ocrasuieecst BpeMsi aBTOHOMHOH paOOTHI B 4acax M MUHyTax.
-SS Ceonxka cocrossaust UBIT: pabota oT cetn, ot OaTtapeii u T. 1.
-soC 3apsin 6arapen VBII B Buae MpOIIEHTHOTO OTHOIICHISI K OOIICH EMKOCTH.
—om W3MepeHns BBIXOJHBIX XapaKTEPUCTUK: HAMIPSDKCHHE, YaCTOTa, KO PHUIIUEHT
MOIITHOCTH, IPOLIEHT BA, TOK.
-im M3mepeHust BXOIHBIX XapaKTePUCTUK: HAPSHKEHUE U 4acToTa.
-bat Hanpsokenue Garapeu.
-tmp Buytpennss remneparypa UBIIL
-dg Pe3ynbrarhl TMarHoCTHYECKOTO TECTUPOBAHMS: PE3YABTAT U IaTa CaMOAMArHOCTHKH,
PE3YNBTAT U JaTa KaTHOPOBKH.
Mpumep.
detstatus -rt

EO0O00: Success

Runtime Remaining: 9 hr 22 min 30 sec

dir

HocTyn. [IpuBuIernpoBaHHbI MOIB30BaTENh, aAMHHACTPATOP, MTOIB30BATENh YCTPOMCTBRA, MTOIB30BATEh

C IIpaBaMM TOJIBKO Ha CETEBBIC PECYPCHI, ITOJIB30BATEIIb C IIpaBaMU TOJIBKO HA YTCHUC.

OnucaHue. [IpocmoTp QaiiioB 1 namox, xpassmuxcs Ha [ICY.

Mpumep.

dir

EO0O00: Success

1024 Jan

2

4:34 apc hw2l aos 1.1.0.15.bin

6249332 Jan 2 4:34 apc hw2l su 1.1.0.15.bin

O O O O O O O O o O

45000 Sep 30 1996 config.ini

Apr 23 18:53 db/
Apr 23 18:53 ssl/
Apr 23 18:53 ssh/
Apr 23 18:53 logs/
Apr 23 18:53 sec/
Apr 23 18:53 fwl/
Apr 23 18:53 email/
Apr 23 18:53 eapol/
Apr 23 18:53 tmp/
Apr 23 18:53 upsfw/
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dns

HocTyn. [IpuBunerupoBanHbIN MOIL30BaTENb, AAMUHUCTPATOP.

OnucaHue. Hactpoiika u oToOpaskeHre TTapaMeTpOB CUCTEMBI TOMEHHBIX nMeH (DNS) BpyuHyTO.

IlapameTrp | AprymeHTt Onucanue
-OM enable | disable [epeonpenenenue pyunbix HacTpoek DNS.
. CHHXpOHM3AIMSI CUCTEMBI M IMEHHU XOCTA.
-y enable | disable
Pa0oTaeT aHaIOTMYHO MTapaMeTpy «system -s».
<nepBuuHbI DNS
P p Onpenenenue nepsuunoro DNS-cepsepa.
cepBep>
<gropuuHslii DNS
-S P Onpenenenue Bropuunoro DNS-cepsepa.
cepBep>
-d <uMsI TOMEHa> OmnpeneneHne NMEHN JOMEHA.
-n <umMms goMmeHa [Pv6> Ornpenenenure uMeHu gomena [Pvo6.
-h <uMsI XocTa> ‘YcraHOBKa HMEHH XOCTA.
Mpumep.
dns -OM

EO00: Success

Override Manual DNS Settings:

eapol

enabled

OocTyn. MpuBunernpoBaHHbIi Nosib3oBaTenb, agMUHUCTPATOP.

Onucanne. KoHdpurypaums Hactpoek EAPoL (Be3sonacHoctb 802.1 X).

IMapamerp | AprymeHr Onucanne
-S enable | disable BknioveHune unu oTtkntoveHne EAPoL.
. 3agaTtb MMSA 3anpalumBaroLLero
-n <yMs 3allpamypamnumeIro YCTpOMCTBa> o
yCTpOWCTBA.
3agaTtb naponbHyto hpasy ans
-p <rmapoJibHasg ¢pasa 3aKPHETOI'O KJOUa> A P yio copasy A

3aKpbITOro Krio4a.
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Mpumep 1. [Ins oToGpaxeHus pesynbTata komaHabl eapol
apc>eapol

EO00: Success

Active EAPoL Settings

Status:enabled

Supplicant Name:NMC-Supplicant Passphrase:<hidden>
CA file Status:Valid Certificate

Private Key Status:Valid Certificate

Public Key Status:Valid Certificate

Result:Success

Mpumep 2. Yrobs Britounts EAPOL
apc>eapol -S enable
E000: Success

Reboot required for change to take effect.

email

Hoctyn. IIpuBuiernpoBaHHbIN MOIB30BATENb, AIMUHICTPATOP, ITOJIB30BATENh C TIPaBaMH TOJIBKO HA CETEBBIE
pecypcehl.

OnucaHue. Hcrionp3yliTe cieayonye KOMaH/Ibl JIsi HACTPOWKH MapamMeTpOB 3JIEKTPOHHOM MOYTEHI,
HCIIOJIb3YEMBIX IPHU PacChUIKe yBenoMieHHH 0 coobITusx ¢ [ICY.

ITapamerp AprymeHr Onucanue
. Bximroyaet (110 yMOJTYaHHIO) MM OTKIIIOYAET OTIIPABK
-g[n] <enable | disable> (u Y ) PaBiy
ANIEKTPOHHOH MOYTHI MOJTy4aTeNIo.
<Ampec o
-t[n] Afnpec 3NEKTPOHHOM MOYTHI MOTyYaTes.
nojiydaTessa>
JITMHHBIH QopMaT coep>KUT UMS, pacIioJIOKeHNE, KOHTAaKT,
o[n] <long | short> IP-agpec, cepuiiHbIif HOMEp yCTPOICTBA, 1aTy U BpeMs, KOJ
(popmar) n onucanue coowiTHst. KopoTkuii hopMar conep>KuT TONBKO
OIMCaHue COOBITHSA
SI3BIK OTIIPABISIEMBIX COOOIEHUH AIEKTPOHHOM MOYTHI. 3aBUCHT
-1[n] <Kon s3pika>
0T YCTQHOBJIEHHOTO S3bIKOBOTO MAKETa.
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ITapamerp

AprymeHrt

Onucanne

-1 [n]

<Local | recipient |
custom> (MapuIpyT)

VYcranoBka napamerpoB cepsepa SMTP:

* Local (JIokaabnbIif) (pekomenyercs). Beibepure 3ToT napamerp,
ecnu cepsep SMTP pacnionoxeH Bo BHyTPEHHEH CETH UM HACTPOCH
JUTSL BAIlIETO JJOMEHA 3IEKTPOHHOM IOYTHL. DTOT IapaMeTp MO3BOJISET
YMEHBIINTH BpeMs 3aJeP>KKH U KolmdecTBo cboes cetu. [Ipu Beibope
3TOTO MapaMeTpa HeOOXOAUMO TAKKE BKITIOUUTH NMEPECHUTKY Ha
cepBepe SMTP ycrpoiicTBa n HACTPOUTH ClICUANBHYIO BHELIHIOKO
YUETHYIO 3aIlUCh JUIs NI0y4€HHs 1ePeCchlIaeMOi 3JIeKTPOHHOM MOYTHI.
IIpumeuanne. [lepen BHECEHHEM ATHX U3MEHEHHMIT 00paTHTECh
K aIMHHHUCTpaTopy cepsepa SMTP.

* [losryuaresb. [103BOMIsICT OTHPABIATH COOOIIEHUS HIEKTPOHHOMN
MOYTH HEMOCPEACTBEHHO Ha cepBep SMTP momyyaresst, KoTopblit
omnpezenseTcs 3anucbio MX 1oMeHa, 3a1aHHOTO B afipece MOIydares.
YeTpoiicTBO BBINOIHSET TOJIBKO OJJHY MOIBITKY OTHPABUTh COOOIICHHE
9JIEKTPOHHOMU MOYTHI. B citydae cOo0st ceTn nim 3aHATOCTH yIaJeHHOTO
cepepa SMTP MoxeT OBITh TIPEBBIICHO BPEMST OXKHAAHUS
1 mpou3oiineT noreps cooduienus. [lpu BeIOope sT0ro mapamerpa
HE Hy>KHO yCTaHaBIINBAaTh JOTIOJHUTEIILHBIC aIMIHICTPATHBHEIC
HacTpoiiku Ha cepsepe SMTP.

IHoan30BaTebckuil. JlaHHBIN TapaMeTp MO3BOJSET KAXKAOMY
TIOJTyYaTeIo IEKTPOHHON ITOYTHl HIMETh COOCTBEHHbIE HACTPOHKH
cepBepa. DTU HACTPOUKHU HE 3aBUCAT OT yCTaHABIMBACMBbIX
napameTpom -s[n].

.

Anpec snekTpoHHON ouTHI, KoTophlid [ICY yka3eiBaeT B mose

- < >
fn] Anpec oTnpasHTes OT KOro: OTIPaBIIEMOT0 COOOIICHHS YIEKTPOHHOM MOYTHL.
Anpec [Pv4/IPv6 nnu umsa DNS nokansaoro cepepa SMTP. Oror
-s[n] <Cepsep SMTP> rapameTp UCIOJIb3YeTCsl, €I JUIsl TapaMeTrpa -r[n] 3ajaHo 3Ha4YeHHue
«JIoxanbHbII».
Howmep nopra SMTP, 3Hauenue no ymonuanuto: 25. AIbTepHAaTUBHBIC
-p[n] <Ilopr>
noptsl: 465, 587, 2525 u 5000-32768.
<enable | disable>
-a[n] (ayrentnduran) Bxumtounte 3ToT mapamerp, eciu cepsep SMTP tpebyer ayreHTH)HKAIAN.
-u[n] <MMst ONB30BATEN> | Ecyy ourtoBbiii cepBep TpeGyeT ayTeHTH(MKALMH, YKAKATE 30¢Ch HMS
-wln] <Iaposs> MIOJIB30BATENS U TTAPOJTb.

. . Cepsep SMTP He TpeOyeT 1 He oAAEpKHUBAET MIU(PPOBAHUE.
<none | . . Cepep SMTP 00bsiBisieT 0 OIACPIKKE
ifsupported | STARTTLS, =Ho He TpeOyer 3amudpoBanHoro coenuHeHus. Komanna

[n] . PP STARTTLS otmpaBisieTcst HOCIIE MOAAYH OOBSIBICHHSI.
-e[n
é wa.ys. | . . Cepep SMTP npu ycraHOBIICHUH COeUHEHUS TpeOyeT
implicit> ornpasku koMansl STARTTLS.
(umdpoanue)

. . CepBep SMTP npuHIMaeT TONBKO 33U POBAHHEIE
coequnenns. Coobmenne STARTTLS ne otmpasisieTcst Ha cepsep.

-¢[n]

<enable | disable >
(obsi3aTenbHas

ceprudukanms)

OTOT mapamMeTp Hy>KHO BKIIOYUTH TONBKO B TOM CIydae, €CIIU MOIUTHKA
3aIIUThl OPraHU3AIMN HE Pa3pellacT YCTaHABINUBAT SIBHbIE JOBEPEHHbIE
coequnenus SSL. Ecnu 3TOT mapameTp BKIIIOYEH, 1€ CTBUTENbHBIN
KOPHEBOH cepTH(UKAT CepTUHUIMPYIONIET0 OpraHa JOJDKEH ObITh
3arpyskeH B [ICY st mm¢ppoBaHus OTHPaBIIEMbIX COOOICHUIH
JJIEKTPOHHOH IOYTBHIL.
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ITapamerp

AprymeHrt

Onucanne

-i[n]

<Uwms daiina
ceprudukara>

JlaHHOE TOJIE 3aBHCUT OT KOPHEBOTO CepTH(UKATA CEPTUDHUIMPYIOIIETO
opraHna, ycranosieHHoro Ha [ICY, a taxke ot Toro, TpedyeTcs JIn
KOPHEBOH cepTU(HUKAT cepTUUIUpYomero oprana. Paiin qomKkeH
HMMETh PacIIMPEHME .Crt I .CET.

Homep nonyuarens
COOOLIEeHUS
9JIEKTPOHHOM MOYTHI
(1,2,3 wm 4)

3ajiaeT HOMep MOJTydYaresis SICKTPOHHON HOYTHI.

Hanpumep: 9To0b! OTIIPaBUTH COOOIIEHNE ITOMyYarelto 1 ¢ aapecom recipientl(@apc.com, HCIONB3YS
nokaneHbli cepBep SMTP, BBenuTe ciaeayoyo KOMaHIy:

email -gl enable -rl local -tl recipientl@apc.com

EO00: Success

eventlog

HocTyn. [IpuBuiIernpoBaHHbIN MOIB30BaTENh, aAMHHACTPATOP, MTOJIB30BATENh YCTPOMCTBRA, MTOIB30BATENh
C TpaBaM# TOJIBLKO Ha CETEBBIE PECYPCHI, MTOJB30BATENb C IPaBaMH TOJILKO HA YTEHHE

OnwucaHue. IIpocMoTp AaThl M BpeMEHH MTOMCKA B )KypHaie coobIThii, coctossaus UBII n cocTosHms
JATYNKOB, MOAKITIOYeHHBIX K [ICY. [IpocMoTp mocineqHix coOBITHI B YCTPOICTBE, a TAK)Ke UX JaThl U
BpeMeHH. J{11s mepeMenieHns Mo KypHaITy COOBITHIA NCTIOIB3YIOTCS CIEAYIONTIE KIABUIIIH:

Kaapuma | Onucanne

EsC 3akphITHE )XypHaIa COOBITHI U BO3BpaT K MHTEP(EHCy KOMaHTHOM CTPOKH.

ENTER OOHoBIsIeTCS 0TOOpaXKeHUe KypHaia. Mcrnosp3yiiTe 3Ty KOMaHy Ui IPOCMOTpPa COOBITHH,
KOTOpBIE OBIIIM 3alMCaHbl OCIIe TOCIIEIHEH Olepayy MOUcKa U 0ToOpakeHHs XKypHaa.

ITPOBEJT [IpocMoTp crepyromel CTpaHUNbl B )KypHAJe COOBITHI.

B [IpocmoTp mpenpLayIeH CTpaHUIIBI B )KypHalle COOBITHH. DTa KOMaH/1a HEOCTYITHA Ha ITaBHOU
CTpaHHIIE KypHaja COOBITHH.

D VYnanenune xypaana coOsiTii. CrenyiTe moncKa3KaMm sl HOATBEP)KICHUS WM OTKJIOHCHHUS
ynanenus. [Touck ynaneHHBIX COOBITHI HE BBITONHACTCS.

exit

HocTyn. [IpuBuiIernpoBaHHbI TOI30BaTENh, aAMHHACTPATOP, TOIH30BATENh YCTPOMCTBA, MTOIB30BATENh
C TIpaBaM# TOJIBKO Ha CETEBBIE PECYPCHI, MTOIB30BATENb C IPaBaMH TOJIFKO HA YTEHHE

OnucaHue. Beixon u3 ceanca naTepderica KOMaHIHOW CTPOKH.

firewall

D,OCTyI'I. HpI/IBI/IJ'IeFI/IpOBaHHLII‘/'I IMMOJIB30BATEC/Ib, AAMUHHUCTPATOP, IMTOJIB30BATCJIb C IMTPaBaAMU TOJIBKO Ha CECTCBLIC

peCypCHI.
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OnucaHue. BritodeHre, OTKITIOYEHIE UITH HACTPOWKa PYHKIIMK BHyTpeHHEro OpaHmmayaspa [ICY.

Mapamerp | AprymeHT Onucanue

-S <enable | disable> BrurroueHne Win BEIKITIOUEHUE OpaHaMayspa.

£ <umMms Qaiina, KOTOPBIH Nwms daiina momuTuku OpaHAMay3pa, KOTOPBIH HEOOXOAUMO
HEOOXOANMO aKTHBHPOBATH> aKTHBUPOBATb.

4 <ums (aiina, KOTOpbIi Wms mpoBepsiemoro OpanaMayspa, a TakXKe BpeMst IPOBEPKH B
HE0OXOANMO TTPOBEPUTH> MHUHYTaX.

-fe BriBo criicka ommb0OK akTHBHOTO (hafina.

-te BriBox criicka ommOoK TeCTOBOTO (aiina.

-c OTtMena npoBepkn OpanaMayapa.

-T BrIBoz criiicka mpaBHIiI aKTHBHOTO OpaHIMayapa.

-1 BriBoz j)xypHaa akTHBHOCTH OpaHaMayapa.

-Y [IpomycTuTe mpoBepOYHEIA 3ampoc OpaHaMaydpa.

Mpumep. UtoOsl akTHBUpPOBATH (haiiyn MOJUTHKHE OpaHaMaydpa example.fwl, BBemuTe claeayroIyo KOMaHIy:

firewall -f

example.fwl

EO00: Success

format

,U,OCTyI'I. HpI/IBI/IJ'Iel"I/IpOBaHHHﬁ IMOJIB30BAaTEC/Ib, AAMUHHUCTPATOP.

OnucaHue. IlepedopmarupoBanue daiinoBoii cuctemsl [ICY U ynajgeHue Bcex cepTu(UKaToB 0e30MacHOCTH,
KJTtouei mudpoBanus, mapaMeTpoB KOHQUTYpaIMU U KYPHAIOB COOBITUH U AaHHBIX. ByabTe 0CTOPOXKHEI €

ATON KOMaHJIOM.

st copoca IICY Ha KOHPUTYPALUIO 110 YMOIYaHUIO HCIIONB3YHTE KOMaHay resetToDef.

ftp

D,OCTyI'I. HpI/IBI/IJ'IeFI/IpOBaHHLII‘/'I IMMOJIB30BATECJIb, AAMUHHUCTPATOP, MTOJIB30BATCJIb C IMTPaBaMU TOJIBKO Ha CETCBLIC

peCypChL.

OnucaHue. BrimtoueHne win OTKIIOUeHHE H0ocTyna K cepBepy FTP. Ji1st JONONMHUTENbHOM 3aIUThl MOXKHO
TaKXe U3MEHUTHh HACTPOWKY HOMEpa IopTa Ha HoMep Jr000ro Hencnonb3yeMoro mopta ot 5001 go 32768.
ITporoxon FTP BeikimtoueH o ymon4anuto, a nporokoin Secure CoPy (SCP) Bkirouaercss aBToMaTn4ecKu

IIPU yCTAaHOBKE NapoJis Ui CYINEpIoiIb30BaTells ¢ IOMOIIBIO TpoTokoaa SSH.

ITapamerp | AprymeHTr Onucanue
Omnpenenenne nopra TCP/IP, kotopslit ucnons3yercst FTP-cepBepoM st
-p <Homep nopta> | cBs3u ¢ [ICY (o ymomganuto 21). Cepsep FTP ucnons3yeT kak yKka3aHHBIH
HOPT, TaK ¥ HOPT C HOMEPOM Ha EIMHHILYy MEHBIIIE.
-S enable | disable Hactpoiika gocrtymna k FTP-cepsepy.

Mpumep. Yto6sr uamenuts mopt TCP/IP Ha 5001, HabGepure:

ftp -p 5001
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help
Doctyn. [IpuBHIerupoBaHHBIN IT0JIB30BATETH, aIMUHACTPATOP, TTOJIB30BaTENb YCTPOUCTBA, TOIBKO IS
YTCHU.

Onucanue. IIpocMoTp crincka Bcex KOMaH HHTepderica KOMaHIHON CTPOKH JUIs yUYETHOH 3alucH
Bamero Tuna. {1t mpocMoTpa TEKCTa CIPAaBKU 10 KOHKPETHOM KOMaH/ie HaOepHTe 3Ty KOMaHIy U
IIOCTaBbTE IIOCIIE HEE help.

Mpumep 1. JInsg mpocMoTpa CECKa KOMaH, Pa3pelICHHBIX ITPH BXOIC B CHCTEMY B Ka4€CTBE MOJIb30BATES
yCTpoiicTBa, HabepuTe:
help

Mpumep 2. JInsg mpocMOTpa CIUCKA ITapaMeTPOB, KOTOPHIE MPUHUMAIOTCS KOMaHION alarmcount, Habepure:
alarmcount help

lang

HocTyn. [IpuBuiernpoBaHHbIi MOIB30BaTENb, AAMUHACTPATOP, ITOIB30BATENb YCTPOICTBRA, TOIb30BaTENh
C IIpaBaMHM TOJIBKO HA YTECHHE, I1I0JIb30BATENb C IIPABaMU TOJIBKO HA CETEBBIE PECYPCHI.

OnucaHue. Hcrons3yeMblil sI3bIK

Mpumep.

lang

Languages

enUS - English

lastrst

Hoctyn. [IpuBHIerupoBaHHBINA ITOJIB30BATEIh, aIMIHACTPATOP.

OnucaHue. [IpuunHa mocnenHero copoca ceTeBoro nHTepdeiica. Pe3ynbrarsl BBITOTHEHUS STOH KOMaHIbI
MOXHO UCIIOJIB30BaTh AJId MOMCKa U YCTPAaHCHUA HEIIOJIaJOK C CCTEBBIM HHTde)efICOM npu COJICfICTBPII/I
CIIy>KObl TEXHUYECKON MOAMCPKKH.

MapameTp OnucaHue

C6poc ceTeBoro nHTepdenica ¢ NOMOLLbI KHOMKK cOpoca

02 NMI Reset b
ese Reset Ha nepegHen nanenu MNCY.

09 Coldstart C6poc ceTeBoro nHTepderica ns3-3a OTKIHYEHNS NUTaHUA
Reset B 06opyaoBaHuK.

C6poc ceTeBOro nHTEpMeEca ¢ NOMOLLbI KOMaHAbI
NPOLUNBKMN.

12 WDT Reset

Mpumep. lastrst
09 Coldstart Reset
EO0O00: Success

ledblink

HocTtyn. [IpuBuierupoBanHbId MOIL30BaTENb, AAMUHUCTPATOP.

OnucaHue. Co3naHue eIUHOTO CXKATOTO apXxuBa ¢ (aitiamu xypHaia, foctynabivu Ha [ICY u yerpoiicTee
UBII. Dt ¢aiinel MOTYT UCIIONB30BATHCS CIYKOOH TEXHUUECKON MOIACPKKU AJIsl yCTpaHEeHUsI pooieM.

MapameTpbl. Bpems B MuHyTax.
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Mpumep. ledblink 2

EO0O00: Success

logzip

OocTyn. [IpuBuIerupoBaHHBINA MOIH30BATETh, AIMUHUCTPATOP

Onucanue. Co3aaHue eIUHOIO CKAaTOro apxuBa ¢ Gaitamu xypHaina, focTynHbIMU Ha [ICY u
ycrpoiictBe UBIIL. Ot (aiiiasl MOryT HCIIOIB30BATHCS CITYKOON TEXHUUECKON MOJAECPIKKH IS
yCTpaHEeHUs MpoOIeM.

IIapameTrp | AprymeHTr Onucanne
WnentrndrkainoHHBIH HOMEp MTOTydaTens
<mosyd4areib COOOIICHHs N
. COOOIIEHMSI AIEKTPOHHON MOYTHI, KOTOpOMY OyneT
-m 3JIEKTPOHHOH MOYTHE> (HOMEp

noxyyvarens ot 1 1o 4)

otnpasiieH ZIP-¢aiin. Beequre HoMep oqHOTO U3
YETBIPEX HACTPOCHHBIX MOTyYaTesei.

Mpumep. logzip -m 1

Generating files

Compressing files into /dbg/debug ZA1752123456.tar

Emailing log files to email recipient - 1

EO0O00: Success

modbus

HocTyn. IIpuBuierupoBaHHbIi MOIB30BaTENb, AAMUHUCTPATOP, OJIB30BaTEb YCTPOHCTBA.

Onucaxue. [Ipocmotp u HacTpoiika mapameTpoB dyHkiu Modbus.

ITapameTrp | AprymeHTt Onucanne
< i >
enable | disable Bxomrouenne nim BeikimoueHue GyHkImn Modbus
-a (cocTostHMEe (DYHKINU Serial !
Modbus) ’
<9600 | 19200>
-br (CKOpOCTb IepeIaun B YcTaHOBKa CKOPOCTH MEepeaadu B out/c.!
6omax)
-pr event | odd | none OmpenencHue Oura gernoctn. !
<1-F7>
(azipec MOTIMHEHHOTO VYcTaHOBKA aipeca NOIYMHEHHOTO0 yeTpoiicTBa Modbus
-8 YCTPOKCTBA B 1
B IIECTHAJIIATEPUYHOM (opmare.
meCcTHAAUaTCPUIHOM
¢dopmare)
Def Copoc napameTpoB Modbus Ha 3HaUeHUS 110
YMOJTYaHHIO.
<enable | disable> B
KIIF0YEHUE WK OTKIIoYeHue npotokona TCP ms
-tE (cocTostHEE TIPOTOKOJIA by Modbus.2
TCP ¢pynxmun Modbus) yHEIHR MOdDUS.
Beon Homepa nopra TCP mist pynkuuu Modbus. 1o
-tP yMOIT4aHUIo ucrnomnbiyetcs nopT 502. Jlonmyctumbie
3Havenms: 5000-32768.2
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ITapameTrp | AprymeHr Onucanue
VKakuTe BpeMsl OXKUIaHUs COSIUHEHHS TPOTOKOIA
-tTo Modbus TCP B cexynaax, rae 0 yka3siBaeT Ha TO, 4TO

COCAMHCHNEC HUKOI1a HE MTPCPhIBACTCA. 2

I(DyHKLII/IH Modbus Serial mogaepxuBaeTcs ToNbKo maramu AP9641 u AP9643.
2CDyHKuI/Is{ Modbus TCP nognepxusaercs maramu AP9640, AP9641 n AP9643.

Mpumep. modbus

EO0O00: Success

Slave Address = 0x1

Status

Baud Rate

Parity

TCP Status

ENABLED

9600

none

= ENABLED

TCP Port Number = 502

netstat

HocTyn. [IpuBuiernpoBaHHbI M0IB30BaTENb, AAMUHUCTPATOP, MOIB30BATENb C TIPaBaMH TOJIBKO Ha CETEBbIE

pecypcehl.

OnucaHue. BeimonHseTcst MPOCMOTpP COCTOSIHUS CETH U BCEX aKTHUBHBIX anpecoB [Pv4 u [Pv6.

Mpumep.

netstat

Current IP information

Family
IPv6
IPv4
IPv6
IPv4

ntp

mHome Type IP Address Status

4 auto FE80::2C0:B7FF:FEEA:D325/64 configured
0 manual 10.125.43.115/22 configured
0 manual ::1/128 configured
0 manual 127.0.0.1/32 configured

Hoctyn. [IpuBunernpoBaHHbIA MTOIB30BaTENb, AAMHHHACTPATOP, TOIB30BATENb C TIPAaBaMH TOJIHKO Ha CETEBEIE

PECypCHI.

OnucaHue. [IpocMoTp 1 HacTpoiika mapaMeTpoB MPOTOKOIA CETEBOTO BPEMEHH.

ITapamerp | AprymMeHT Onucanue

-OM enable | disable IepeonpeneneHue pyIHbIX HACTPOCK.

-p <nepBuuHblii cepBep NTP> | Vkaxure nepBuU4HBII cepBep.

-S <BropuuHbli cepBep NTP> | Vkaxure BTOpUYHBIL cepBep.

-e enable | disable Bxutouenue munm otkitodenue nporokona NTP.

u <HEMEJICHHOE Hememnennoe ooHonenue Bpemeru [ICY mo
OOHOBIICHNE> NTP-cepaepy.
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Mpumep 1. J1ns BriroueHns OIOKUPOBKY PYYIHON HACTPOIKK HaOepuTe:
ntp -OM enable

Mpumep 2. Jlnsa ykazaaus nepsuanoro NTP-cepsepa nabepure:
ntp -p 150.250.6.10

ping
Hoctyn. [IpuBrIerupOBaHHBIN ITOJIH30BATEIh, AIMIHACTPATOP, MTOJIE30BATENh YCTPOUCTBA, TTOJTE30BaTEIb

C IpaBaMM TOJIBKO Ha CCTCBBIC PECYPCHI.

Onucanue. Onpenensiet, NOAKIIOUYEHO JIH K CETH YCTPOMCTBO € yKazaHHbIM [P-afipecom mim nMenem
DNS. Ha axgpec ornpagiisieTcst 4eThIpe 3ampoca.

AprymeHT Onucanue

<IP-agpec nmu umst DNS> Beeaure IP-aapec B hopmare xovx. xxox.xxx.xxx win umst DNS.

Mpumep. YToOb! onpenennTh, MOAKIIOYCHO K ceTH ycTpoiicTBo ¢ [P-anpecom 150.250.6.10, HabepuTe:
ping 150.250.6.10

portspeed

D,OCTyn. HpI/IBI/IJ'IeFI/IPOBaHHHﬁ IIOJIB30BATCIIb, a,Z[MI/IHI/ICTpaTop, I10JIB30BAaTCJIb C HpaBaMI/I TOJIBKO Ha CCTCBBIC
pecypchl.
OnucaHue.

ITapamerp ApryMeHTHI Onucanue

Omnpenensiercsi cKOpocTh cBsi3u ¢ noptoM Ethernet. Komanaa auto Bkimtodaer
ycrpotictBa Ethernet nyist cormacoBanust mepeiayy ¢ MaKCHMalIbHO BO3MOXHON
CKOPOCTEIO.

auto | 10H | 10F |
100H | 100F

Mpumep. Utoost HacTpouth- mopt TCP/IP Ha cBsi3b co ckopocThio niepenauu 100 MOuT/c B momynyieKCHOM
pekuMe (ETMHOBPEMEHHAs CBS3b TOJBKO B OJIHOM HAMPABJICHUH), HA0CPUTE:
portspeed -s 100H

MPUMEYAHUE. MoxHO M3MeHUTb ckopocTb nopta Ao 1000 Méut/c. 3To BO3MOXHO U3MEHUTL
TONbLKO B BEG-nHTEpdence nonb3osatens. [nga nonyyeHns 6onee noapobHoM MHOopMaLUmn CM.
NyHKT «3KkpaH CkopocTb nopTa» B

prompt

,uOCTyI'I. HpI/IBI/IJ'IGFI/IpOBaHHLII‘/'I IMOJIB30BATEC/Ib, AAMUHUCTPATOP, I1OJIL30BATCIb YCTPOﬁCTBa, IIOJIB30BATECJIb
C IpaBaMM TOJIBKO Ha CETCBBIC PECYPCHI.

Onwucanwme. Hactpoiika nojuckasku uaTepdeiica KoOMaHTHOM CTPOKH ISl BKITFOUEHHS WITH UCKITIOYEHUS
THUIA YYETHOW 3alKMCH JJIs1 TEKYILETO M0JIb30BaTelisl B cucteMe. JI1o0oi monb30Baresib MOKET H3MEHHUTH 3Ty
HACTPOMKY; BCE YUCTHBIC 3aITUCH TI0JIb30BaTeIIs OylyT OOHOBIICHBI JUIsl KCIIONB30BaHUS HOBOW HACTPOUKH.

IIapametp | Apryment | Onucanne

HOHCKa3Ka BKJIFOYAET B CeOS THII y‘ICTHOﬁ 3alllCH I10JIb30BaTCIsd, HAXOAAIICTOCsA B

lon N
& IIAHHBI MOMEHT B CHCTEME.

short HaCTpOﬁKa 0 YMOJIYaHUIO. ﬂJ’II/IHa MOJICKAa3KM COCTABISICT YEThIPE CUMBOJIA: AP C>
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Mpumep. UToObI BKIIOUUTH TUI YYETHOM 3aIIMCH NIOIb30BATENIs, HAXOASAIIErOCs B JaHHBIM MOMEHT B CUCTEME,
HaOepure:
prompt -s long

pwd
D,OCTyn. HpI/IBI/IJ'IeFI/IPOBaHHHﬁ MOJIB30BATC/Ib, AAMUHUCTPATOP, I1OJIL30BATCIb yCTpOﬁCTBa, I10JIB30BaTCJIb
C IpaBaMM TOJIBKO Ha YTCHUEC, TOJIL30BATCJIb C ITpaBaMU TOJILKO Ha CCTEBLIC PECYPChHL

OnucaHune. Hcnomnp3yeTcs I BRIBOA IyTH K TEKyIIeMy pabodeMy KaTalory.
quit
D,OCTyn. HpI/IBI/IJ'IeFI/IPOBaHHHﬁ MOJIB30BATC/Ib, AAMUHUCTPATOP, I1OJIL30BATCIb yCTpOﬁCTBa, I10JIB30BaTCJIb

C IpaBaMM TOJIBKO Ha CETCBBIC PECYPChI, ITOJIB30BATCJIb C IIpABAMU TOJIBKO Ha YTCHUC.

OnucaHue. 3akpeiTue ceanca nHTepdeiica KOMaHIHOM CTPOKH (paboTaeT Tak ke, Kak M KOMaH[bI exit u bye).

radius

Hoctyn. [IpuBIIETUPOBAHHBIN MOJB30BATEIb, AJIMUHUCTPATOP, TOJH30BATENh C IPABAMHU TOJBKO HA CETEBHIC
pecypchlL.

OnucaHue. IIpocmotp umetromuxcs mapametpoB RADIUS, BkITIoUeHIE HITH OTKITIOUCHIE Ay TCHTH(DUKAITTN
RADIUS u mHacTpoiika OCHOBHBIX ITApaMETPOB ayTeHTU(DHUKAITIHN, BO3MOKHAS I ABYX cepBepoB RADIUS.

Kparkoe onucanue konpurypanmu cepsepa RADIUS u cincok noanepxuBaeMbIX CEpBEpOB
RADIUS npuogurcs B

JlononHuTeIbHbIE TapaMeTpsl ayTeHTudukanuu s cepsepo RADIUS cm. B unrepdeiice
none3oBaress IICY.

JlommomauTensHy 0 HHMOPMaIHio 0 HacTpoiike cepeepa RADIUS cwm. (CripaBoYHUK 110
3aIHTE CETH).

ITapamerp | Apryment | OnucaHue

Hacrpoiika ayrentudukanun RADIUS:

local — RADIUS ortkitoueHa. BxirtodueHa okanbHast ayTeHTH(DUKATINS.

local | radiusLocal — RADIUS, 3arem nokanbHas ayTeHTH(pUKaus. BritodeHs
-a radiusLocal | | RADIUS u nokanbHas ayTenTH(uKanus.CHauana 3amnpannBaeTcs ayTeHTHGHKAIHS
radius ot cepBepa RADIUS. Ecnu cepsep RADIUS He oTBedaeT min K HeMy HEBO3MOXKHO

TMOJYYHUTH JOCTYII O CETH, TO UCTIOJIL3YETCA JIOKaJIbHAaA ayTeHTI/I(i)I/IKaHI/IH.

radius — RADIUS BkitoueHa. JIokansHas ayTeHTH(UKAIHS OTKITIOUCHA.

Wwms cepsepa unu [P-anpec nepsuynoro unu BTopuyHoro cepsepa RADIUS.

-pl
-p2 <IP-ampec INPUMEYAHMHE. I1o ymomuanuio cepsepsl RADIUS ncnons3yroT mis
ol ceprepa> ayTeHTU(UKAITUH TTob3oBarenei mopT 1812. UToOb! MCTIONB30BaTh APYTOH MOPT,
nob6aBeTe kK uMeHH uiu [P-anpecy cepBepa RADIUS nBoeTtodne ¢ mocieayomum
-02 yKkazanueM HoMepa HoBoro nopra. IICY nomgnepxkuBaet noptsl 1812 1 5000-32768.
-sl <cekper PazneneHHbIl ceKkpeT MeX Iy epBUYHBIM WM BTOpUIHBIM cepBepoM RADIUS u
-s2 cepBepa> ICY.
<Bpems
-t1 Bpewms B cexyHIaX, B TeUeHHE KOTOPOTO IJIaTa CETEBOTO YIIPABICHIS OKHUIACT OTBETA
OXHTAHHS
-t2 OT MEPBUYHOTO WK BTOprdHOTO cepBepa RADIUS.
cepeepa>
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Mpumep 1.
s mpocmoTpa nMeronuxcs napamerpoB RADIUS st IICY HaGepute radius M HOXKMUTE KIaBUILY ENTER.

Mpumep 2. YtoOw! Brrounts RADIUS 1 tokansHyI0 ayTeHTH(QHUKAITHIO, Ha0epuTe:
radius -a radiusLocal

Mpumep 3. YrtoOsr HacTpouTh 10-ceKyHIHBIIN TaliM-ayT 11t BropudHOTO cepBepa RADIUS, nabepure:
radius -t2 10

reboot

Hoctyn. [IpuBunernpoBaHHbIA TOIB30BaTENb, AAMHHACTPATOP, MTOIB30BATENb C TIPAaBaMH TOJIHKO Ha CETEBEIE
peCypCHIL.
OnucaHwue. Tlepesanyck unrepdeiica cereBoro ynpasiaenus [ICY.

DTO HE BIUSET HAa BHIXOJHOE MUTAHUE YCTPOUCTBA, B KOTOpOM ycTaHoBieHa [ICY.

resetToDef

,U,OCTyI'I. HpI/IBI/IJ'Iel"I/IpOBaHHHﬁ IMOJIb30BAaTEC/Ib, AAMUHHUCTPATOP.

OnucaHue. Copoc BceX HaCTpanBaeMbIX ITapaMeTPOB HA 3HAYCHHS IT0 YMOITYAHUIO.

Ilapametp | Aprymentsl | Onucanue

Buumanne! Beem HacTpanBaeMbIM napameTpam OyIyT MPUCBOCHBI 3HAYESHUS IO
YMOJIYaHHIO.

. BemonnsieTcst cOpoc Bcex H3MEHEHHBIX MapaMeTpOB, BKITIOYAs ISUCTBYIOIIE
-p all | keepip o
COOBITHS, ITapaMeTphl yCTPOICTBA H, T10 JKeJIaHuIo, apaMeTpsl KoHduryparun TCP/IP.
Bri6epute napamerp keepip, 4ToObI COXpaHUTh HACTPOMKH, ONPEACIISIONINE CIIOCO0,
kotopbM [ICY nonyvaer 3Hauenust konduryparmu TCP/IP (o ymomuanuro DHCP).

Komanna resetToDef He cOpacbIiBaeT HEKOTOPEIE ITapaMeTPhl, KOTOPHIEC HEOCTYITHEI ISt HACTPOUKH
M MOTYT OBITh COPOLICHBI TOJILKO IyTeM (opmaTupoBanus ¢aiinoBoit cucremsl [ICY ¢ moMomsio
koMaHib! format.

Mpumep. /s cOpoca Bcex M3MEHEHHBIX HACTPOCK, 3a uckioueHuem napamerpoB TCP/IP s TICY, HaGepure:
resetToDef -p keepip

session

,U,OCTyI'I. HpI/IBI/IJ'Iel"I/IpOBaHHHﬁ IMOJIB30BAaTEC/Ib, AAMUHHUCTPATOP.

OnucaHue. 3ammceiBacT CBCACHUS O BBIIIOJTHUBIIICM BXO/ B CUCTEMY ITOJIB30BATCIIC, I/IHTep(l)eﬁce, aapece,
BPEMCHU U I/IZ[CHTI/I(I)I/IK.’:ITOPC.

Mapamerp | AprymMeHTbl Onucanue
d <UIeHTH(DHUKATOP VnaneHue ceaHca ¢ yKa3aHHBIM UICHTHOUKATOPOM IS TEKYIIETO
ceaHca> (ymaneHue) TTOJIL30BaTEIIS.
<enable | disable> BrurtounTe 3TOT mapaMeTp, 9ToOBI pa3peIInTh OMHOBPEMEHHBIN BXOJI B
-m (moaepxKKa CHCTEMY HECKOJIbKHX I0JIb30Barelneid. Ecim 9ToT napaMeTp oTKIIOUeH,
MHOTOIIONB30BATENLCKOr | B CHCTEMY OTHOBPEMEHHO MOXKET BXOAUTH TOJILKO OJIMH T0JIb30BaTENb.
0 peKuMa)
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I[IapameTp | ApryMeHTBI Onucanue
<enable | disable> TICY nonnepxuBaet xpanenue naposneid RADIUS na cepBepe. Brirounte
-a (mepeonpeencHne TepeorpeieieHue yaaleHHOH ayTeHTH(HUKAIIH, 9TOOBI pa3pelInuTh
yhaJeHHOR JIOKQJIbHBIM I10JIb30BATENSIM BXOAUTH B CUCTEMY, UCIONb3Ysl UMS U ITapOJb
ayTeHTU(HUKALIN) IICY, xpansmuecs nokansHo B namstu IICY.
Mpumep.
session
User Interface Address Logged In Time ID
apc Telnet 10.169.118.100 00:00:03 19
smtp

D,OCTyrI. HpI/IBI/IJ'IeFI/IpOBaHHHﬁ MMOJIB30BATC/Ib, AAMUHHUCTPATOP, IMTOJIL30BATCIIb C IMIPABAMHU TOJIBKO Ha CETCBLIC

PECypCHI.

OnucaHue. Hactpoiika mapaMeTpoB JIOKaILHOTO cepBepa ICKTPOHHOM MOYTEHI.

ITapameTp | AprymMeHTbI Onucanue
-f <Anpec ornpaButens> | Ampec, ¢ kotoporo [ICY Oyaer oTnpaBisth COOOIIECHHS SICKTPOHHOMN MOYTHIL.
-S <Cepsep SMTP> Anpec IPv4/IPv6 nmm nmst DNS nokansaoro cepsepa SMTP.
- <Tlopr> Homep mopra SMTP (1o ymonuanuto 25). Bo3MoxHbIe 3HaYEHHS:

25,465, 587, 2525, 5000-32768
-a <enable | disable> Bxuttounre sToT napamertp, eciu cepsep SMTP tpebyeT ayreHTHHKAINH.
-u <Hms nonb30BaTens> Ecnu mouToBsIii cepBep TpeOyeT ayTeHTUDUKAIINHN, YKAKUTE 31€Ch UMS
W <IMapons> TIOJTb30BATENS U TTAPOJIB.

<none | ifavail | always |
implicit>

ITapameTpb! mudpoBaHus:
. . Cepsep SMTP ne TpeOyeT u He moaep KuBaeT mudpoBaHue.
. . CepBep SMTP ob6msBisiet o momnep:kke STARTTLS,
HO He TpeOyeT 3anruppOBaHHOTO COSTUHEHUS.
. . CepBep SMTP npu ycraHOBIIEHHH COEMHEHHS TpeOyeT
ormpaBku koma"ael STARTTLS.

. . Cepep SMTP nmpuHHMaET TOIBKO 3alTMPpOBAHHBIC
coenuuenusi. Coobmenne STARTTLS He oTnpaBnsieTcs Ha cepBep.

<enable | disable>

Heob6xoanm kopHEBO cepTuduKaT cepTH(HUKaInOHHOTO OpTaHa.

OTOT mapaMeTp Hy’KHO BKJIIOYUTH TOJIBKO B TOM CITydae, €CIIU MOJIUTHKA
3aIIUTHI OPraHU3aLMY HE Pa3pellacT yCTaHaBINBaTh SIBHBIC IOBEPCHHbIC
coenunenust SSL/TLS. Ecnu aToT napamerp BKIIIOYEH, ACHCTBUTEIbHBII
KOPHEBOH cepTU(hUKaT CEpTUPHUIMPYIONIETO OpraHa JODKEH OBITh 3arpykeH
B [ICY nis mmdpoBanus OTHpaBisieMbIX COOOIEHHUH 2IEKTPOHHOMN MOYTHI.

<Uwms daitna
ceprudukara>

JlaHHOe moJie 3aBUCHT OT KOPHEBOTO cepTu(UKaTa CepTHGUIMPYIOIIETO
opraHa, ycranosienHoro Ha [ICY, a Takxe oT Toro, TpeOyeTcs Jin KOpHEBOH
cepTudHKaT CePTURUIUPYOIETO OpraHa.
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Mpuwmep.

From: address@example.com
Server: mail.example.com
Port: 25

Auth: disabled

User: User

Password: <not set>
Encryption: none

Reqg. Cert: disabled

Cert File: <n/a>

snmp

HocTyn. [IpuBunernpoBaHHbIN TOIB30BaTENb, AAMHHHACTPATOP, TOIB30BATENb C TIPAaBAMHU TOJIHKO Ha CETEBEIE

pecypcehl.

OnucaHue. BriroueHre WK BHIKIIIOYCHHUE U HacTpoiika npotokosa SNMPv1. [To yMomuaHHIO POTOKOI
SNMPv1 otkmiroueHn. Heobxomumo ompeneauTs uMs coobdmectsa (-c[n]) 10 Toro, kKak OyJeT yCTaHOBIICHA

CB3b ¢ MpoTokosioM SNMPv1.

B cnemyromeit Tabmuiie n — 3TO HOMEp yHpaBiieHus goctynom: 1, 2, 3 wm 4.

ITapamerp APpryMeHTHI

Onucanmne

-S enable | disable Bxutouenue unu BelkIodeHue npotokona SNMPvl.
-c[n] Coobmectso VKa3aHue MMEHH COOOIIECTBA UIH CTPOKH.
-a[n] read | write | writeplus | Ornpenenenue mpas Ha UCIIOJIb30BaHUE.
disable
Vkazanue agpeca [Pv4/IPv6 nim qOMEeHHOTO UMECHH IS CTAHITHA
-n[n] [P-anpec wnu ums fomeHa

CETEBOT0 yIpaBJICHUS

Mpumep. s Bxmodenuss SNMP Bepcun 1 Habepure:

snmp -S enable

snmpv3

HocTyn. [IpuBunernpoBaHHbIA TOIB30BaTENb, AAMHHACTPATOP, TOIB30BATENb C TIPAaBaMH TOJIHKO Ha CETEBEIE

PECypCHI

OnucaHue. BxirroueHre WiIu BRIKITIOUEHHE U HacTpoitka mpoTokora SNMPv3. Tlo ymMom9aHUIO POTOKOI
SNMPv3 otkmirodeH. HeoOxomumMo akTHBHPOBATE IEHCTBUTEIBHEIN MPOGUIH MTOIH30BATENS C TIOMOIIIBIO
naposbHbIX ¢pa3 (-a[n], -c[n]), onpeaeneHHBIX 0 TOTO, KaK OyIeT YCTAaHOBJIEHA CBS3b C IIPOTOKOJIOM

SNMPv3.
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B cnenytomeit Tabnuiie n — 3T0 HOMEpP yIpaBieHus foctynoM: 1, 2, 3 um 4.

IIapameTp | AprymMeHThbI Onucanue

-S enable | disable Bxurtodenne nim BHIKITIOUEHHE TTpoTokona SNMPv3.

-u[n] <Wms nonp3oBaTens>
YkazaHne MIMEHH MOJIb30BaTelsl, (ppa3bl ayTeHTH(HUKALIT 1

-a[n] <®pa3a ayTeHTUPUKATANT> > bp T (puxcan
(hpazsl mmQppoBaHUSL.

-c[n] <®paza mmppoBaHUST>

-ap[n] sha | md5 | none YKkazaHue THTIA TPOTOKONIA ay TeHTH(QHUKALINH.

-ppln] aes | des | none ‘Yka3zaHHe MPOTOKOIIA 3aIUTHI (IMN(POBAHHS).

-ac[n] enable | disable Brurtodenne nim BEIKITIOYEHUE TOCTYTIA.
[TpenocraBienne 1ocTymna K yKazaHHOMY MTPOQHITIO

-au[n] <Wms podus moms30BaTeIs> pea Aoty y y npod
TIOJTB30BATEISL.

n[n] <IP-agpec wiu uMs xocTa Ass VYkazanue agpeca [Pv4/IPv6 wmn nuMeHn XocTa uIs

NMS> CTaHIUHU CETEBOTO YIIPaBJICHUS.

Mpumep. [lns npeaocTaBieHus A0CTyIa YpoBHs 2 mosib3oBareito «JMurphy» BBequTe:
snmpv3 -auz2 “JMurphy”

snmptrap

HocTyn. [IpuBriIerupoBaHHBIN MMOJIB30BATENb, JAMUHHCTPATOP, TTOJIB30BaTEIh C TIPAaBAMHU TOJIBKO Ha
CETEBbIE PECYPCHI.

OnucaHue. BritoueHne WM OTKITIOUEHHE Co3AaHus npepbiBanuii SNMP.

ITapamerp APpryMeHTBI Onucanne
-c[n] <Co0011ecTBO> VYka3zaHue UMEHH COOOIIECTBA WK CTPOKH.
-1[n] <IP-agpec IICY npuemnuka> | Anpec [IPv4/IPv6 miu nmst xocta IprueMHHKA TIPEPHIBAHUH.

Bri6epure s13b1K. JlommkeH OBITH YCTaHOBIICH SI3BIKOBOM
TIaKeT, CoAeprKalliii yka3aHHbIN s3bIK. [lognepxuBaemble
KOJIBI S13BIKOB:
* enUS — anmuiickuii
¢ deDe — HeMenkui
* rTuRu — pycckuit
-1[n] <SI3BIK> [KOZ SI3BIKA | » zhCn — xwuraiickuit
*jaJa — smoHCKHH
* koKo — kopetickuit
* itlt — uranpsIHCKUN
* ptBr — nopryranbsckuii
« frtFr — ¢panmy3ckmii
* esEs — ncnanckuit

<Twun npepsiBaHus>

[snmpV1 | snmpV3] Vxaxxkute SNMPv1 nimm SNMPv3.

-t[n]

BkJiTioueHHE WK OTKITIOYCHUE CO3/IaHUsI TPEPhIBAHMIA /ISt
<Cozganne> [enable | .
-g[n] disable] JIaHHOTO MTPHEMHHMKA MpepbIBaHui. [1o yMom4aHuio 3TOT
rapameTp BKJIIOYEH.

<AyTteHTH(UKaAIUSI BkittoueHue WiM OTKITIOYEHUE ayTeHTH(UKANH
-a[n] npepsiBaHuii> [enable | IpepbIBaHUN AJI JaHHOTO NIPHEMHUKA NTPEPhIBaHUH
disable] (Tompko mist SNMPv1).
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ITapamerp AprymMeHTsI Onucanue

<profilel | profile2 | profile3 |
profiled> Bribepure naenTudukarop npoduis mois30BaTens s

-uln] JTAaHHOTO NTPUEMHHUKa ITpepbiBaHui (Tonbko 11t SNMPv3).

(Ams monb30Baress)

n = HoMep NMpUeMHUKa npepbiBanuii = 1, 2, 3,4, 5 unu 6

Hanpumep: uTo6b1 BKIIOYUTL U HACTPOUTH pephiBanns SNMPv1 mis npuemHuka 1 ¢ uMeHeM coolecTtsa public,
IP-angpecom 10.169.118.100 u anrmuiickuM A36IKOM (TIO YMOJTYAHHIO), BBEIUTE CIEAYIONIYIO KOMAH]TY:

snmptrap -cl public -rl 10.169.118.100 -11 enUS -tl snmpVl -gl enable
EO00: Success

ssh

HocTyn. IIpuBuierupoBanHbIN MOIB30BaTENb, AAMUHUCTPATOD

OnucaHue. OtobpasuTth, yoanuTh 1 co3aarh kimodn cepsepa SSH. IPUMEYAHUE. [locTym k
MPUBEICHHBIM B TaONHUIE HUKE MTapaMeTpaM MOXKHO TOJTyYHUTh C TOMOIIbI0 KoMaH kI ssh key.

ITapameTp | ApPrymMeHTbI Onucanue

-s Oro0paskeHre TEKYIIETo UCIIONb3yeMoro Kitoua cepsepa SSH.

-f OroOpakeHre TEKYIIX OTIIEYaTKOB MajbIeB KiIroua cepepa SSH.

-d VYraneHue TEKyIero UCIOIb3yeMoro Kiroda cepsepa SSH.
Hmnopt xirog B Hu 71 o 15 cranmapt

= Mz panna>.pkls Kpnnizm;;jezigﬁef:snim 030%)ng11ij Ijncoqaonil ?I)’KaCS).
Coznanue xitoda cepBepa SSH Ha ocHOBe allropUTMa MOCTPOEHUS

—ecdsa 056 ANIEKTPOHHOH NU(POBOI MOAMUCH C UCTIONH30BAHUEM

ammuntadeckux KpuBelx (ECDSA) ¢ ykazaHHBIM pazMepoM
B OUTax.

Coznanue kiroua cepepa SSH Ha ocHOBe anropurMa
-rsa 1024 | 2048 | 4096 | xpunrocucrtemsl Pusecta — Illamupa — Annemana (RSA)
C YKa3aHHBIM pa3MepoM B OUTax.

Mpumep 1. JIns otoOpaxeHus TeKymiero kioda cepeepa SSH Habepute cnenyroiee.
ssh key -s
E000: Success.

Mpumep 2. JIns ummopra kmoua cepsepa SSH u3 ¢daiina .p15, renepupyemoro yrunuroid NMC Security
Wizard CLI (uaTepdeiic koMmaHIHOM CTPOKH MacTepa 0e30IacHOCTH IUIaThl CETEBOTO YIPABICHU ), Ha0epHuTe
CIIIyIOIIIEe.

ssh key -i nmc.pl5

E000: Success.

ssl

Hoctyn. [IpuBuiernpoBaHHbIHN TOIB30BaTENb, AAMHHUACTPATOP, TMTOIB30BATENb C TIPAaBaMH TOIHKO Ha CETEBEIE
pecypcsl

Onucanune. Hactpoiika u ynpasnenue odmenoctynHsiM kitodoM [ICY u ceprudurarom Bed-unTEpdetica
TIOJIB30BAaTENs, a TAKXKE CO3aHME 3ampoca Ha noAanuck ceprudukara (CSR).
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MPUMEYAHMUE. [Ins nanHON KOMaH[BI CYIIECTBYET TpU HAOOpa mapaMeTpOB, YKa3aHHBIC HUXKE
(key, csr, u cert).

KoHdurypauma HacTpoek o6LlefoCTYNHbIX Kntoven (key):

Mapamerp

AprymMeHThbl

Onucanne

OToOpakeHne TEKYIIETO UCITOIb3YeMOT0 O0IIEeIOCTYITHOTO
KITFOYa.

Vnanenue TEKYILIETO UCTIOJIb3yEMOI'0 06HI€ZIOCTYHHOFO
KJIro4a.

<IMsa Qammna>.plb

Wmmnopt obmenoctynHoro kioda u3 ¢aiina Ne 15 cranpapra
KpunTorpadguaeckoi 3amuThl ¢ OTKPHITHIM KittodoM (PKCS).

-ecdsa

256 | 384 | 521

Co3zmanue 00Imea0CTyITHOTO KITFoua Ha OCHOBE aJlTOPUTMA
MIOCTPOCHUSI ANIEKTPOHHOM IT(PPOBOH MOIHCH C
HCTIONIb30BaHMUEM arutunTrdeckux KpuBbix (ECDSA) ¢
yKa3aHHBIM pa3MepoM B OUTax.

—rsa

1024 | 2048 | 4096

Co3nanne 00IIeA0CTYTHOTO KIIF0Ya Ha OCHOBE aJITOPHTMA
kpuntocucreMbl Pusecra — Illamupa — Annemana (RSA) ¢
YKa3aHHBIM pa3MepoM B OUTaX.

Mpumep 1. Jlns cozgarms HoBoro obmmenoctymHoro kioda ECDSA-521 BBenuTe ciemyroree.

ssl key -ecdsa 521

E0O00: Success.

Mpumep 2. JInsg nMriopra o0IIeA0CTYITHOTO Kitoua u3 daiina .pl5, reaepupyemoro yramutoit NMC Security
Wizard CLI (uaTepdeiic koMaHIHON CTPOKH MacTepa 0€30MaCHOCTH IUIAThl CETEBOTO YIIPABJICHUS), BBEIUTE

CIeyoIIee.

ssl key -i nmc.plb

EO00: Success.

KoHdurypauusa HacTpoek 3anpoca Ha noanucb cepTudukara (csr):

[Mapamerp | AprymeHTbI Onucanue
. OToOpakeHue TEKyIIeTo 3ampoca Ha MOIIMUCh CepTU(UKaTa
-S <Ums danya>
(CSR).
. Co3snanne 3anpoca Ha noanuck ceprudukara (CSR) u3
-q <Umsa dansa> o
AKTHBHOW KOH(UTypaLuHy.
Co3nanue moJbp30BaTeNIbCKOTro 3arpoca Ha MOAMUChH
cepruduxara (CSR).
-CN <Obmee wnMsa> OO11iee M SBISIETCS IOJHOCTBIO OTPEIEIICHHBIM HMEHEM

nomena (FQDN) mnars! ceteoro ympasienus (NMC).
Hampumep, nmenem sBinsiercs ero [P-agpec mmm *.nmc.local.

[TapameTphI MOTB30BATENHCKOTO 3ammpoca Ha moanuck ceprugukara (CSR).

MPUMEYAHME. TIpuBenennbie HKe BAPUAHTHI JOCTYIHBI TOIBKO st -CN.

-0 <OpraHmszaumsa> HaumenoBanue Baieit opraHu3aiuu.
ou <[ompasnesieHue Tlogpasznenenue Baiiei opranu3alv, BiIajeromee
OpI‘aHVIBaLU/H/[> CepTI/I(i)I/IKaTOM.
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IIapameTp | AprymeHTBI Onucanune

2-6yKBeHHLIﬁ KOJI CTpaHbl, B KOTOpOﬁ HaxXoOUTCA Balla

-C <CTpaHa>
opraHu3arusi.
—san <OBmee umda | O6mee ums wiu [P-anpec TICY.
IP-ampec>

NMPUMEYAHUE. Co3naHHble 3alIpockl Ha MOAMUCH CEPTUPHUKATOB OYIyT XpaHUThCA B Karaiore ssl meHTpa
NMC. Cwm. pa3gen

Mpumep 3. UtoOwl cozaars OBICTPBIi 3ampoc Ha moAnuck ceprudukara (CSR) 3 akTuBHOH KOHPUTYpaiH,
BBEANTE CIEYIOLIEE.

ssl csr —g

E000: Success

Mpumep 4. YtoOs! co3naTh MUHIMAITBHBIN 3anpoc Ha moAnuch ceprudukara (CSR), BBeauTe crenytromiee.
ssl csr -CN 190.0.2.0 -C US

E000: Success

Mpumep 5. UtoOwI co3aaTs Moabs30BaTeNLCKHI 3apoc Ha moAnuck ceprudukara (CSR), BBeaure
ClIeLyIoLIee.

ssl csr -CN apcXXXXXX.nmc.local -C US -san *.nmc.local -san 190.0.2.0

E000: Success
KoHdurypaumsa HacTpoek cepTudmkaTa Be6-mHTepdenca nonb3oBarens (cert):

IIapameTrp | AprymMeHTbI Onucanne

OTtobpaxxenue ykazanHoro ceprudukara. IPUMEYAHUE.
-s <Umsa danna> BrimonHeHne qaHHOTO MapaMmeTpa 6e3 aprymenTa Oyaet
0TOOpaXkaTh TEKYIIUH MUCTIONB3YEMbIH CepTH(UKAT.

OToOpakeHne yKa3aHHOTO CepTU(UKATa OTIEUATKOB
nansnes. IPUMEYAHMUE. Beinonuenne 1aHHOTO

-f <Vusa darya> .
napameTpa 0e3 apryMeHTa OyneT 0ToOpakaTh TEKYIIHA
cepTU(UKAT OTIEYATKOB HAIBIIEB.

-i <VmMs darma> WNwmmopr ceprudukara.

Mpumep 6. J1nsg 0TOOpakeHUsT aKTUBHOTO CepTU(UKATa BBEAUTE CIEAYIOIIEe.

ssl cert -s

Mpumep 7. {na orobpaxkeHus ¢aiina nme.crt, pacrooXeHHOTo B Karajore ssl, BBeouTe cienyouiee.
ssl cert -s ssl/nmc.crt

Mpumep 8. [Ins ummopta apyroro ¢aiina other.crt, BBeguTe cienyomniee.

ssl cert -i other.crt
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system

Hoctyn. [IpuBHIerupoBaHHBIN ITOJIH30BATEIh, aIMIHACTPATOP.

OnucaHwue. HpOCMOTp " YCTAaHOBKA MMCHH CUCTCMbI, KOHTAKTHOT'O Jinllda, MECCTOIIOJIOKCHUA U BPDECMCHU

pa60TBI, a TAKXKEC IIPOCMOTP AaTbl U BPEMCHH, TCKYLICTO ITOJb30BATCIIA 1 COCTOAHHA CUCTEMBI BBLICOKOI'O

ypoBHs P, N, A (cM. pazzen «user»).

ITapamerp | AprymeHr Onucanue

-n <HUMs CUCTEMBI> OmnpepensieTcs UMs yCTPOUCTBA, UM OTBETCTBEHHOTO 32 3TO YCTPOHCTBO
—KOHTAKT U (pusnueckoe pacnoioKeHue yCTpoicTRa.

-c CHCTEMBL> [Tpumeuanue. Ecnu 1uist onpeneneHns 3HaYSHUs UCIIONB3yeTcst 0oliee 0HOTO

CJIOBA, TO 3TO 3HAYEHHE JOJDKHO YKA3bIBaThCS B KaBBIYKaX.

1 <pacrnoJoXeHHe DTu 3HaYeHUs UCTIONB3YIOT Taloke StruxureWare Data Center Expert,
CHUCTEMBI> EcoStruxure IT Expert u arear SNMP IICV.

m <CHUCTEMHOE OTtoOpaxkeHHe HACTPaUBaeMOTO COOOILICHUS Wi OaHHEpa Ha CTPaHUIIE BXOJA
coo01eHne> BeO-MHTEpdelica moap30BaTels WK HHTepdeiica KOMaHHOW CTPOKH.

enable | disable

CI/IHXpOHI/ISaL[I/IH CHCTCMbI 1 UMCHH XOCTa.

PaGoraer aHaIOTHYHO KOMaH/JI€ «dns -y».

Mpumep 1. Jns onpeneneHuss MECTOTIONOKEHHUS YCTPOICTBA Kak Test Lab HaOepure:
system -1 “Test Lab”

Mpumep 2. Jng 3a1aHus UMEHHA CUCTEMBI Don Adams HaOepuTe:
system -n “Don Adams”

tcpip
HocTyn. [IpuBniernpoBaHHEIA MTOIB30BaTENb, AAMHHUACTPATOP, MTOIB30BATENb C TIPAaBAMHU TOIHKO Ha CETEBEIC
pecypchl.
OnucaHue. BrImonHSIETCS MPOCMOTP M py9HAsI HACTPOHKa cieayromux napamerpoB IPv4 TCP/IP ms TICY:
ITapamerp | AprymesT Onucanue
-S enable | disable Brurrouenne win Beikmrouenue TCP/IP v4.
-1 <IPv4-ampec> Ha6epure IP-anpec TICY, ucrmonb3yst popMaT XXX, XXX XXX. XXX
-S <Macka MojiceTH> Ykaxkute macky noacetu st [ICY.
VYkaxute [P-agpec nuio3a, HConb3yeMoro o ymoiadanuto. He
-g <WUTH03> ucnonv3yume nuterpoBsrit agpec (127.0.0.1) B kagecTBe agpeca
[IJTI03a 110 YMOTYaHHIO.
-d <uMs TOMEHa> Vkaxute umst DNS, ckordurypupoBannoe DNS-cepsepom.
VYKaxxuTe UMs X0CTa, KOTOPbIH OyAeT HCTIOIb30BATHCS MIaTON
-h <uMs XocTa>
CETEBOT'0 yIPaBJICHUS.

Mpumep 1. lnsg mpocMoTpa ceTeBIX mapaMeTpoB IICY HabepuTe tcpip U HAKMHUTE KIABUIITY ENTER.

Mpumep 2. Jns pyuHoii HacTpoliku [P-ampeca 150.250.6.10 ais [ICY HabepuTe:
tcpip -1 150.250.6.10
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tcpip6

Hoctyn. [IpuBunernpoBaHHbIN MTOIB30BaTENb, AAMHHACTPATOP, MTOIB30BATENb C TIPAaBaMH TOJIHKO Ha CETEBEIE

pecypchl.
OnucaHue. Bkimouernne [Pv6, mpocMoTp U pydHas HacTpoiika clienyronux mapamerpos [Pvo TCP/IP
s TICY:
ITapamerp | AprymeHT Onucanue
-S enable | disable Bruttouenue win Beikittouenue TCP/IP vo.
-man enable | disable Pasperenue py4uHoii aapecanuu ais 3ananus aapeca [Pvo TICY.
. Pa3pemienne aproMaTHueckoi HacTpoiiku agpeca [Pv6 miare
-auto enable | disable P p &
CETEBOTO YIPABICHHUSL.
-1 <anpec [Pv6> 3ananue aapeca [Pv6 muiaThl ceTeBOro ynpapieHUs.
-g <uwto3 [Pv6e> 3ananue aapeca [Pv6 mmio3a mo yMoI4aHHUIo.
3ananue pexxuma DHCPv6: ¢ ynpaBisieMbIMH TapaMeTpamMu
MapIuIpyTH3aTopa, ¢ COXpaHEHHEM COCTOSHUS (MOMIEPKKa
router | statefull | PPy p p . (nomnep
-d6 COCTOSIHUSL ZTSI afpeca U Ipyroi uHpopManunm), 6e3 CoXpaHeHHst

stateless | never

COCTOSIHMSI (COCTOSIHUE HH(POPMAIIUH, OTJIHYHOM OT aapeca, He
MO IeP>KUBACTCS ), OTKIIIOUYEHUE.

Mpumep 1. {ns npocmotpa cereBbix napameTpoB [ICY HabepuTe tcpip6 U HAKMUTE KIaBUITY ENTER.

Mpumep 2. YtoOw BpyuHYIO HacTpouTh anpec Pvo 2001:0:0:0:0:FFD3:0:57ab mis IICY, Habepure:
tcpip -1 2001:0:0:0:0:FFD3:0:57ab

uio

D,OCTyI'I. HpI/IBI/IJ'IGFI/IpOBaHHHﬁ IMOJIB30BATEC/Ib, AAMUHUCTPATOP, I1OJIH30BATCIb YCTPOﬁCTBa.

OnucaHune. Dta KOMaH/Ia TPUMEHSIETCS IS TUIaT ceTeBoro ynpasienus 3 AP9641 nim AP9643
C MOJKITIOYEHHBIM JIOMIOJTHUTENFHBIM YCTPOHCTBOM BBOJA-BBIBOZA C CyXUMHU KOHTakTamu (AP9810).

IMapameTp AprymeHT Onucanue
W3MensieTcsa cOCTOSHUE MOJKIIOYEHHOTO BBIBOJA U
-rc <UIO nopr Ne> | open | close ykasbiBaeTcst HoMmep nopta UIO (yHuBepcaiabHBbIif
BBOJI-BBIBOT).
<UI0 nopr Je> | N —
<UIO nmopt Ne>,
-st KOHTaKTaMmH. J[j1s mpocMoTpa coCTOSHUS KOHKPETHOTO
<UIO mopt Ne> |
<UI0 riopr Ne>—<UIO ropr Ne> JlaT4rKa WIN HECKOJIBKUX JaTYMKOB HaOepHTe HOMEpa
ux nopros UIO.
<UIO nopt Ne> |
-disc <UIO mopt Ne>, BrinonHseTcst uaeHTUOUKAIMS TOIKITIOYCHANH HOBOTO
<UIO nopt Ne> | BXOJIHOTO KOHTAaKTa WJIN BBIXOJAHOIO pelle.
<UIO nopt Ne>—<UIO mopt Ne>

Mpumep 1. Yto6sI pa3oMKHYTH BEIXOJ, HAOEPHTE:
uio -rc 2 open

Mpumep 2. [l npocMoTpa COCTOSHES yCTPONCTB, MOAKITIOUECHHBIX K YCTPOMCTBY BBOJIA-BBIBOJA C CYXHMU

KOHTAaKTaMH, KOTOPOEC CBA3aHO C YHUBCPCAJIbHBIM IOPTOM 2 BBOJa-BbBIBOJA, Ha6epHTe:

uio -st 2
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ups

HexoTtopsie mapameTpbl koMaHAb! Ups 3aBUcAT oT Mozaenu MBI, B HekoTopsIX KOHPUTypaIsIx

OTACJIBLHBIC TapaMETPbl KOMaH/Ibl UPS MOTYT HC IMOAACPKUBATLCH.

Hoctyn. [IpuBuiIerupoBaHHbIN MOIB30BaTENb, AAMUHHCTPATOP, MOJIB30BaTEb YCTPOHCTBA.

Onucanue. Ynpaeneane UBI1 u mpocmoTp cBenenuit o cocrosanu. CBeieHus: 00 OTHOIICHUH 3TUX
apaMeTpoB K IaHHOMY 3KpaHy CM. B

IMapameTp

APprymMeHThblI

Onucanne

reboot

[TpoucxonuT nepesarnyck HOAKIIOYEHHOTO 000PyI0BaHHs OCIIE
BBITOJIHEHHS CIEAYIOMINX OIepaIiii:

* Beikmrouenne nuranus UBII.

* Brimrouenne nuranns MIBIT nocne Toro, kak eMkoctsb Garapen MBIT

BO3BPAI[AETCS K MUHUMATFHOMY 3HAYCHHUIO B IIPOLICHTAX, 331aHHOMY
JUTsl TTapaMeTpa Cwm. “cfgshutdn”.

on

Bxmouenne nuranns UBIT.

off

HememnenHoe BeIKITIOUEHUE BEIXOAHOTO HanpsbkeHust BIT 6e3
3anep Ky BeIkroueHUs. MIBI1 ocTaercs BBIKIIOUCHHEBIM, TTOKa HE OyIeT
BBIMIOJTHEHO MTOBTOPHOE BKJIIOUEHUE.

graceoff

Briknmrouenue nuranms PO3CTKU WBII o ucreuennn BpPEMCHH ITapaMeTpa

gracereboot

370 AEHCTBUE aHATIOTUYHO ONMMCAHHOMY BBIIIIC ICHCTBHUIO MEpe3arpy3KH,
HO C JIOTIOJTHUTENIbHOM 3aJiepKKoi nepen oTkitodeHremM. [loakntoueHnoe
000pyI0BaHKE TOJDKHO OBITH BBIKITFOUEHO TOJIBKO M0 HCTCYCHUU BPEMCHH
napamerpa , KOTOPOE BBIYUCIIACTCS B
COOTBETCTBUH C PA3IACIIOM «30A0EPIHCKU BLIKTIOUEHUS U 8bIKTIOUEHUE Cemu
PowerChute»

sleep

UBII nepeBoauTCs B CISILIUN PEKUM 32 CUET OTKIIIOUEHUS €ro
BBIXOJTHOTO HANPSDKEHUS Ha onpeesieHHbli nepuoa Bpemenu. MBI
OTKJIIOYAET BBIXOJHOE HANPSKEHUE M0 UCTEYCHUH BPEMEHH, 3aJaHHOTO
B [apameTpe . Korna BxonHoe HanpsikeHue
Bo3Bpauiaercs, UBII BxiiroyaeT BBIXOIHOE HAIIPsDKEHUE IO UCTEYEHUN
BpEMEHH MapameTpa . CM.«usery.

gracesleep

WBII mepeBoauTCS B CIISIINN PEKUM (OTKITIOUAETCS BHIXOAHOE
HaTIpsDKEHUE Ha ONPECIICHHBIN EpHo/] BPEMEHH).

* BII oTkiTrouaeT BEIXOAHOE HANPSHKEHHUE IO UCTCUCHUN TIePHOIa
, 4TOOBI aTh BpeMs i 0e301acHOTO
OTKJIFOYEHHS CepBepa MPOrpaMMON CETEBOTO OTKITIOUCHHSI
PowerChute, u mepuoaa
* Korga BxogHoe Hanpsbkenue Bo3pautaercs, UBII Bkirouaer
BEIXOTHOE HATIPSDKEHHUE 110 UCTCUCHUN BPEMEHH MTapameTpa
. Cm.«llomp30Bareby.

start | stop

BrITONHSETCS HAualo WK 3aBepIIcHHUE MPOBEPKHU padouero 1ukia. [Ipu
KaJ'II/I6pOBKe BBITTOJIHACTCA MEPECUCT OCTABILIETOCSI BPEMCHU pa6OTbI,
U TpeOyeTcs BRITIOTHEHUE CICAYIONINX YCIIOBHIA.

* [TockobKy MpU KaaHOPOBKE CYIIECTBEHHO PACXOAYETCs pecype
6arapeii BII, HeoOX0aMMO BBHIONTHATE KaMOpPOBKY mpu 100%
3apsijike Oarapeii.

o JI71st mpuHATHS KATHOPOBKU HEOOXOIMMO, YTOOBI HATpy3Ka
cocrapisia He MeHee 15%.

start

3anyckaercs camonuarnoctuka MBIT.

enter | exit

[Iposepsercs pabota B pexumMe Oarmaca. ITa KOMaHAa-S 3aBUCHUT OT
MOJIEJIM U MOXKET OTcyTcTBOBarh B Bamem UBII.
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Mapamerp

AprymeHTsbl

Onucanne

Off | DelayOff| On |
DelayOn | Reboot |
DelayReboot |
Shutdown |
DelayShutdown |
Cancel

VYnpagnenue rpynmnamu po3etok MBI, 3amenute # Ha HOMep TPYTITBI
PO3ETOK.

Ecmu rpynma po3erok HaxoguTes B cocTostHUE On, TO 3TOT mapaMeTp
MIPUHIMAET TPH CIEAYIONINX apTyMEHTa!

* Of £ — IPOUCXOAUT MTHOBEHHOC OTKJIFOUCHHUE I'PYTIIIBI.

* DelayOf f — OTKJIFOUEHHE IPYIIIBI IPOUCXOIUT CIIYCTS ONPEAETICHHOE
BpeMmsl (B CEKyH/Iax), 3a/1aBaeMOe€ Kak 3a/1epikia nmpu 0TKII0YeHnn
NUTAHUS.

* Reboot — MPOUCXOIUT MTHOBEHHOE OTKIIIOUYEHHE TPYTIIIBI, 3aTeM OHa
BKJIFOYAETCsI CITyCTS OIpe/IeNIeHHOE BpeMsI (B CeKyHAaX), 3a1aBacMoe
kak [IponokuTe/ IbHOCTh Mepe3arpy3ku U 3ajiep:KKa npu
BKJIIOYEHH U UTAHMS.

*DelayReboot — OTKIIIOYCHHC I'PYIIIBI PO3CTOK IIPOMCXOAUT CITyCTS
omperieNieHHOe BpeMs (B CEKyH/axX), 3alaBaeMoe Kak 3a/1epikia mpu
OTKJIIOUMEeHUN nMuTanus, 3aTéEM OHa BKIIIOYACTC CITYCTA OIPEACIICHHOC
BpeMs B CEKyHaX, 3a1aBaeMoe Kak [IpopomxknrebHoCTh
nepe3arpy3ku u 3ajep:KKa NpH BKJIIOYeHUU NMUTAHUS.

* Shutdown — ecnu MBIl paboTaeT oT ceTH, BBIMOIHACTCS
nepesarpyska rpymmsl po3etok. Eciu UBIT pabotaet ot Garapew,
paboTa rpyIIbI 3aBEpIIaCTCs 10 BO30OHOBICHUS MUTAHUS OT CETH
IIEPEMEHHOI0 TOKA.

* DelayShutdown — 3aBepIIeHHE PaOOTHI IPYIITBI PO3ETOK
MIPOHMCXOAUT CITYCTS OIPENIENICHHOE BpeMsI (B CeKYHIaX), 3aaBacMoe
Kak S:uep;l\'lca NpA OTKJIIOYCHUU ITUTAHUSA.

*Cancel — MpeaplayLIe KOMaH Ibl, HAIPUMEDP OTKIIIOUYEHHE,
OTMEHSIOTCSL.

Ecmu rpynmna posetok umeet coctosiHue off, To 3TOT mapameTp IpuHUMAeT
JIBa apryMeHTa:

*On — IDPOUCXOAUT MTHOBEHHOE BKJIIOUCHHUE I'PYIIIIEI.

*DelayOn — BKJIFOYEHUE IPYNIIBI IPOUCXOAUT CITyCTS OIIPENEIICHHOE
KOJIMYECTBO CEKYH/, 33aBaeMO€ KaK 3a/1epskKa IIPU BKJIKOYUCHIH
IIUTAHUA.

ITapameTpsl 3agepakka NPH BKIIOYEHUM NIUTAHUS, 3a1ePiKKA IPH
OTKJIIOYCHUH NMUTAHUA U ﬂpo,*lo.'r,mn CJIbHOCTD I€pe3arpy3Kku
HACTPaWBAIOTCS B HHTEp(Eiice MoIp30BaTes.

-os#

[IpocmoTp cocTosHUSA (BKIL., BBIKII. WM IIepe3arpys3Ka) BCeX Iy
PO3ETOK.

J11 mpocMOTpa COCTOSIHUSI KOHKPETHOM IPYTIIIBI PO3ETOK YKAKUTE €€
Homep. Hanpumep, Habepure ups-osl sl POCMOTPA COCTOSTHUS
TPYIIIBI pa3beMoB 1.

OnHako, cleayeT IOMHHUTH CIIeIyIomIee:

a) [Ipn ucnone3oBanuu nanHoro napamerpa Ha MBI ¢ ocHOBHOI rpynimoit
PO3ETOK:

1 060o3HaYaeT OCHOBHYIO TPYIIIY PO3ETOK, 2 0003HaYaeT KOMMYTHPYEMYIO
TpymITy po3eTok 1, 3 0603Ha4YaeT KOMMYTHPYEMYIO TPYIITY PO3ETOK 2 M T. 1.

6) Ha UBI1 BE3 ocHOBHOI rpyIbI pO3ETOK:
1 onpezensieT KOMMYTHPYEMYIO I'PYIITy po3eToK 1 U T. 1.

-st

IIpocmotp coctostuus UBII.

-a

start

IIpoBepka 3BykoBoro curnana UBII.

Mpumep 1. Jlns 3amycka KaTuOpOBKY BpEMEHH aBTOHOMHOW pa0O0ThI HAOEPHTE CIIEMYIONIee.

ups -r start
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Mpumep 2. /1151 MrHOBEHHOTO OTKIIOUEHUS rpymisl po3etok 2 ais MBI Smart-UPS XLM Habepute cnemyroriee.

ups

-02 off

MapameTpbl komaHAabl ups ans ycrtponcte UBIN MGE Galaxy:

Ot koMmaH b1 AocTynHb Toabko Ha UBIT MGE Galaxy 300 u MGE Galaxy 7000.
Hekortopsle mapameTpsl MOTYT OBITh IOCTYITHBI TOJIBKO Ha OTAeabHON Moxenu MBI,

ITapametrp | AprymeHTt Onucanne
OTtoOpaxkeHre N3MEPEHUH BXOIHBIX XapaKTEPUCTHK JJIsl BRIOpAaHHOH (ha3bl
<Ne ¢azsr> | all WBII. I1pu BBoae 3HayeHus «all» oroOpaskarorcst cBeneHus I Beex das
' nannoro UBII.
-input
VYka3aHue U3MEPEHUH BXOAHBIX XapaKTEePUCTHK Il KOMaHJIBl UPS.
voltage | current | pen A PaKTep A Aiel up
IIpumep. ups -input 2 frequency
frequency | all
Otobpaxenue yactotsl 1t 2 ¢aszst MBI
OTtoOpaxkeHre N3MEPEHUH BXOIHBIX XapaKTEPUCTHK JJIsl BRIOpAaHHOH (ha3bl
<Ne dazsr> | all cetu Oaiimaca. [Ipu BBoze 3HaUeHUS «a 11y OTOOpaKarOTCs CBEICHUS JIIS
Bcex (a3 cern Oaifnaca.
-bypass
VYka3aHue N3MEPEHUH BXOAHBIX XapaKTEePUCTHUK Il KOMaHJIBl UPS.
voltage | current | P A paKTep A ARl Up
IIpumep. ups -bypass 2 current
frequency | all N
OTtoOpaxenne Toka 1y 2 (asel ceTn Oaiinaca.
OTtoOpaxkeHHe N3MEPEHHUH BBIXOAHBIX XapaKTEPHCTHK ISl BHIOpaHHOM
<Ne ¢azsr> | all ¢a3s1 UBII. [Ipu BBoze 3HaueHns «all» oToOpaxkaroTcs cBeICHUS IS BCeX
¢a3 manHoro MBII.
-output
voltage | current | load | | YkazaHue u3MepeHHH BBIXOAHBIX XapaKTEPUCTHK U1 KOMAHJIBI UPS.
power | percload | pf | Hpumep. ups -output 2 percload
frequency | all OTtoOpaxxeHre npolieHTa Harpy3ku s 2 ¢assl UBII.
-batt OTtobpaxenue coctostHus 6arapeun UBII.
-about Otobpaxenue csenenuii 00 UbBII.
VYka3aHue 3HaYEHHS C, W HJIH 1 T03BOJISIET OTOOPa3HUTh TOJIBKO KPUTHYECKHE
-al clwli (¢), TOJIBKO MpeaynpeauTeNnsHble (W) WM TOJIBKO HHpOopMannoHHbIe (1)
CHUTHAJIBI TPEBOTH.

Mpumep 3. Jlns orobpaxkeHus cocrosHus 6arapen yerpoiictBa MGE Galaxy Habepure ciemyroriee.

ups

upsabout

-batt

Ha nexotopeix ycrpotictBax MBII MoryT OBITh TOCTYIIHBI HE BCE CBEICHUS, BO3BpAIllaeMbIe
KOMaHJ0i1 upsabout.

OocTyn. [IpuBuierupoBaHHBIN MOIH30BATETh, AIMUHACTPATOP, MOJIB30BATENh YCTPOUCTBRA.

Onucanune. Otobpaxaet ceenenus o0 MBI, cpenu KoTOpbIX:

Monens, mudp u3aenus, cepuitHblil Homep, Bepcus npoutnBku WBI, nara nmponsBoacTsa, momaHas
HOMUHAJIbHAsI MOIIHOCTh, (JaKTUYECKasi HOMUHAJIbHASI MOIITHOCTb, & TakKe MHU(PHI BHYTPECHHEH W BHEITHEH

Oarapeii.
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upsfwupdate

DTa KOMaH/1a MOXeT ObITh IOCTYITHA He s Bcex ycrpoicT MBI

Hoctyn. IIpuBuierupoBaHHbIi MOIB30BaTENb, AAMUHUCTPATOP, TOJIB30BaTEb YCTPOHCTBA.

OnucaHue. 3anyck o6HoBneHus npoumsku WUBIL:

Caenyiire uncrpykuusiMm CLI, 4To0s1 onpenenuts, Hy)HO 11 BeIKII09UTh VIBIT nepen o6HoBICHNEM
MPOMIUBKH.

*  HMudopmanuio mo nomydeHuro ¢aiisa c 0OOHOBICHNEM IPOIIMBKU CM. B CTaThsIX C HACHTH()HUKATOPaMu

n

B 0a3e 3HaHUN Ha

e Oo6nosnenus ¢ nomoripio USB (Tomsko AP9641 u AP9643).

Yerpoiicteo USB nomxno nopnepxuare USB v1.1 u umers dopmar daitioroii cuctemsl FAT,
FAT16 wmu FAT32.

Daitr 0OHOBIICHHS TIPOIITUBKHA MOXET OBITh COXpaHEH B KOPHEBOM KaTajore ycrpoiictea USB nimn
B Karasore /upsfw/ Ha yctpotictee USB.

YcTpoticTBo moKHO OBITH BeTaBiieHo B mopT USB Ha [ICY.

MpumeuaHue. [ins 06HOBNEHUS MOXET NOTPebOBaTLCS HECKOMBKO MUHYT. He n3BnekanTte
yctpoicteo USB u3 MCY, noka o6HoneHune npowwmeku VBN He ByaeT 3aBepLueHo. Ecim ycTpoincTso
USB 6yaeT n3BneyeHo nepea BbiMOSIHEHMEM 0OHOBEHMS NMPOLIMBKKN, 06HOBNEHME He ByaeT
BbINOJSIHEHO YCMNELLHO.

IMapamerp | AprymeHT Onucanne

-install

IIpumeuyanne. [laHHbIM MapaMeTp JOCTYIEH He Ha Beex ycrpoiicTBax MBIL

Yeranosure obHoBneHue npotmsku WBIT ¢ yerpoiictea USB, BcTaBneHHOTO
B ropt USB IICY. Vkaxxure myTh K (ailry OOHOBICHHS IIPOIIMBKY HA
yerpoiictBe USB. USB-muck monTtHpyercs Ha [ICY kax auck D:\

-file <myTp_K_(haiimy>|
-ver <epcusi_npommmBki> | IIpu Hamuuuy HECKOIBKUX (haiiyioB MpommBKY Ha ycrpoiictee USB
YKaKUTE BEPCHUIO MPOIIUBKH B ClieytoneM opmare:

[HoMep UI UBII] [Bepcusa npoumekyu VBII]

Ipumeuanne. Homep U UBII MOXXHO MOTYYHUTH C TOMOILBIO KOMAaH b
- info, onmucaHHON HUXKE.

-info

CM. nHpOpMAaNHIO O MPOIIUBKE, TOCTYIHOM Ha ycrpoiictBe USB,
koTopoe BcTasieHo B nopT USB IICV.

-file <myTp_K_(haiiny>|

Vkakure myTh K (ailiry 0OHOBJICHHS TPOIINBKY Ha ycTpoiictBe USB.
-ver <BepcHs_TNpPOIIUBKI>

[Tpn HanM4YKMM HECKONBKUX (alIIoB MPOIIMBKY Ha ycrpoiicte USB
YKaKUTE BEPCHUIO NPOIIUBKY B ClieytoneM opmare:
[Homep UI UBII] [Bepcua npoumbeky MBII]

-list

OTOoOpakaeT CUCOK JOCTYITHBIX BEPCHI MPOIITUBKY HA YCTPOHCTBE
USB, kotopoe Bctasieno B nopt USB TICYV.

-status

HpOBepKa COCTOSAAHHMS YK€ 3allyIICHHOT'O OOHOBIIEHHS IMMPOIIMBKH.

-lastresult

HpOCMOTp PE3YIIBTATOB MOCJICAHCTO 3AITYIIIECHHOT'O OOHOBIICHUS MPOLINBKU.
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Mpumep 1.

upsfwupdate -info -ver "ID11l UPS 03.8"
Searching for wversion 'UPS 03.8'... found.
Version 'UPS 03.8' at C:\SMX11UPS 03-8.enc
E0O00: Success

Update File: C:\SMX11UPS 03-8.enc

Compatible with UPS: Yes

Update Version: UPS 03.8

Mpumep 2.

upsfwupdate -status

EO0O00: Success

Status: 3k/257k (1%)

user

HocTtyn. [IpuBunerupoBanHbIN MOIB30BaTENb, AAMUHUCTPATOP.

OnucaHue. 33.,[[.’:1HI/I€ HWMCHU IIOJIB30BATCIIA U MAapOJId AJId KaXXJI0Tro TUla y‘lCTHOI\/'I 3alliCH, a TaKXKC 3aJaHNC
BPEMCHU OKUJAHUA OTCYTCTBUSA aKTUBHOCTHU. (I/IMH IOJB30BaTCIIA U3BMCHUTD HCJIB34. H€O6XO,[[I/IMO YAAJIUTDb,
a 3aTeM CO31aTb HOBOI'O HOHLSOB&TGHH.)

I[OHOHHI/ITGHLHYIO I/IH(I)OpMaI_II/IIO O pa3pCUICHHBIX ,Z[eﬁCTBPISIX JJIA KaXKa0ro Tuiia yquHoﬁ 3aIlliCH
(HpI/IBI/IJ'ICFI/IpOBaHHHﬁ IOJIB30BATCIb, AAMUHUCTPATOP, ITOJIB30BATCIIb yCTpOﬁCTBa, IIOJIB30BATCIIb
C IpaBaMH TOJIBKO Ha YTCHUC U ITOJIB30BATCJIb C IIpaBaM TOJIBKO Ha CCTCBBIC pecprLI)

CM. B

ITapamerp | AprymeHT Onucanue

-n <I10JTb30BATEIb> YKaXuTe Mosib30BaTes.
JL1s IpUBUITETPOBAHHOTO TIOJIB30BATENS HEOOXOTMO

. ka3ath Tekyuit napons. IPUMEYAHMUE. [Tapamerp -c

-cp <TeKyUIUil mapoap> Y i P P p-cp
TpeOyeTCst, TOIBKO €CITH Mapoib MPHUBIICTHPOBAHHOTO
TTOJTH30BATENS N3MEHSACTCS YIAICHHO.

-pw <I1apoJib MOJIb30BATEII>
VYKakuTe 3TH MapaMeTpsl ISl TOJIB30BaTENs.

-pe <paspelieHue nojab30BaTeis™> MMPUMEYAHUE. Onrcanre He0OX0IUMO 3aKITIOYUTh
B KaBBIUKU.

-d <omnucaHue NoJab30BaTess>™

e enable | disable BxuroueHne UK OTKITIIOUEHHE JOCTYIIA K ONpeaeIeHHOM
YYETHOU 3aIHCH TIOTb30BaTEIS.

-te enable | disable BrtroueHue 10CTyna K CCHCOPHOMY dKPaHy.

<pin-Koj AOCTyIa K CEHCOPHOM
-tp P AA0CTY PHOMY Ewe He peanuzoBaHo.
9KpaHy>
BxitoueHue nepeonpeneneHus y1aa€¢HHON aBTOpU3aluu
CEHCOPHOIO 3KpaHa. DTOT MapaMeTp JOCTYIIEH TOJIbKO Ha
. HEKOTOPBIX YCTPOMCTBAX.

-tr enable | disable PRIX YCTP
Ecnu BrmrounTh 910 niepeonpenenenue, [ICY mo3Bomut
JIOKAJIbHOMY TOJIb30BaTENI0 BBITIOIHUTE BXOJ C TIOMOIIBIO
napons ans [ICY, coxpanenHoro noxansHo Ha [ICY.
VkaxkuTe BpeMsi 0KHIaHUS ceaHca Mepel BBIXOIOM

-st <BpeMs O)KHIaHHS ceaHca> P L pea A
TIOJTE30BATENISI IPH OTCYTCTBUH aKTHBHOCTH €TO KIIABHATYPEI.

PykoBoactBo nonb3oBartensa UPS Network Management Card 3 CLI

40


https://www.apc.com/ru/ru/download/document/SPD_CCON-AYCEFJ_RU/

ITapamerp | AprymeHT Onucanue

Pexum obxona ¢pynkmit RADIUS npu ucrons3oBaHun
mocenoBarenbHoro coennHerns koncoin (CLI) Taxke

-st enable | disable
Ha3bIBACTCS MIEPEONPE/ICTICHIEM ayTeHTH(OUKAIINT
YAaJIEHHOTO MOCIEA0BaTEIHHOTO HHTEpdeTica.

-el enable | disable OnpeesicHrE IIBETOBOI KOJIMPOBKH KypHAaa COOBITHI.

-If tab | csv Onpenernenne GpopMara dKCopra (aiiia xKypHaia.

. Omnpenenenue MKajbl TeMIepaTypsl (1kana mo dapenreit

-ts us | metric PeL P ( P v
unu Lenbcuto).

-df <mnm/dd/yyyy | dd.mm.yyyy |

VYkazanue popmara aarsl.
mmm-dd-yy | dd-mmm-yy | yyyy-mm-dd>

VYKkaxkute S3BIK MOJB30BaTeNs. I mpocMoTpa crimcka
-lg <xof si3bIKa (Hampumep, enUs)> JOCTYTIHBIX SI3BIKOB M COOTBETCTBYIOIINX SI3BIKOBBIX KOZOB
BBEIHUTE KOMaHy lang.

-del <HUM$ MOJIB30BATEIIS> Vnanenne moan30BaTeNs.

-1 OT0OpaXkeHHE TEKYIIETO CIUCKA MOJIb30BaTEIICH.

Mpumep. UToObI H3MEHHUTH BpeMsI BBIXOAA U3 CUCTEMBI A5 monb30BaTens JMurphy, yctaHOBUB ero Ha
10 MuHyT, Habepure:
user -n “JMurphy” -st 10

userdfit

HocTyn. [IpuBunerupoBanHbId MOIL30BaTENb, AAMUHUCTPATOP.

OnucaHue. Ota QyHKIHUS JTOTOIHIET TapaMeTp «User» U MO3BOJISIET 33JaTh MPEIIOUTEHHUS T0JIb30BATENS 110
ymorganuto. HacTpoliku mons30BaTenst o yMOIYaHUIO BBITIOJHSIOT JIBE OCHOBHBIE (DYHKIINU:

M OHpeﬂCHeHI/Ie 3HAYCHHM 110 YMOJIYaHUI0, KOTOPLIC BBOAATCA BO BCC MOJIA ITPU CO3AaHUN HOBOI'O
MOJIB30BaTeId AAMUHUCTPATOPOM WIH MMPUBUIICTHUPOBAHHBIM ITOJIB30BATCIICM. OTH 3HAYCHUS MOXKHO
HU3MCHHUTB 10 TOro, Kaxk HaCTpOfIKPI 6y,Z[yT MIPUMCHCHBI K CUCTCMC.

o Jlns ynaJieHHBIX TI0JIb30BATENCH, YUSTHBIC 3aIUCH KOTOPBIX HE XPAHATCS B CUCTEME M IPOXOJIST
yIaJdeHHYI0 ayTeHTHGuKanuio (Hampumep, mo npotokoiry RADIUS), 3tu 3HaYeHUS NCTIOTB3YIOTCS
BMECTO Te€X, KOTOPbIE HE OBLTH MPEIOCTABICHBI CEPBEPOM ayTCHTH(QHKAITUH.

Hampumep, ecnu cepsep RADIUS He npenocTapiseT IpearnodTUTEIEHOS 3HAYCHUE TEMITePaTyphl IS
MOJI30BaTest, OyAeT UCTI0IB30BaTHCS 3HAYCHHE, ONIPEeIEHHOE B 3TOM pa3jiere.

Mapamerp | AprymeHr Onucanue
o <enable | disable> ITonp30BaTenb OyIET MO0 YMOIYAHHUIO BKITIOUEH WIIM OTKIIIOUYECH TTPH
(BKITIOUECHHE) co3manuu. Ynamurte ¢pasy (BriroueHre) u3 KOHIIa CTPOKH.

<Administrator | Device |
-pe Read-Only | Network-Only> | VYka3zanue ypoBHsI pa3pelICHUH U THIIA YYCTHOM 3aIIHCH TOTb30BaTEIIsL.
(pa3pernieHue Moib30BaTeNs)

BBoj onmcanus moian30BaTes. Ornucanue HCO6XOI[I/IMO 3aKJIIIOUYUTH

-d <OIHCAHUE I0JIL30BATECIIA>
B KaBBIUKU.

<BpeMs OKMJaHHUs CeaHCa>

-st
B MUHYTax

VkazaHnne BPEMCHH OXXHNJAAHHA C€aHCa 10 YMOJIYaHUIO.
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IIapameTp | AprymeHT Onucanue
Yucno HeynauHbIX HOMBITOK BXO/A, MO TOCTHKEHUU KOTOPOTo CUCTEMA
OTKJIFOUHUT YUYETHYIO 3alliCh MOIb30Barems. B aTom ciydae Oyner
TIOKa3aHO COOOIIEHUE C YBEIOMIICHHEM O OIIOKMPOBKE YUETHOM 3arucy.
Yt00B! pa30IOKMPOBATh TAKYIO YIETHYIO 3aIiCh 1 BOCCTAHOBUTH
bl <YHCII0 HEyAaYHbIX 6
- S BO3MOXHOCTB BXOJIa B CHCTEMY, TPeOyeTCsl yUEeTHasI 3alHCh C IPaBaMu
TIOTIBITOK BXOAa TMPUBUJIICTUPOBAHHOI'O MMOJIB30BATCI WM aIMUHUCTpPATOpa.
ITPUMEYAHME. Y4eTHas 3anuch NIpUBIICTHPOBAHHOTO
MOJIB30BATENSI HE OJIOKUPYETCs, HO TP HEOOXOJMMOCTH MOXET OBITH
OTKIJTIOYEHA BPYUYHYIO.
<enable | disable>
-el (IIBeTOBast KOOUPOBKA Bxomrouenune wim OTKITIOYSHHE IBETOBON KOAUPOBKH COOBITHIA.
KypHaJia COOBITHIA)
af <tab | csv> (Popmar Vkaxure GpopmMar xkypHaia skcropra ((aiii ¢ pazaenurensimu
JKypHaJa SKCIopTa) cUMBOJIaMu Tal0ymsuu i CSV).
) VYkaxuTe TeMIepaTypHyIO HIKally MOIb30BaTeNsl. DTOT MapamMeTp
s <us | metric> TaK)Ke UCHOJIb3YETCS CUCTEMON B TOM CIIydae, €CIIM HEAOCTYIHA
(TemmeparypHas mkaa) MpeANoUTHTEIbHAS HACTPOIKa M0OJIb30BaTelIs (HalpuMmep,
YBEIOMJICHUS 10 BJICKTPOHHON TI0UTeE).
<mm/dd/yyyy | dd.mm.yyyy |
daf mmm-dd-yy | dd-mmm-yy | Vi .
- Ka)KHUTE MPEANOYTHTENBHBIN (hopMaT AaThl IS TOJIB30BaTEIs.
yyyymm-dd>
(®opmar garsr)
1 <KOJ SI3BIKA Yka3zaHune s3bIKa M0JIb30BaTeNs. [y mpocMOTpa CIcKa TOCTYITHBIX
g (mampumep, enUs)> SI3BIKOB U COOTBETCTBYIOIINX SI3bIKOBBIX KOJIOB BBEIUTE KOMaHay lang.
-sp <enable | disable> BxitroueHue WiiM OTKITIOUCHHUE HAICKHBIX TTAPOJICH.
-pp <HHTepBan B 1HAX> WHTepsal, yepe3 KOTOpBIil OCyIIeCTBIsIeTCs: 00s3aTesbHasi CMeHa Mapoisl.

Mpumep. UToOB yCTaHOBUTH IS MOITB30BATENSI BPEMS OKAJAHHSI CeaHCa 10 YMOIYaHUI0, paBHOE
60 MUHYTaM, BBEJJUTE CIICIYIONIYIO KOMaHIY:

userdflt -st 60
EO0O00: Success
web

HocTyn. [IpuBuiernpoBaHHbI 10JIB30BaTEb, AAMUHUACTPATOP, MOIB30BATENb C TIPaBaMH TOJIBKO Ha CETEBbIE

pecypcehl.

OnucaHue. Briouenue 10cTyna k uHTepeiicy mob30Bares ¢ uenonb3opanueM npotokoioB HTTP u HTTPS.

JITs1 TOTIONMHUTEHHOM 0€30IMacCHOCTH MOYKHO M3MEHHUTH HacTporiky nopra st HTTP uw HTTPS, 3amaB mo6oit
HeHnconb3yeMbiid mopT ot 5000 mo 32768. IToms30Bareny MOKHBI HCIIONMB30BaTh IBOCTOUHE () B a[PECHOM TIOJIE
Opay3epa Ji1st yka3aHus Homepa ropra. Harmpumep, st Homepa nopra 5000 u [P-anpeca 152.214.12.114:
http://152.214.12.114:5000

Mapametp

AprymeHr

Onucanne

-h

enable | disable

Brutrouenue uin BEIKIIIOYEHHE TOCTYTIAa K HHTEp(ErCy MOap30BaTeNs IS
npotokosia HTTP. [To ymomnuanuto npotokon HTTP oTkiroueH.

enable | disable

BxitioueHre WK BBIKITIOUEHHE TOCTYNA K HHTep(eicy Mob30BaTes st
npotokosia HTTPS. TTo ymomuanuro mapamerp HTTPS oTkimtodeH.

[Tpu Brumtouennn HTTPS nannsle mudpyrores Bo Bpems nepenadn 1
ayTeHTH(HUIMPYIOTCS TUPPOBEIM cepThdHKaToM ¢ romorbio SSL/TLS.
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ITapamerp | AprymeHTr Onucanune
m <MHHUMaJIbHBIH | YKazaHHe MUHMMaJILHOTO ITPOTOKOJIA, KOTOPBIH NCIIONB3YeT BeO-uHTepdeiic:
P IIPOTOKOJI> SSL Bepcun 3.0, TLS Bepcun 1.1 unu TLS Bepcun 1.2.
VkassiBaetcs mopt TCP/IP, ucnionszyemsriit HTTP ans cazu ¢ IICY
-ph <http mopt N> P N Y . .
(o ymomyanuto 80). [Ipyro#i nuamna3oH JOCTYNHBIX 3HadeHuit: 5000-32768.
VxazeBaercst mopt TCP/IP, ucnonszyemsiit HTTPS s cesizu ¢ [ICY
-ps <https mopt Ne> . .
(o ymoruanwmto 443). [lpyroii tramna3oH OCTYIHBIX 3HadeHuit: 5000-32768.
. BxitioueHue nim OTKITIOYEHUE JOCTYIIA K CTPaHHIIE OTPaHUYCHHOTO
-Isp enable | disable e A0CTy baiitte orp
COCTOSTHHS B BeO-uHTEep(eiice momp30BaTes.
Bki1roueHre WM OTKITIOYEHHE UCTIONB30BAHMS CTPAHHUIIBI OTPaHUYEHHOTO
-1sd enable | disable COCTOSIHUSI B KQUECTBE CTPAHUIIBI 110 YMOYaHUIO MpH AocTyne k [P-anpecy
WM IMCHH XOCTa YCTPOWCTBA B BeO-Opay3epe.
Bri6epure ypoBens 6e3onacHocTH oT 0 10 4 i1t HabopoB mpudros TLS
v1.2, rne 4 — BeICIINiT ypoBeHb Oe301MacHOCTH, a 0 — HU3IINH YPOBEHb
6e3onacHoctu. CraHnapTHOE 3HaYeHHe — 4.
-CS <0|1]|2]|3|4> | IPUMEYAHME. [Tapamerp — S IPUMEHUM TOJIBKO, KOTJIa ITapaMeTp — mp

ycTanoBneH st TLS v1.2.

IMTocne BBoza 3HaueHust ot 0 10 4 uHTEpQElic KOMaHIHOW CTPOKHU BBIIAET
OTBET B BHJIE CIHCKA pa3pelieHHbIX HabopoB mpudTos SSL.

Mpumep. UtoObI 3a010KMpOBATH JIIO00H TOCTY K HHTepdeiicy monap3oparens no nporokoiay HTTPS, Beenure:

web -s disable

whoami

D,OCTyI'I. HpI/IBI/IHGFI/IpOBaHHLII‘/'I IMOJIB30BATEC/Ib, AAMUHUCTPATOP, I1OJIL30BATCIb YCTPOﬁCTBa, IIOJIB30BATECJIb C

ImpaBaMu TOJIBKO HAa YTCHUE, IMOJIB30BATECJIb C IIpaBaMHU TOJIBKO Ha CETCBBIC PECYPCHI.

OnucaHue. HpeL[OCTaBJ'DICT CBCCHUA AJId BXOJa B CUCTEMY AJId TCKYLICTO MMOJIb30BaTCIIA.

Mpuwmep.

apc> whoami

EO0O00: Success

apc
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wifi
HocTtyn. IIpuBuierupoBanHbId MOIB30BaTENb, AAMUHUCTPATOD

Onucanue. Brirodenne wmu otkimouerne Wi-Fi u usmenenne Hacrpoek cetu Wi-Fi. MTIPUMEYAHMUE.
J1y1s1 BRIIOJTHEHMS TAHHOM KOMaH]IbI TpeOyeTcst, UTo0bI JonoaauTensHoe yerpoiictBo APC USB Wi-Fi (AP9834)
obu10 BerasneHo B USB-mopt marst AP9641/AP9643.

BAYKHO: He pexomenayeTcs 3arpyatb Henbli ¢aiin config.ini, B3ATHIN ¢ yCTPOHCTBaA €
MIPOBOTHBIM COEIMHEHNEM, Ha YCTPOHUCTBO, moakimtodeHoe mo Wi-Fi. Takke He pekoMeHayeTcs
3arpy’kaTh Lenbli (aiir config.ini, B3ATHIHA ¢ ycTpolicTBa, mogkiIroueHHoro mo Wi-Fi, Ha
YCTPOWCTBO C TIPOBOJTHBIM COEIMHEHHEM, E€CIIH TOJBKO BeCh pa3zesl [NetworkWiFi] He Oyner
yZaJleH WM 3aKOMMEHTHPOBAH ¢ IIOMOIIBIO TOUKH C 3amaTol (Hampumep, ; WiFi = enabled).
Pazmen [NetworkWiFi] comepKHUT HACTPOMKH yCTPOHCTBA, CIIEUU(UIHBIC ISl HCIIOIb30BAHUS
Wi-Fi. DT HacTpOHKHM HE CIIEAYET BBITPY>KaTh Ha YCTPOMCTBO C IPOBOAHBIM COCTHHEHUEM.

ITapameTp | AprymeHT Onucanue
Bruttouenue niu orkiroucHue Wi-Fi. ITo ymon4aHuto 3TOT mapamerp
s enable | umeeT 3Hauenue disable (Bbikmtoueno). IPUMEYAHUE.
disable Brutouenne/otkitouenne Wi-Fi OTKIIIOUUT/BKIIFOYHUT IIPOBOAHOE
COEIMHEHUE T10 JIOKAJIbHOU CETH.
n <CeTeBoe mMA VYkaxure cereBoe ums (SSID) cetn Wi-Fi. MakcumanbHas ninHa —
(SSID) > 32 cuMBoIa.
WPA |
WPA2-AES |
. VYkaxwure T 0e3omacHoCcTH (ayTeHTU(GUKAIHS U H(POBAHKE)
-t WPA2-Mixed | A
ceru Wi-Fi.
WPA2-TKIP |
WPA2-Enterprise
Hapo VYkaxwure naponb 1 cetr Wi-Fi. MakcumanbHast [yinHa —
Jb .
-p , ? N 64 cumBona. IPUMEYAHUE. JlanHblil mapameTp HEOOXOIUM ISt
wWl—-I1 .
6e3omnacHoctu TumoB WPA, WPA2-AES u WPA2-Mixed.
<VmMms
—eu IIOJIb30BATENIS Wwmst nonp3oBaress as ayrenTudukanuu B cpene WPA2-Enterprise.
WPA2- MakcuManbHas anuHa — 32 cHMBOJIA.
Enterprise>
<IlapoJjb .
[Mapons nnst ayrentudukanuu B cpene WPA2-Enterprise.
-ep WPA2-
, MakcuManbHas anmuHa — 32 CHMBOJIA.
Enterprise>
<BHemHAasa VYkaxuTe BHENIHIO uaeHtTudukanuio WPA-2-Enterprise. 3To
co UIEHTUOUKALMA JIOTIOJIHUTENbHAsI Hel(poBaHHast UACHTU(DHUKALS, UCIIONb3yeMast
WPA2- cepsepom WPA-2-Enterprise. Hanpumep: user@example.com wmiu
Enterprise> aHOHMMHO. MakcuManbpHas JuHa — 32 CHMBOJIA.
VkaxuTe ¢ailst mpoIuBKY A7 OOHOBJICHHUS MPOIITUBKA yCTPONCTBA
APC USB Wi-Fi. 3to nomxeH ObITh (aiis .ism, pacroIoKeHHBIH Ha
<[yTb/ .
-fw st darima> USB-nakonurene, koTopsiif BctaieH B USB-nopt nieatpa NMC.
- IMPUMEYAHMUE. Bo Bpemst oOHOBIIEHHS TPOIIUBKH ceTh Wi-Fi
OyneT HeJoCTyIHA.

Mpumep 1. [l rmroyenns Wi-Fi u nsmenenus nHactpoek cetu Wi-Fi BBeaute cienyroiiee.
wifi -S enable -n NETGEARO6 -t WPA2-AES -p apcl?23

Mpumep 2. /{ins ooHoBNeHus npoimuBku ycrpoiicta APC USB Wi-Fi BeenuTte cienyroiee.
wifi -fw apc uwOl wni 1-26-7.ism
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xferINI
HocTyn. [IpuBniernpoBaHHEIA MTOIB30BaTENb, AAMHHACTPATOP. DTa KOMaH/1a padOTAET TOIBKO Yepe3
HOCJICZ[OB&TCHLHHﬁ I/IHTCp(beI\/’IC KOMaHHHOﬁ CTpOKI/I 1501041 J'IOKaJ'IBHYIO KOHCOJIb.

Onucanue. Ucnons3zoBanne XMODEM nis 3arpy3kd .ini Qaiina npu 1ocTyne K uHTepdeiicy KoMaHIHON
CTPOKH 4epe3 MOoCiIeI0BaTeIbHbIN KaHal cBs3u. [lociie 3aBepIieHns 3arpy3Ku:

* Ecnu cucrema nnm cetb H3MEHUIIHCH, TO IPOUCXOAUT TIepe3alryck nHTepdeiica KOMaHIHOM CTPOKH, U
HEO0OXOMMO 3aHOBO BOMTH B CHCTEMY.

*  Ecmum mst mepenaun ¢aitioB BEIOpaHa CKOPOCTH B 601X, KOTOpask OTIIMYASTCS OT CKOPOCTHU TIepeadn
TICY 10 yMOJYaHHUIO, TO AJIS1 YCTAHOBKH CBA3H ¢ [ICY HE0OX0JMMO IepeyCTaHOBUTh 3HAUYEHHE
CKOpPOCTH Ha 3HaY€HHE TI0 YMOIYAHHUIO.

xferStatus

HocTyn. [IpuBuiIerupoBaHHBIN MTOJIB30BATEh, aIMUHACTPATOP.
OnucaHue. [IpocMoTp pe3ynbTaToB MOCIEAHEH nepeaadn Qaiiia.

Mpumep. xferStatus
E0O00: Success
Result of last file transfer: OK

Omnmcanne KOAOB Pe3yJabTaTOB Mepeaadn MPUBEIECHO B
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Astopckue npasa cryptlib Digital Data Security New Zealand Ltd, 1998.
© 1990, 1993, 1994 The Regents of the University of California. Bce npasa 3aruiieHsl.

DTOT KOJ TTOJTyYEeH Ha OCHOBE IMPOTPaAMMHOTO oOecTieueHus, pa3padoranHoro qisi Kamndopauiickoro
yauBepcutera B bepkimm Maiikom Onconom (Mike Olson).

PacnpocTpaneHue U UCHONb30BaHNE B HCXOAHOM M JBOMYHOM BHJIE C U3MEHEHHEM HIIH O3 TAKOBOTO
PasperIeHo TOIBKO MPH COOMIONCHUN CIESTYIOLUINX YCIOBHMI:

1. PacmpocTpaHeHre HCXOIHOTO KOJia IOJKHO YUUTHIBAaTh BhINICyKa3aHHbIC 3asBJICHUS 00 aBTOPCKUX MpaBax,
HepeUcHb YCIOBUI U CICAYIOIUE OTPAaHUYCHHUS.

2. PacmpocTpaHenue B IBONYHOM BHJE IOJDKHO YUUTHIBATh BBIICYKa3aHHBIC 3asBICHIS 00 aBTOPCKUX MpaBax,
TIepeYeHb YCIIOBHH M CIIEIYIOIINE OTPaHIYCHNUS B JOKYMEHTAIMH 1 IPYTUX MaTepHaax, IPeJoCTaBICHHBIX
JUISL pacIipOCTPaHEHHS.

3. PexnamMHbIe Marepuajbl, YIOMUHAIOMIUE XapaKTCPUCTUKN U UCIIOJIB30BAHNE HACTOAIICTO IPOrpaMMHOI0
obecrieueHus, JOJDKHBI TIPU3HABATh CIIEYIOIIee:
— DTOT IPOIYKT COAEPKUT MPOrpaMMHOE oOecTieueHue, pa3paboTaHHOE COTPYIHUKAMU
Kamndoprniickoro yausepcureta B bepxim.s

4. Ha3zpanus yHI/IBCpCI/ITeTa 1 MMCHA €TI0 COTPYAHUKOB HE NOJKHBI UCTIOJIB30BATHCA IJId NOAACPIKKU U
MPOABUIKCHHNA NPOAYKTOB, CO3JaHHBIX Ha OCHOBE JaHHOT'O IMTPOIrpaMMHOTO obecrieueHus 6e3
npeABaprUTCIIbHOTO MMCBbMECHHOTO pa3pClICHUS.

JAHHOE ITPOI'PAMMHOE OBECIIEYEHUME ITPEJJOCTABJIEHO YJIEHAMMU ITPABJIEHUA 1
COTPYJHUKAMU HA YCIIOBUAX «KAK ECTb», 11, BKIIFOHA S, HO HE OI' PAHYMBAACH
TAKOBBIMU, JITOBBIE SIBHO BbIPAXKEHHBIE MJIU ITIOAPA3YMEBAEMBIE TAPAHTHUU
MNPUTOAHOCTU JIA ITPOJAXHU U COOTBETCTBUA KOHKPETHBIM LEJISIM HE ITPUMEHUMEI.
YWIEHBI ITPABJIEHMA NJIN COTPYAHUKU HE HECYT OTBETCTBEHHOCTU 3A JIYOBBIE
[IPSIMBIE, KOCBEHHLIE, CJIVUAMHBIE, OCOBBIE, IIITPA®HBIE WJIM IIOBOYHBIE YBLITKHU
(BKIIIOY AL, IIOMUMO ITPOYETO, ITPUOBPETEHUE 3AMEILAIOIINX TOBAPOB UJIN YCIIVT,
HEBO3MOXHOCTbD NCIIOJIB3OBAHUVS, ITOTEPYO JAHHBIX WMJIN ITPUBBIIN MJIN
[NPUOCTAHOBKY BU3HECA), 110 OBA3ATEJIbCTBAM, BBIPA’KEHHBIM B KOHTPAKTE,
CTPOI'IM OBA3ATEJIbCTBAM, UJIN 3A TPAXKIAHCKOE ITPABOHAPYIIEHUE (BKJIIOYASA
XAJIATHOCTD U ITPOYEE), BOSHUKAIOIIME KAKWM Bbl TO HU BBIJIO OBPA3OM
BCJIEACTBUE ITPUMEHEHNA JAHHOTI'O ITPOT'PAMMHOI'O OBECIIEHEHU A, JAXKE ECJINA
OHU BbIUIM YBEJIOMJIEHBI O BO3MOXHOCTU TAKNX YBBITKOB.



moGanbHas cnyxba TeXxHU4YeCKon NoAAePXKKU
komnaHun APC kopnopauuun Schneider Electric

ITonp3oBarenbckas MNOAACPIKKA JaHHOTO UJIN TIF000T0 APYTOro n3aciig OCymeCTBIACTCA OecIIaTHO OJHHUM
n3 CJICAYIOMIUX CIIOCOOOB:

* OOparutecsk Ha caiit koMmrranuu Schneider Electric mist noctymna x gokymeHTam 0a3sl 3HaHUN Schneider
Electric u orripaBku 3ampoca Ha oOcIyKUBaHHUE.

- (meHTpampHOE OTAEIICHHUE)
OOparuTech Ha TOKaTU30BaHHEIE IS OTJENBHBIX CTpaH BeO-caitThl kopropanuu Schneider Electric,
Ha Ka)KIOM M3 KOTOPBIX COEPKUTCS MHDOPMAIIHS O TEXHHYECKOH MOIIEPIKKE.

I'mobanpHas TeXHUYECKas OAIEPIKKA ¢ TIOMOIIBIO TOMCKa B 0a3e 3HaHMM komnannu Schneider Electric
1 MCTIOJb30BAHHUE CHCTEMBbI DIICKTPOHHOU TOICPIKKH.

* OOparurech B IIEHTP TEXHUYECKOH moaaepkku komnaanu Schneider Electric mo trenedony wmu mo
SJIEKTPOHHOH IOYTE.

— PermonanpHBIE HEHTPHI: CM. KOHTaKTHYIO HH(POpPMAILHIO Ha BeO-caiiTe

Wudopmariro 0 MECTHBIX IIEHTPAX TEXHUIECKOH MOMIEPKKH MOKHO TAK)KE€ TIOIYYHTh y MPEICTABUTENS HITH
y IUCTPUOBIOTOPA, Y KOTOPOTO OBLIO MPHOOPETEHO U3AEITHE.

© 2021 Schneider Electric. Schneider Electric, toBaphsiii 3Hak APC u jorotun APC npuHaiexar
xommannu Schneider Electric SE nnm ux agdunmupoBaHHbIM KoMTaHusIM. Bee ocTaabHbIe TOBApHBIE 3HAKH
SIBJISIFOTCSI COOCTBEHHOCTBIO COOTBETCTBYIOIINX BIIA/ICIIBIEB.

990-91149C-028 02/2021
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