@ Workforce Solutions

HP Authentication Suite

Protecting your endpoints in a new era of work

New ways of working have led to a shift in how security leaders think about protection. Protecting the network is no
longer sufficient as the number of end-user devices outside of the network grows. Modern security approaches include
protecting individual devices—wherever they are.

Printers handle confidential document data, making them one of the most important endpoints to protect. A Zero Trust
approach to security and better solutions for secured access are needed to provide adequate protection for endpoints.
Look for an integrated solution that provides the highest level of protection while maintaining efficiency and productivity.



Meet the HP Authentication Suite

HP Authentication Suite is a toolkit comprised of an enterprise authentication solution and a companion mobile app
providing unparalleled access control and a consistent authentication experience across devices.

HP Secure Authentication

Enabling a modern authentication experience through a
mobile authenticator app.

Enable Multi-Factor
Authentication (MFA)

5

Reduce RFID card Remain secure and compliant
dependency in Zero Trust environments




HP Authentication Manager

—— Experience a flexible way to deploy device-based authentication without requiring users to authenticate
through HP ID cloud service. No access cards or readers to be maintained. No passwords or PINs to be
— forgotten or compromised.
ﬁ @ With HP Authentication Manager, organizations can link to their existing identity management system

(e.g., Azure Active Directory), deploy an authenticating application to the printer through the HP
Workpath environment, and authenticate users with a range of MFA solutions.

HP Authentication Manager offers:

——

@ FLEXIBLE IMPLEMENTATION @ SECURE COMMUNICATIONS \ :

@ DATA PRIVACY AND CONTROL @ SIMPLE SETUP




HP Secure Authentication
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Support a reader-less flow without complexity. Available for Android or iOS devices, this easy-to-use

@ mobile app facilitates user logins, eliminating the need for proximity cards and expensive card readers.
HP Secure Authentication allows organizations to easily enable MFA and provide a consistent
_@ experience that won't slow users down. They can onboard themselves with minimal support, and their

data remains under the control of your organization.

HP Secure Authentication offers:;

@ READER-LESS FLOW @ FLEXIBLE MFA \ _

@ SELF-SERVICE EXPERIENCE @ IOS AND ANDROID ACCESSIBILITY




Bring modern authentication to your print devices

MODERNIZE IDENTITY MANAGEMENT AND SECURE ACCESS

@ Embrace mobile-driven authentication flows, eliminating the need for RFID cards or readers while helping
to provide a secure and convenient experience for users.

STREAMLINE AUTHENTICATION EXPERIENCES

<2> Implement a consistent authentication policy and robust security controls for a unified experience for
the user across PCs and print devices.

MAINTAIN DATA PRIVACY, CONTROL, AND COMPLIANCE

@ Take control of authentication at the device level while enhancing your compliance posture with the
flexibility to self-host the platform.

Get started

Let us help you extend modern authentication beyond the PC, while keeping your endpoints consistently and securely
protected, and under your control.

Contact an HP representative to learn more about HP Authentication Suite.

Sign up for updates hp.com/go/getupdated % @
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